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1. Introduction
This contribution is proposed to including the procedures and information flows for remotely change MCVideo affiliation.
2. Reason for Change
The requirements on “Interworking between MCX Service systems”  are placed in SA1 TS 22.280 containing following affiliation related requirements, which are applied for all the mission critical service including MCVideo service :
 [R-6.17.2-001] An MCX Service shall provide mechanisms to allow an MCX User to operate in a Partner MCX Service System, subject to authorization from both the Partner and the Primary MCX Service Systems of the MCX User.

[R-6.17.2-002] The authentication of an MCX User with an MCX Service in a Partner MCX Service System shall be based on security parameters obtained from the Primary MCX Service System of the MCX User.

NOTE 1:
This is an application layer authentication and not 3GPP network authentication.

[R-6.17.2-003] Any functionality needed from the visited PLMN network is subject to roaming capabilities and operator agreement.

[R-6.17.2-004] An MCX Service shall provide mechanisms to allow an MCX User on the Primary MCX Service System to affiliate to an MCX Service Group from a Partner MCX Service System, subject to authorization from the Primary MCX Service System and the Partner MCX Service System where the MCX Service Group is defined.

[R-6.17.2-005] An MCX Service shall provide mechanisms to allow a roaming MCX User to affiliate to an MCX Service Group from the Partner MCX Service System, subject to authorization from the Partner MCX Service System where the MCX Service Group is defined.

[R-6.17.2-006] An MCX Service shall provide mechanisms to allow an MCX User that receives service from a Partner MCX Service System to affiliate to an MCX Service Group from another Partner MCX Service System, subject to authorization from the Partner MCX Service System where the MCX Service Group is defined.

NOTE 2:
It is assumed that once affiliation from a User to a Group is successful, subsequent communication within that Group are available to the User.

[R-6.17.2-007] End to end security of an MCX Service Group communication (including in Partner MCX Service Systems) shall be based on parameters obtained from the MCX Service system where the MCX Service Group is defined.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.281.
* * * First Change * * * *

7.X
Affiliation to group(s) for MCVideo service
7.X.1
General

MCVideo user affiliate to group(s) for MCVideo service subject to authorization.
7.X.1.xx
MCVideo group affiliation change request
Table 10.3.2.7-1 describes the information flow MCVideo group affiliation change request from the MCVideo client to the MCVideo server.
Table 10.3.2.7.1: MCVideo group affiliation change request
	Information element
	Status
	Description

	MCVideo ID
	M
	The MCVideo ID of the originator who triggers the MCVideo group affiliation change request.

	MCVideo ID list
	M
	A list of one or more MCVideo IDs to which the originator intends to the change their MCVideo affiliation relationship with.

	MCVideo group ID list
	M
	A list of one or more MCVideo group IDs to which the originator intends to change their MCVideo affiliation relationship with the target user.

	Change request type
	M
	It indicates the MCVideo affiliation request type, i.e. mandatory or negotiated


10.3.2.8
MCVideo group affiliation change response

Table 10.3.2.8-1 describes the information flow MCVideo group affiliation change response from the MCVideo server to the MCVideo client.
Table 10.3.2.8-1: MCVideo group affiliation change response
	Information element
	Status
	Description

	MCVideo ID
	M
	The MCVideo ID of the originator who triggers the MCVideo group affiliation request.

	MCVideo ID list
	M
	A list of one or more MCVideo IDs to which the originator intends to the change their MCVideo affiliation relationship with.

	MCVideo group ID list
	M
	A list of one or more MCVideo group IDs to which the originator intends to change their MCVideo affiliation relationship with the target user.

	MCVideo affiliation status per MCgroup ID
	M
	It indicates the MCVideo affiliation relationship change result for every MCVideo group ID in the list.


7.X.2
Information flows for MCVideo affiliation
Editor’s Note: Information flows should be described here. New subclauses may be added as required.
7.X.Y
 Remote change of MCVideo affiliation
7.X.Y.1
Remote change of affiliation for groups defined in primary MCVideo system

7.X.Y.1.1
Authorized user remotely changes another MCVideo user's affiliated MCVideo group(s) – mandatory mode

Procedure for the authorized user to remotely change another MCVideo user's MCVideo affiliation without requiring target user's approval is described in figure 7.X.Y.1.1-1.

Pre-conditions:

-
The MCVideo client 1 (authorized user 1) has already been provisioned (statically or dynamically) with the target MCVideo user's information and its group information, that target MCVideo user 2 is allowed to be affiliated or de-affiliated;
-
The primary MCVideo server may have retrieved the user/group policy e.g. information regarding user(s) authorization to affiliate or to de-affiliate to MCVideo group(s), priority, and other related configuration data.
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 Figure 7.X.Y.1.1-1: Remotely change MCVideo affiliation – mandatory mode
1.
When an authorized user 1 requires one or more MCVideo users to change the affiliation to a group or set of groups, the MCVideo client 1 of the authorized user 1 sends MCVideo group affiliation change request with the indication of mandatory mode to the primary MCVideo server. The information (i.e. target MCVideo user(s) ID, MCVideo group(s) ID) used to indicate the change of the MCVideo affiliation relationship between the target MCVideo user 2 and the group(s) shall be included.

2.
The primary MCVideo server shall check if the MCVideo user 1 is authorized to initiate the change of the MCVideo affiliation relationship between the target user 2 and the group(s). The primary MCVideo server shall check if the target MCVideo user(s) are authorized for the requested MCVideo affiliation relationship based on the user subscription. The primary MCVideo server also performs the check for the maximum limit on the total number of groups that the user can be affiliated to simultaneously.

3a.
The primary MCVideo server checks if the group policy is locally cached. If the group policy is not locally cached on the MCVideo server, then, the MCVideo server subscribes to the group policy from the group management server.

3b.
The primary MCVideo server receives the group policy from the group management server via notification and locally caches the group policy information.

4.
Based on the group policy, the primary MCVideo server checks if the target MCVideo user 2 is authorized to affiliate or de-affiliate to the group(s) for MCVideo service. 

5.
If the target MCVideo user 2 is authorized to affiliate or de-affiliate to the group(s) for MCVideo service then the primary MCVideo server stores the new MCVideo affiliation status of the target MCVideo user 2 for the group(s).

6.
The primary MCVideo server updates the group management server with the MCVideo affiliation status of the MCVideo user 2 for the group(s).
7a.
The primary MCVideo server sends the MCVideo group affiliation change request with the indication of mandatory mode to MCVideo client 2 of the target MCVideo user 2. The target MCVideo user 2 receives the latest information about the affiliated groups for MCVideo service. Further the MCVideo client 2 may subscribe for the affiliated groups information with the group management server.

7b. The MCVideo user 2 provides a response to the primary MCVideo server by sending an MCVideo group affiliation change response.

8.
The primary MCVideo server sends the MCVideo group affiliation change response to MCVideo client 1.

NOTE:
Steps 6, 7a, 7b and 8 can occur in any order or in parallel, with the restriction that step 7b can only occur after step 7a occurred.

7.X.Y.1.2
Authorized user remotely changes another MCVideo user's MCVideo affiliation– negotiated mode

Procedure for the authorized user to remotely change another MCVideo user's affiliated group(s) for MCVideo service with the target MCVideo user's approval is described in figure 7.X.Y.1.2-1. 

Pre-conditions:

-
The MCVideo client 1 (authorized user 1) has already been provisioned (statically or dynamically) with target MCVideo user's information and its group information, that target MCVideo user 2 is allowed to be affiliated or de-affiliated;
-
The primary MCVideo server may have retrieved the user/group policy e.g. information regarding user(s) authorization to affiliate or to de-affiliate to MCVideo group(s), priority, and other related configuration data.
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Figure 7.X.Y.1.2-1: Remotely change MCVideo affiliation – negotiated mode

1.
When an authorized user requires one or more MCVideo users to change the MCVideo affiliation to an group or set of groups, the MCVideo client 1 of the authorized user 1 sends MCVideo group affiliation change request to the primary MCVideo server. The information (i.e. target MCVideo user(s) ID, MCVideo group(s) ID) used to indicate the change of the MCVideo affiliation relationship between the target MCVideo user 2 and the group(s) shall be included.

2.
The primary MCVideo server shall check if the MCVideo user 1 is authorized to initiate the change of the MCVideo affiliation relationship between the target user 2 and the group(s). The primary MCVideo server shall check if the target MCVideo user(s) are authorized for the requested MCVideo affiliation relationship based on the user subscription and the group policy (i.e. if not available, the primary MCVideo server obtains the group policy from the group management server). The primary MCVideo server also performs the check for the maximum limit on the total number of groups that the user can be affiliated to simultaneously.

3.
If the target MCVideo user 2 is authorized to the changes to its MCVideo affiliation to group(s), the primary MCVideo server sends the MCVideo group affiliation change request to the MCVideo client 2 of the target MCVideo user 2. 

4.
The MCVideo client 2 notifies the MCVideo group affiliation change request to the target MCVideo user 2 to receive the approval from the user on the proposed changes to the group(s) on MCVideo affiliation.

NOTE 1:
The procedure is aborted if the target MCVideo user 2 does not respond to the notification within an implementation dependent time.

5. 
If the target MCVideo user 2 provides a response (accept or reject) to the notification, then the MCVideo client 2 sends an MCVideo group affiliation change response to the primary MCVideo server. A response indicating target user 2's acceptance to the requested MCVideo affiliation change by authorized user 1, triggers the MCVideo affiliation or de-affiliation procedures at the primary MCVideo server (see subclause 7.X.Y.Z or subclause 7.X.A.B) as per the MCVideo user 1's requested changes to the target user 2's affiliated group(s). 

NOTE 2:
In the case where the MCVideo affiliation changes for target user 2 includes groups defined in partner MCVideo systems, the primary MCVideo server performs the MCVideo affiliation or de-affiliation procedures by interacting with the partner MCVideo systems (see subclause 7.X.Y.Z or subclause 7.X.A.B).
6. The primary MCVideo server sends the MCVideo group affiliation change response to the MCVideo client 1.

NOTE 3:
If multiple groups are included in step 1, and these groups belong to different partner MCVideo systems, the primary MCVideo server can wait until all the partner MCVideo systems provides the MCVideo group affiliation change response messages.
7.X.Y.2
Remote change of MCVideo affiliation for groups defined in partner MCVideo system

7.X.Y.2.1
Authorized user remotely changes another MCVideo user's MCVideo affiliation to  group(s) defined in partner MCVideo system – mandatory mode

Procedure for the authorized user to remotely change another MCVideo user's MCVideo affiliation to group(s) defined in partner MCVideo systems without requiring target user's approval is described in figure 7.X.Y.2.1-1.

Pre-conditions:

-
The MCVideo client 1 (authorized user) has already been provisioned (statically or dynamically) with the target MCVideo user 2's information and group information, that the target MCVideo user 2 is allowed to be affiliated or de-affiliated;
-
The MCVideo client 1 (authorized user 1), MCVideo client 2 (target MCVideo user 2), and the primary MCVideo server belong to the same MCVideo system;
-
The partner MCVideo server may have retrieved the group related information from the group management server; and

-
The primary MCVideo server may have retrieved the user policy e.g. user related information regarding user(s) authorization to affiliate or to de-affiliate to MCVideo group(s) for MCVideo service, priority, and other related configuration data.
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Figure 7.X.Y.2.1-1: Remote change MCVideo affiliation to groups defined in partner MCVideo system – mandatory mode

1.
When an authorized user requires one or more MCVideo users to change the affiliation to a group or set of groups, the MCVideo client 1 of the authorized user 1 sends MCVideo group affiliation change request with the indication of mandatory mode to the primary MCVideo server. The information (i.e. target MCVideo user(s) ID, MCVideo group(s) ID and service type) used to indicate the change of the MCVideo affiliation relationship between the target MCVideo user 2 and the MCVideo group(s) shall be included.

2.
The primary MCVideo server shall check if the MCVideo user 1 is authorized to initiate the change of the MCVideo affiliation relationship between the target user 2 and the group(s). The primary MCVideo server shall check if the target MCVideo user(s) are authorized for the requested MCVideo affiliation relationship based on the user subscription. The primary MCVideo server also performs the check for the maximum limit on the total number of groups that the user can be affiliated to simultaneously.

3.
Based on the group information included in the request, the primary MCVideo server determines to send MCVideo group affiliation change request to the corresponding partner MCVideo server (group host server).
4a.
The partner MCVideo server checks if the group policy is locally cached. If the group policy is not locally cached on the partner MCVideo server then the partner MCVideo server subscribes to the group policy from the group management server.

4b.
The partner MCVideo server receives the group policy from the group management server via notification and locally caches the group policy information.

5.
Based on the group policy, the partner MCVideo server checks if the target MCVideo user 2 is authorized to affiliate to the group(s) for MCVideo service. It is possible that the target MCVideo user 2 affiliates to one or several groups for MCVideo service and also de-affiliates from one or more groups for MCVideo service. 

6.
If the target MCVideo user 2 is authorized to affiliate or de-affiliate to the group(s) for MCVideo service, then the partner MCVideo server stores the new MCVideo affiliation status of the target MCVideo user 2 for the group(s).

7.
The partner MCVideo server updates the group management server with the MCVideo affiliation status of the target MCVideo user 2 for the group(s). 

8.
The partner MCVideo server sends the MCVideo group affiliation change response to the primary MCVideo server.

NOTE:
Steps 7 and 8 can occur in any order or in parallel.
9.
The primary MCVideo server stores the new MCVideo affiliation status of the target MCVideo user 2 for the MCVideo group(s).

10a.
The primary MCVideo server sends the MCVideo group affiliation change request with the indication of mandatory mode to MCVideo client 2 of the target MCVideo user 2. The target MCVideo user 2 receives the latest information about the affiliated groups for MCVideo service. Further the MCVideo client 2 may subscribe for the affiliated groups information with the group management server.

10b.
The target MCVideo user 2 provides an MCVideo group affiliation change response to the MCVideo server.
11.
The primary MCVideo server sends the MCVideo group affiliation change response to MCVideo client 1 (authorized user).
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