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1. Introduction
The paper adds a new key issue within on e2e excryption and transcoding to TR 23.782.
2. Reason for Change
E2E encryption conflicts with the requirement to perform voice transcoding between MCPTT and the non-LTE system. Moreover, it may conflict with legal interception requirements.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.782 v0.1.0.
* * * First Change * * * *

5.7
Encryption 

5.7.1
Key issue X: E2E Encryption and transcoding
5.7.1.1
Description


In MCPTT, the encryption keys for a private call between two MCPTT users are sent by the originating UE in a MIKEY-SAKKE payload to the terminating UE, via the KMS servers. This forms the root key for further media key derivation. The same MIKEY-SAKKE payload solution is applied for a group call, the group key is provided by the Group Management server to all the participants in the group call. Whether this is applicable for the interworking scenario needs further considerations, but if so there is a subsequent problem when transcoding is required between two different kind of mission critical systems. 
E2E encryption on the application level prevents for voice transcoding, as there is no way for the transcoding entity to perfom codec translation anymore. This key issue is introduced to study voice interworking in conjunction with e2e encryption.
Editor’s note 1: e2e encryption has implications with legal interception requirements. 

Editor’s note 2: The study may require involvement of other standardisation groups, e.g. SA3, SA3-LI, ETSI TCCE.
* * * End of Change * * * *

