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Abstract: This pCR introduces the Key agreement/selection key issue.
1
Introduction

Key agreement and selection have not been defined in MCPTT. They will be required to interwork with legacy systems in order to support end to end encryption.
2
Discussion

3
Conclusion
The following modifications are proposed to be added to the TS.

-------------------------------------------Begin First Change-----------------------------------------------
5.7
Encryption
5.7.x
Key issue #x – Key agreement 

5.7.x.1
Description
In Project 25 systems, the key used for voice encryption is selected by the transmitting radio and identified in the transmission by an Algorithm ID and Key ID pair. The receiving radio searches its key database for a matching key and uses that key to decrypt the voice transmission. Furthermore, the Key ID used in the transmission is only required to be unique within a Key Management domain. Key ID = 0, in particular, is a special case that needs to be addressed in interworking.

Project 25 does not specify any standardized protocols for binding a talk-group or other plaintext to a particular key. Moreover, it specifically allows for a user to override whatever key selection might be programmed into the radio.

Both P25 and TETRA have options for key management. Keys may be provided manually or automatically over the air. The frequency and method of key update can vary per user. Interworking with MCPTT will require mechanisms to allow the same keys to be used in the systems on both sides of the interworking interface.
TETRA over the air keying messages will need to be supported.
Gaps:

1.
Means for uniquely identifying the encryption key in meta-systems comprising a multiplicity of uncoordinated P25 systems connected to a network MCPTT services.

2.
Means for agreeing on keys used for transmissions between P25 and MCPTT systems.

3.
Accommodation of Key-ID = 0 in P25 systems.

4.
Means for sharing encryption keys between a legacy TETRA system and an MCPTT system.
5.
Means for supporting TETRA over the air keying messages.
