
3GPP TSG-SA WG6 Meeting #12
S6-160704
Tenerife - Santa Cruz, Spain, 25th – 29th July 2016
(revision of S6-160xxx)
Source:
Nokia
Title:
New Key Issue on E2E Encryption and transcoding 
Spec:
3GPP TR 23.782
Agenda item:
7.3
Document for:
Agreement
1. Introduction
The paper adds a new key issue within on e2e excryption and transcoding to TR 23.782.
2. Reason for Change
E2E encryption conflicts with the requirement to perform voice transcoding between MCPTT and the non-LTE system. Moreover, it may conflict with legal interception requirements.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.782 v0.1.0.
* * * First Change * * * *

5.7
Encryption 

5.7.1
Key issue X: E2E Encryption and transcoding
5.7.1.1
Description

Editor's Note: Describe the key issue (i.e. problem statement), including technical constraints and interpretations.

In MCPTT, the encryption keys for a private call between two MCPTT users are sent by the originating UE in a MIKEY-SAKKE payload to the terminating UE, via the MCPTT servers. This forms the root key for further media key derivation. Likewise for a group call, group key is provided by the Group Management server to all the participants in the group call. Whether this is applicable for the interworking scenario needs further considerations, but if it is a subsequent problem comes up in conjunction with the potentional need for transcoding between two different kind of mission critical systems. 
E2E encryption on the application level conflics with voice transcoding, as there is no way for the transcoding entity to perfom codec translation anymore. This key issue is introduced to study voice interworking in conjunction with e2e encryption.
Note 1: e2e encryption may conflict with legal interception requirements. 

Note 2: The study may require involvement of other standardisation groups, e.g. SA3, SA3-LI.
5.7.1.2
Architectural requirements

Editor's Note: Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

It is assumed that interworking between MCPTT and a non-LTE system is applied on the application level, i.e. above the access and non-asses stratum, which allows system-specific aspects to be hidden.

* * * End of Change * * * *

