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Abstract: Key issue for system authorization for interconnect
Introduction

All aspects of mission critical service require authorization and control by the relevant Mission Critical Organisations, as described in numerous requirements in 3GPP TS 23.280 clauses 5.16 and  5.17.  Specific authorization is required for operation in a partner system in [R-6.17.2-001], authorization to join a group in partner system is required in [R-6.17.2-005] and [R-6.17.2-006], and it can be assumed that authorization is also required for calls which include a partner system.

This pCR introduces a key issue and architectural requirement for system level authorization, which may be granular at a service level.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for interconnect

5.x.x
MC system authorization to support interconnect calls

5.x.x.1
Description

Where an MC system needs users and groups from that MC system to take part in calls which include users and groups from a second MC system, the MC system will need to be authorized to take a part in calls in conjunction with the other MC system.
The MC system may need separate authorizations to permit:

- Users who are receiving service within this MC system making private calls, video calls and data transmissions to users that are receiving service from an interconnected partner MC system;

- Users who are receiving service within this MC system joining groups and making group calls, where the groups are home in an interconnected partner MC system;

- Users who are receiving service from partner MC systems making private calls, video calls and data transmissions to users that are home in this MC system;

- Users who are receiving service from partner MC systems joining groups and making group calls to groups that are home in this MC system.
5.x.x.2
Architectural Requirements

The system configuration for an MC system will need to include authorization to allow its served users take part in calls which include users in a second MC system.
Authorization may need to be sufficiently granular to permit separate configuration of authorizations for the separate cases:

- Users who are receiving service within this MC system making private calls, video calls and data transmissions to users that are receiving service from an interconnected partner MC system;

- Users who are receiving service within this MC system joining groups and making group calls, where the groups are home in an interconnected partner MC system;

- Users who are receiving service from partner MC systems making private calls, video calls and data transmissions to users that are home in this MC system;

- Users who are receiving service from partner MC systems joining groups and making group calls to groups that are home in this MC system.

Editor's note:
There will be specific security requirements and mechanisms for inter-system authentication which will need to be considered by SA3. 
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