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Abstract: Key issue for authorization for migration

Introduction

All aspects of mission critical service require authorization and control by the relevant Mission Critical Organisations, as described in numerous requirements in 3GPP TS 22.280 clauses 5.16 and  5.17.  Specific authorization is required for operation in a partner system according to the following requirement:

[R-6.17.2-001] An MCX Service shall provide mechanisms to allow an MCX User to operate in a Partner MCX Service System, subject to authorization from both the Partner and the Primary MCX Service Systems of the MCX User.

The authorizations when operating in a partner MC system may be different to the authorization when operating in the primary system, for example call types could be restricted, the list of users who can be called could be different and priorities may be different.

This pCR introduces key issues and architectural requirements for authorization for migration.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for migration
5.x.x
MC authorization for migration
5.x.x.1
Description

An MC service user that wishes to migrate to a partner MC system will need to be authorized to migrate from its primary MC system, and authorized to migrate to that specific partner MC system. See 3GPP TS 22.280 [x] [R 6.17.2 001]. Authorization may be service specific, e.g. to permit MCPTT service but deny MCVideo service when migrated to a specific partner MC system.

The partner MC system will need to authorize that MC service user to migrate and gain service. See 3GPP TS 22.280 [x] [R‑6.17.2‑001].
The partner MC system may wish to apply different configuration parameters to a migrated MC service user compared with the parameters authorized for that MC service user when operating in its primary MC system.  Examples of such parameters are:

-
Authorizations to make certain types of call, e.g. private call, group call may be restricted.
-
The list of MC service users that can be called using a private call may be different.

-
The priority of the MC service user to make calls may be different, especially if the sets of relative priorities of different MC service users are defined differently between the primary and partner systems

-
Authorizations to create group-broadcast groups may be restricted.
5.x.x.2
Architectural Requirements

The user configuration for an MC service user will need to include authorization to allow that MC service user to migrate to a list of identified partner MC systems. The configuration may restrict the service available on migration on a system by system basis.
An MC system will need to include a configuration which allows that MC system to authorize an incoming migration request from a particular MC service user. The MC system will need to verify that the migration request is permitted by the primary MC system of that MC service user.
An MC system will need to provide a user profile for migrated MC service users, which may change their authorizations compared with the authorizations that those MC service users expect when receiving service within their primary MC systems.
NOTE:
Because of the potential numbers of migrating MC service users, the configuration in the partner system may need to be more general than on an individual MC service user by MC service user configuration, e.g. it may be more appropriate to allow configuration to accept incoming migration requests and list authorization for migrating MC service users on a system by system basis.
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