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Abstract: Key issue for for logging and lawful interception during migration

Introduction

Mission Critical Organisations may require to provide logging of communications of their server MC users, including when those users have migrated to a partner MC system.  MC system operators may be required to provide lawful interception for MC users and groups for whom that MC system is the primary MC system, but also to provide lawful interception for any MC users who have migrated to that MC system and for any groups defined in other MC systems which are served by that MC system. 

TS 22.280 includes the following relevant requirements:

[R-6.13.5-001] The MCX Service shall support lawful interception.

[R-6.15.4-003] The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the  Group Communications and Private Communications under the organization's authority.
This pCR introduces key issues and architectural requirements for logging and lawful interception for users and groups during migration.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for migration
5.x.x
Media routing during migration for logging and lawful interception
5.x.x.1
Description

There may be regulatory and operational requirements to provide logging and lawful interception of communications which include a migrated MC user. Logging and lawful interception may be required in both the primary MC system and the partner MC system of the migrated MC user. This may apply for all users in a call. See 3GPP TS 22.280 [R-6.13.5-001] and [R-6.15.4-003], and further requirements in clause 6.15.4 concerning logging of metadata.
5.x.x.2
Architectural Requirements

A mechanism is necessary to allow media to be provided to the Mission Critical Organizations responsible for the MC user and MC groups in which the MC user communicates whilst migrated. There may be separate Mission Critical Organisations responsible for the MC and the MC group who each require the media from any one call.
A mechanism is necessary to allow metadata to be provided to the Mission Critical Organizations responsible for the MC user and MC groups in which the MC user communicates whilst migrated. There may be separate Mission Critical Organisations responsible for the MC and the MC group who each require the metadata from any one call.
Mechanisms are necessary to allow lawful interception to take place where required in the primary and partner MC systems of the MC user.
***************************************** End change 1 ************************************************
