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1. Overall Description:

SA3 thanks CT1 for its LSs on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message.
SA3's understanding is that an XML attribute can only contain a character string. In many of the examples highlighted by CT1, that character string must be a URI based on the IETF schemas. 
SA3 cannot define an encryption method to directly encrypt attributes as either:

-
The output will not be a URI (and hence require modification of the schema), or

-
The output will be a URI, and the receiving device may have no way to tell if the URI is encrypted or not (without modification of the schema). This may cause issues, particularly for SIP devices that are not MCPTT aware.
For further details of SA3's discussion, please see S3-160638.

SA3 recommends that the XML schemas are extended to allow the attribute value to be encrypted by placing the attribute value within an element. This could perhaps be achieved by adding a cross-reference pointing to an encrypted element elsewhere in the document, or by directly converting the attribute to an element. 
2. Actions:

To CT1 groups.

ACTION: 
SA3 asks CT1 to take this information into account.
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