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1. Introduction
This pCR introduces the changes to configuration tables in Annex B of draft TS PTT to add security parameters to align with TS 33.179 and stage 3 work.  It mirrors the changes proposed to TS 23.179 v13.1.0 as CR104 in contribution S6-160410.  Note that parallel contribution, a revision of TS 23.179 CR99, is also taken into account in this contribution, where the deletion of a note in Table B-4.2 was reversed.
2. Reason for Change
The security mechanisms specified in TS 33.179 contain a number of encryption keys required for the security mechanisms needed in MCPTT.  Some of these require provisioning in the MCPTT server and in the client and therefore need to be added to the configuration data tables.  

Additionally TS 33.179 specifies means of protecting information between MCPTT servers which can be used for floor control and signalling; and configuration parameters are needed to enable the mechanisms. The security mechanisms specified in TS 33.179 contain a number of encryption keys required for the security mechanisms needed in MCPTT.  Some of these require provisioning in the MCPTT server and in the client and therefore need to be added to the configuration data tables.  

Additionally TS 33.179 specifies means of protecting information between MCPTT servers which can be used for floor control and signalling; and configuration parameters are needed to enable the mechanisms. The security mechanisms specified in TS 33.179 contain a number of encryption keys required for the security mechanisms needed in MCPTT.  Some of these require provisioning in the MCPTT server and in the client and therefore need to be added to the configuration data tables.  

Additionally TS 33.179 specifies means of protecting information between MCPTT servers which can be used for floor control and signalling; and configuration parameters are needed to enable the mechanisms.
3. Conclusions

The relevant parameters need to be added.
4. Proposal

It is proposed to agree the following changes to draft 3GPP TS PTT v0.1.0.
* * * First Change * * * *

B.3
MCPTT user profile data

The MCPTT user profile data is stored in the MCPTT user database. The configuration management server is used to configure the MCPTT user profile data to the MCPTT user database (CSC-13) and MCPTT UE (CSC-4). The MCPTT server obtains the MCPTT user profile data from the MCPTT user database (MCPTT-2).

Data in table B.3-1 and B.3-3 can be configured offline using the CSC-11 reference point. Tables B.3-1 and B.3-3 contain the UE configuration required to support the use of off-network MCPTT service.

Table B.3-1: MCPTT user profile data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	Subclause 8.1.2
	MCPTT user identity (MCPTT ID)
	Y
	Y
	Y
	Y

	Subclause 10.1.4.1
	MCPTT user profile index
	Y
	Y
	Y
	

	Subclause 10.1.4.1
	MCPTT user profile name
	Y
	Y
	Y
	

	[R-5.19-007]

[R-6.13.4-002]
	User profile status (enabled/disabled)
	
	Y
	Y
	Y

	[R-5.8-001]

[R-6.9-003]
	Authorised to create and delete aliases of an MCPTT User and its associated user profiles. 
	
	
	Y
	Y

	[R-5.8-002]

[R-6.9-003]
	Alphanumeric aliases of user
	Y
	Y
	Y
	Y

	[R-5.1.1-005]

[R-5.10-001]
	Participant type of the user
	Y
	Y
	Y
	Y

	[R-5.1.8-006]

[R-5.3-002]

[R-5.10-001]

[R-5.18.2-001]

[R-5.18.2-002]
	User's Mission Critical Organization (i.e. which organization a user belongs to)
	Y
	Y
	Y
	Y

	[R-5.5.2-008]
	Maximum number of simultaneously received group calls (N6)
	
	Y
	Y
	Y

	[R-5.6.5-004]
	Authorised to make a private call
	Y
	Y
	Y
	Y

	[R-5.6.5-001]
	Authorised to make a private call with manual commencement
	Y
	Y
	Y
	Y

	[R-5.6.5-003]
	List of user(s) who can be called in private call, where each user is identified using the following information:

- MCPTT ID

- User info ID

- ProSe layer 2 group ID (see NOTE 1)
	Y
	Y
	Y
	Y

	[R-5.6.5-003]
	Authorised to make a private call to users not included in "list of user(s) who can be called in private call"
	Y
	Y
	Y
	Y

	[R-5.6.5-002]
	Authorised to make a private call with automatic commencement
	Y
	Y
	Y
	Y

	[R-5.6.3-011]

[R-6.7.4-010]
	Authorisation of user to force automatic answer for a private call
	Y
	Y
	Y
	Y

	[R-5.6.5-006]

[R-6.7.5-002]
	Authorised to restrict the provision of a notification of call failure reason for private call
	Y
	Y
	Y
	Y

	[R-5.13-001]
	Authorisation to protect confidentiality and integrity of media in a private call (see NOTE 2)
	Y
	Y
	Y
	

	[R-5.13-001]
	Authorisation to protect confidentiality and integrity of floor control signalling in a private call (see NOTE 2)
	Y
	Y
	Y
	

	[R-5.7.2.1.1-001]
	Authorisation to make an MCPTT emergency group call functionality enabled for user
	Y
	Y
	Y
	Y

	[R-5.7.2.1.1-001]
	Group used on initiation of an MCPTT emergency group call (currently selected/ dedicated)
	Y
	Y
	Y
	Y

	[R-5.7.2.1.2-005]
	Authorisation to cancel an in progress emergency associated with a group
	Y
	Y
	Y
	Y

	[R-5.7.2.2.1-001]
	Authorised to make an Imminent Peril group call
	Y
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Group used on initiation of an MCPTT imminent peril group call (currently selected/ dedicated/ default if no group selected)
	Y
	Y
	Y
	Y

	[R-5.7.2.2.2-002]
	Authorised for imminent in- peril cancelation
	Y
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Recipient for an emergency private call

(Pre-configured/ user locally determined)
	Y
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Authorised to make an emergency private call
	Y
	Y
	Y
	Y

	[R-5.7.2.3.2-001]
	Authorised to cancel emergency priority in a private emergency call by an authorized user
	Y
	Y
	Y
	Y

	[R-5.7.2.4.1-002]
	Authorised to activate emergency alert
	Y
	Y
	Y
	Y

	[R-5.7.2.4.1-004]

[R-5.7.2.4.1-008]

[R-5.7.2.4.1-012]
	Group / user recipient of an emergency alert

(Pre-defined group, currently selected group, pre-defined recipient/ user locally defined recipient/ default if no recipient selected)
	Y
	Y
	Y
	Y

	[R-5.7.2.4.2-002]
	Authorisation to cancel an MCPTT emergency alert
	Y
	Y
	Y
	Y

	[R-5.1.7-002]
	Priority of the user for initiating/receiving calls
	
	Y
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a group-broadcast group
	
	
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a user-broadcast group
	
	
	Y
	Y

	[R-5.13-001]
	User related security material (see NOTE 2 and NOTE X)
	Y
	N
	N
	N

	NOTE 1:
The value of Prose layer-2 group ID is used as the Discovery group ID in ProSe discovery procedures.
NOTE 2:
Security mechanisms are specified in 3GPP TS 33.179 [13].
NOTE X:
3GPP TS 33.179 [13] specifies that the user related security material is provided from the key management server to the key management client.  This material is not expected to be provided to the configuration management server, the MCPTT server or the MCPTT user database.


Table B.3-2: MCPTT user profile data (on network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	[R-5.1.5-001]

[R-5.1.5-002]

[R-5.10-001]
	List of on-network MCPTT groups for use by an MCPTT user
	Y
	Y
	Y
	Y

	Subclause 5.2.5
	Group user implicitly affiliates to after log on (specified group(s)/ N/A)
	Y
	Y
	Y
	Y

	[R-6.4.2-006]
	Authorisation of a user to request a list of which groups a user has affiliated to
	
	Y
	Y
	Y

	[R-6.4.6.1-002]

[R-6.4.6.1-003]
	Authorisation to change affiliated groups of other specified user(s)
	
	Y
	Y
	Y

	[R-6.4.6.2-001] 

[R-6.4.6.2-002]
	Authorisation to recommend to specified user(s) to affiliate to specific group(s)
	
	Y
	Y
	Y

	[R-6.6.1-004]
	Authorisation to perform regrouping
	Y
	Y
	Y
	Y

	[R-6.7.2-001]
	Presence status is available/not available to other users
	Y
	Y
	Y
	Y

	[R-6.7.1-002] 

[R-6.7.2-002]
	Authorisation to obtain presence of user (list of users)
	Y
	Y
	Y
	Y

	[R-6.7.2-003]
	User is able/ unable to participate in private calls
	Y
	Y
	Y
	Y

	[R-6.7.1-004]
[R-6.7.2-003]
[R-6.7.2-004]
	Authorisation to query whether MCPTT User is available for private calls
	
	Y
	Y
	Y

	[R-6.7.1-010]
	Authorisation to override transmission in a private call
	Y
	Y
	Y
	Y

	[R-6.7.1-013]
	Authorisation to restrict provision of private call set-up failure cause to the caller
	
	Y
	Y
	Y

	[R-6.8.7.4.2-001]
[R-6.8.7.4.2-002]
	Authorisation of a user to cancel an emergency alert on any MCPTT UE of any user
	
	Y
	Y
	Y

	[R-6.13.4-001]
	Authorisation for a user to enable/disable a user
	
	Y
	Y
	Y

	[R-6.13.4-003]
[R-6.13.4-005]
[R-6.13.4-006]
[R-6.13.4-007]
	Authorisation for a user to (permanently /temporarily) enable/disable a UE
	
	Y
	Y
	Y

	[R-6.2.3.4-001]
	Authorisation to revoke permission to transmit
	
	Y
	Y
	Y

	[R-7.14-002]

[R-7.14-003]
	Authorization for manual switch to off-network while in on-network
	Y
	Y
	Y
	Y

	[R-5.1.5-004]
	Limitation of number of affiliations per user (N2)
	N
	Y
	Y
	Y

	[R-5.5.2-009]
	Maximum number of simultaneous transmissions received in one group call for override (N7)
	
	Y
	Y
	Y


Table B.3-3: MCPTT user profile data (off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	[R-7.2-003]
	List of off-network MCPTT groups for use by an MCPTT user
	Y
	N
	Y
	Y

	[R-7.3.3-008]
	Allowed listening of both overriding and overridden
	Y
	N
	Y
	Y

	[R-7.3.3-006]


	Allowed transmission for override (overriding and/or overridden)
	Y
	N
	Y
	Y

	[R-7.8.1-001]
	Authorization for participant to change an off-network group call in-progress to off-network emergency group call
	Y
	N
	Y
	Y

	[R-7.8.3.1-003]
	Authorization for participant to change an off-network group call in-progress to off-network imminent peril group call
	Y
	N
	Y
	Y

	[R-7.12-002]

[R-7.12-003]
	Authorization for off-network services
	Y
	N
	Y
	Y

	Subclause 10.7.2
	User info id (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y
	Y

	[R-5.13-001]
	Transport security material (see NOTE X and NOTE Y)
	Y
	N
	N
	N

	NOTE X:
Security mechanisms are specified in 3GPP TS 33.179 [13].

NOTE Y:
3GPP TS 33.179 [13] specifies that the transport security material is provided to the key management server and key management client via an out of band mechanism.  This material is not expected to be provided to the configuration management server,  the MCPTT server or the MCPTT user database.


B.4
Group configuration data

The group configuration data is stored in the group management server. The group management server is used to configure the group configuration data to the MCPTT UE (CSC-2) and the MCPTT server (CSC-3).

Data in table B.4-1 and B.4-3 can be configured offline using the CSC-12 reference point. Tables B.4-1 and B.4-3 contain the UE configuration required to support the use of off-network MCPTT service.
Table B.4-1: Group configuration data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.19-004]

[R-6.4.3-001]

[R-6.4.3-002]

[R-6.9-004]
[R-5.1.3-002]
	MCPTT group ID
	Y
	Y
	Y

	[R-5.19-004]

[R-6.4.3-001]

[R-6.4.3-002]

[R-6.9-004]
	Group Alias (Contact URIs)
	Y
	Y
	Y

	[R-5.1.3-001] 
[R-5.1.5-001]
[R-6.4.5-005] 
[R-6.4.5-006]
	List of group members (group membership information) (see NOTE 1):

- MCPTT ID (group membership information)
- User priority for the group (group membership information)
- Participant type for the group (group membership information). The particpant type values are defined and configured by the Mission Critical Organisation (e.g.first responder, second responder, dispatcher, dispatch supervisor, MCPTT administrator).

- User Info ID (see NOTE 2 and NOTE 3)
	N
	Y
	Y

	[R-5.18.2-001]

[R-5.18.2-002]
	Group’s owner (Mission Critical Organisation)
	Y
	Y
	Y

	[R-6.4.9-006]
[R-5.14-001]
	Preferred voice codecs for MCPTT group
	Y
	Y
	Y

	[R-5.2.2-001]
	Level within group hierarchy (only applicable for group-broadcast group )
	N
	Y
	Y

	[R-5.2.3-001]
	Level within user hierarchy (only applicable for user-broadcast group)
	N
	Y
	Y

	[R-5.7.2.1.1-013]
[R-5.7.2.4.1-008]
	Indication whether emergency group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Indication whether imminent peril group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.4.1-012]
	Indication whether emergency alert is possible on the MCPTT group
	Y
	Y
	Y

	[R-5.13-001]
	Media confidentiality and integrity protection (see NOTE 4)
	Y
	Y
	Y

	[R-5.13-001]
	Floor control confidentiality and integrity protection (see NOTE 4)
	Y
	Y
	Y

	[R-5.13-001]
	Group media protection security material (see NOTE 4)
	Y
	N
	Y

	NOTE 1:
The list of group members is provided only upon request and not by default.

NOTE 2:
This information elements is relevant only for off-network and do not need to be provided for users who are not provisioned with off-network capability.

NOTE 3:
User Info Id is discrete from the MCPTT ID and is unique (identifying an MCPTT user in ProSe layer) to enable mapping by the application, from the MCPTT ID to the IP address assigned by the ProSe layer for off-network operation.
NOTE 4:
Security mechanisms are specified in 3GPP TS 33.179 [13].


Table B.4-2: Group configuration data (on‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an on‑network group call
	N
	Y
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an on‑network group call
	N
	Y
	Y

	[R-6.2.4-003]
[R-6.4.9-002]
	Group call hang timer
	N
	Y
	Y

	[R-5.1.6-001]

[R-6.4.9-003]
	Maximum duration of group calls
	N
	Y
	Y

	Subclause 10.6.2
	Group call model used for group (chat/ pre-arranged)
	Y
	Y
	Y

	Subclause 10.6.2.4.1
	Temporary group indication
	Y
	Y
	Y

	[R-6.1-001]
	Maximum number of group members (N11)
	N
	Y
	Y

	[R-6.2.1-004]
[R-6.2.1-007]
	Minimum number of affiliated group members acknowledging before start of audio transmission
	N
	Y
	Y

	[R-6.2.1-005]
[R-6.2.1-007]
	List of group members which have to acknowledge before start of audio transmission (see NOTE 1)
	N
	Y
	Y

	[R-6.2.1-006]
[R-6.2.1-007]
	Geographical area where acknowledgement of all affiliated group members is required before start of audio transmission
	N
	Y
	Y

	[R-6.2.1-008] 
[R-6.2.1-009]
	Timeout for acknowledgement of required group members
	N
	Y
	Y

	[R-6.2.1-008]
[R-6.2.1-009]
[R-6.2.1-012]
	Action upon failure to receive acknowledgement from required group members before call timeout (proceed or abandon)
	N
	Y
	Y

	[R-6.4.9-005]
	List of group members with receive-only capability
	N
	Y
	Y

	[R-6.1-003]
	Enabled/disabled group (basic status)
	Y
	Y
	Y

	[R-6.4.5-005]
	Authorisation to request list of members of an MCPTT group
	Y
	Y
	Y

	[R-6.4.5-001]

[R-6.4.5-003]
	Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002]

[R-6.2.2-001]
[R-6.6.2.2-006]

[R-6.8.6.2-003]
	Priority of the group
	N
	Y
	Y

	[R-6.8.6.2-003]
	Pre-emption capability
	Y
	Y
	Y

	[R-6.8.6.2-003]
	Pre-empted capability
	Y
	Y
	Y

	[R-5.13-001]
	Group floor control protection security material for multicast use (see NOTE 2)
	Y
	Y
	Y

	NOTE 1:
Listed group members will be automatically affiliated for the duration of this group call if not already affiliated.
NOTE 2:
The details of security related elements are specified in 3GPP TS 33.179 [13].


Table B.4-3: Group configuration data (off‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an off‑network group call
	Y
	N
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an off‑network group call
	Y
	N
	Y

	Subclause 8.1.3.2, 10.7.3.2
	Prose layer-2 group ID (as specified in 3GPP TS 23.303 [8]) (see NOTE)
	Y
	N
	Y

	Subclause 8.1.3.2
	ProSe group IP multicast address (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 5.2.8
	Associated relay service code (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	[R-7.4-002]

	Group call hang timer 
	Y
	N
	Y

	 [R-7.4-003]
	Max duration of group calls
	Y
	N
	Y

	Subclause 8.1.3.2
	Indication of whether the UE shall use IPv4 or IPv6 for the MCPTT group (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 10.6.3.9.1
	Default Prose Per-Packet priority (as specified in 3GPP TS 23.303 [8]) value for each of the following:

- MCPTT group call signalling

- MCPTT group call media

- MCPTT emergency group call signalling

- MCPTT emergency group call media

- MCPTT imminent peril group call signalling

- MCPTT imminent peril group call media
	Y
	N
	Y

	NOTE: 
The value of Prose layer-2 group ID is used as the Discovery group ID in ProSe discovery procedures.


B.5
Service configuration data

The service configuration data is stored in the MCPTT server. The configuration management server is used to configure the service configuration data to the MCPTT server (CSC-5) and the MCPTT UE (CSC-4).

Data in tables B.5-1and B.5-3 can be configured offline using the CSC-11 reference point. Tables B.5-1 and B.5-3 describe the service configuration data required to support the use of off-network MCPTT service.
Table B.5-1: Service configuration data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server

	[R-5.2.2-001]
	Levels of group hierarchy for group-broadcast groups (B1)
	Y
	Y
	Y

	[R-5.2.3-001]
	Levels of user hierarchy for user-broadcast groups (B2)
	Y
	Y
	Y

	[R-5.8-002]
	Minimum length (N3) of an alphanumeric identifier (i.e. alias) assigned by an MCPTT administrator.
	Y
	N
	Y


Table B.5-2: Service configuration data (on‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server

	[R-5.7.2.3.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an on‑network private call
	N
	Y
	Y

	[R-5.7.2.1.2-002]
	Time limit for an In-progress emergency related to an on‑network MCPTT group
	N
	Y
	Y

	[R-5.6.5-004]
	Max on‑network private call (with floor control) duration
	N
	Y
	Y

	[R-6.2.4-003]
	Hang timer for private calls
	N
	Y
	Y

	[R-6.7.2-008]
	Max duration of private call (without floor control)
	N
	Y
	Y

	[R-6.2.3.3.1-001]
[R-7.3.3-002]
	Hierarchy of participant rights to override

	N
	Y
	Y

	[R-6.2.3.5-002]
	Transmit time limit from a single request to transmit in a group or private call transmission
	N
	Y
	Y

	[R-6.2.3.5-003]
[R-6.2.3.5-004]
	Configuration of warning time before time limit of transmission is reached (on-network)
	N
	Y
	Y

	[R-6.2.4-005]
	Configuration of warning time before call hang time (on-network)
	N
	Y
	Y

	[R-6.2.3.2-006]
	Depth of floor control queue 
	N
	Y
	Y

	[R-6.2.3.2-012]
	Max time for a user's floor control request to be queued
	N
	Y
	Y

	[R-5.13-001]
	Protect confidentiality of signalling (see NOTE)
	Y
	Y
	Y

	[R-5.13-001]
	Protect integrity of signalling (see NOTE)
	Y
	Y
	Y

	[R-5.13-001]
	Use signalling protection between MCPTT servers (see NOTE)
	N
	Y
	Y

	[R-5.13-001]
	Use floor control protection between MCPTT servers (see NOTE)
	N
	Y
	Y

	NOTE:
Security mechanisms are specified in 3GPP TS 33.179 [13].


Table B.5-3: Service configuration data (off‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server

	[R-5.7.2.3.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an off‑network private call
	Y
	N
	Y

	[R-5.7.2.1.2-002]
	Time limit for an In-progress emergency related to an off‑network MCPTT group
	Y
	N
	Y

	[R-5.6.5-004]
	Max off‑network private call (with floor control) duration
	Y
	N
	Y

	[R-7.4-002]

[R-7.4-003]


	Hang timer for private calls in off-network
	Y
	N
	Y

	[R-7.3.3-001]

[R-7.3.3-002]

[R-7.3.3-003]
	Priority hierarchy for floor control override in off-network
	Y
	N
	Y

	[R-7.3.5-001]

[R-7.3.5-002]

[R-7.3.5-003]
	Transmit time limit from a single request to transmit in a group or private call.
	Y
	N
	Y

	[R-7.3.5-001]

[R-7.3.5-004]
	Configuration of warning time before time limit of transmission is reached (off-network)
	Y
	N
	Y

	[R-7.4-004]
	Configuration of warning time before hang time is reached (off-network)
	Y
	N
	Y

	[R-7.7-001]

[R-7.7-002]

[R-7.7-003]
	Default ProSe Per-Packet priority (as specified in 3GPP TS 23.303 [8]) value for each of the following:

- MCPTT private call signalling

- MCPTT private call media

- MCPTT Emergency private call signalling

- MCPTT Emergency private call media
	Y
	N
	Y

	[R-7.15-001]
	Configuration of metadata to log
	Y
	N
	Y


* * * End of Change * * * *

