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Abstract: This document discusses the issues that have occured when defining private call floor control within SA3 and proposes options that SA6 can take to help SA3 resolve these issues.
Introduction

As part of CT1’s work on MCPTT, an issue has been highlighted with MCPTT floor control security for private calls. The primary issue is that SA3 has reused the key management protocol from group communications to support floor control for private call communications. A consequence of this action is that groups and private calls are linked, and that a group flow is currently required to support private calls. 

This paper explains the decisions made by SA3 and suggests possible solutions for SA6 and SA3.

Background to Floor Control Security
The Security Requirement 
In the flows in Section 10.9 of TS 23.179, floor control signalling (RTCP) initially passes through the MCPTT UE's home floor control server. 
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Figure 1: Simplified floor control signalling architecture for multiple MCPTT Systems 
From the point-of-view of the security architecture for MCPTT, this approach requires a relatively straight-forward hub-and-spoke architecture of security associations. As all floor control signalling from an individual UE passes through the UE's primary floor control server, each MCPTT UE only needs a security association (e.g. shared key) with its primary floor control server (MCPTT Server) and floor control servers also require security associations with each other. This situation is shown in Figure 2.
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Figure 2: Hub-and-spoke security associations 

For info, the hub-and-spoke security architecture shown in Figure 2 has been applied by SA3 for the protection of application-level signalling within MCPTT. Each MCPTT UE establishes a shared key with its MCPTT Server, and each pair of MCPTT Servers share a key for the protection of application layer signalling passing between them.

However, while the hub-and architecture meets the requirement for the protection of application layer signalling, it does not satisfy the requirement for floor control signalling.
The reason for this is within Section 10.12 of TS 33.179. This section describes that floor control signalling may be routed directly to a partner's floor control server, rather than via the primary MCPTT system. For clarity, Figure 10.12-1 is repeated below:
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Figure 10.12-1: Media related signalling communication
A consequence of direct routing on the security architecture is that every MCPTT UE may need to establish a security association (e.g. shared key) with any floor control server in any partner system. This requires a complex (partitioned) mesh security architecture, as shown in Figure 3 below:
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Figure 3: (Partitioned) Mesh of security associations
This vastly increases the number of security associations required, and it should be noted that each of these security associations needs to be managed to ensure it current, secure and able to support a call with minimal setup time. 
As part of MCPTT for Rel-13, SA3 sought a solution to meet this ‘mesh’ security requirement.
Floor Control for Group Communications

To meet this requirement for group communications the solution for media security was extended to support floor control. Due to the requirement for end-to-end, cross-MCPTT-domain security for media traffic, SA3 had already defined a mesh security architecture for group communications. To recap, the Group Management Server sends an encrypted key to each member of the group to protect the group communications (as part of a group notification). The solution was designed to be flexible enough to work across multiple MCPTT systems.
To secure floor control the following solution was defined. Either the group media key could also be used to protect floor control, or the Group Management Server could send a second floor control key as part of the group notification. Clearly it is simpler to use a single key, but users may not wish to share the media key with every partner floor control server hence the use of two keys may be required. These two options are managed by the purpose tag within Section 7.3.3 of TS 33.179. It is defined as:

-
0: the GMK shall be used for all group communications (SRTP and SRTCP).

-
1: the GMK shall be used to protect SRTP group communications only.

-
2: the GMK shall be used to protect SRTCP group communications only.
Where purpose tag '0' is used where the same entities can access floor control and media (such as off-network), and '1' and '2' are used where different keys are required.
Floor Control for Private Calls

Media security for private calls establishes a two entity security context. This security solution could not extended to setup a floor control security association, as could be done to support group communications. This is because floor control requires a multi-entity security association, between the participating pair of MCPTT UEs and any involved floor control servers.
Consequently, SA3 needed to define a highly-flexible security solution specifically for the protection of floor control for private calls, and this needed to include a method for sharing keys with a number of floor control servers.

Rather than defining something new from scratch, SA3 settled on re-using the group notification method used for floor control for group communications to share the private call floor control key with floor control servers. Again, this is managed by the purpose tag within Section 7.3.3 of TS 33.179:

-
3: the PCK shall be used to protect Private Call communications only (SRTP and SRTCP).

-
4: the PCK shall be used to protect SRTP Private Call communications only.

-
5: the GMK shall be used to protect SRTCP Private Call communications only.

Where purpose tag '3' is used where the same entities can access floor control and media (off-network), and '4' and '5' are used where different keys are required (on-network). Hence for on-network calls, a 'private call group' is required to be setup to support floor control for a private call. This enables a key for the floor control to be shared among the involved parties. 

It was identified that keying a group for every call would not be practical, hence it was suggested that 'private call floor control groups' be large and reused for multiple calls.
Reason for complexity

It is worth highlighting that all the complexity listed above (including multiple keys for a group, purpose tags and linking private calls and groups) is a consequence of the requirement to directly route floor control signalling to a partner floor control server. If floor control signalling were always routed via the primary floor control server, none of this complexity would be required.

Issues highlighted by CT1

Attempting to perform Stage 3 on the security solution by SA3, CT1 has highlighted a number of issues. These are listed in C1-161818. The primary issue that is highlighted is that SA3 has linked private calls and group communications in a way not defined by SA6 or required by SA1. 
Options for SA6
Having studied this issue, the following are potential solutions:

Option 1: SA6 defines the concept of a 'Private call group', accepting a link between private calls and group communications
Option 2: SA6 removes support for direct floor control signalling with a partner floor control server (in Rel-13). 
Option 3: SA6 requests that SA3 defines a new solution that meets all requirements.

Each of these three options are discussed in detail below:

Option 1: Define a 'Private Call Group'
Impact on SA6: 

-
In choosing this option, SA6 accepts that a 'private call group' for floor control is required, and defines how such a group may be created.

-
Modification to TS 33.179 to reflect group dependency of private calls with floor control.

Impact on SA3: 

- 
None.

Impact on MCPTT service:

- 
A group management server is required to support private calls with floor control within an MCPTT system.

-
Private calls with floor control would not be possible between users who were not in a shared private call group. 
- 
In the above circumstance, group signalling would be required prior to making a private call.

Option 2: RTCP never goes direct

Impact on SA6: 

-
SA6 accepts that in Rel-13, RTCP cannot be directly transmitted securely to a partner floor control server. 
+
Note that media (RTP) would still be able to be securely transmitted to a partner media server directly.

-
Modification may be required to Section 10.12 of TS 23.179 to reflect this.

Impact on SA3: 

+
This would enable SA3 to significantly simplify the key management for floor control, allowing a UE to use the same key for encryption of on-network floor control, regardless of the service. It is unlikely that new signalling messages would be required as key management processes for application plane signalling could be reused.
+
Multiple keys for group or floor control would no longer need to be transmitted. SA3's purpose tags (listed above) would no longer be required.
-
Naturally, SA3 would need to agree this alignment with SA6 in TS 33.179.

Impact on CT1:

+
Unlikely that new messages would be required. 

-
May require some alignments at next CT1 meeting, such as removal of unneeded functionality.
Impact on MCPTT service:

-
RTCP is always routed through primary MCPTT server when secured.

+
Multiple keys would never need to be transmitted for groups or private calls.

+
MCPTT UEs and MCPTT Servers need fewer security associations and have simpler key management functionality.

Option 3: Request a different solution from SA3 

Impact on SA6: 


-
None at this stage

Impact on SA3: 


-
Likely to need to define a new method for distributing floor control keys from floor control servers to UEs.

-
Past deadline for Stage 2 and hence SA3 may fail to find a floor control security solution for Rel-13.

Impact on CT1:

-
Likely to be high should SA3 successfully define a new method for distributing floor control keys from floor control servers to UEs.
Impact on MCPTT service:


-
Potential for no security for private call floor control. Likely this would make private call floor control unusable for many users.
-
Additional complication to security architecture should a new solution be successfully defined.

Conclusion
Comparing the options available, Option 2 has the lowest impact to the existing standard, and allows a simpler security solution. Additionally, being low bandwidth, direct routing of RTCP provides limited benefit to the MCPTT service and has the disadvantage that direct routing of signalling reduces the control and visibility of the primary MCPTT system.
Hence it is proposed that SA6 agrees that:

-
Group communications and private calls should not be linked if at all possible.

- 
In Rel-13, RTCP will be routed via the primary floor control server. Direct routing of RTCP is not supported.
A CR making this change to Section 10.12 of TS 23.179 is provided in S6-160213. 
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