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1. Overall Description:

SA6 thanks SA3 for LS S6-160172 (S3-160238) and thanks CT1 for LS S6-160168 (C1-161432).

This LS addresses the question of security related configuration parameters related to a group.

SA6 notes the following:

· Requirements specified in TS 22.179 require confidentiality and integrity protection for all user traffic and signalling at the application layer (requirement [R-5.13-001] and subsequent requirements), but the granularity of such protection (group by group, user by user or network wide) is not specified in sub-clause 5.13 relating to security requirements for on- and off-network;

· For on-network use, support for multiple cryptographic suites is required ([R-6.13.2-003]);

· Requirements relating to group regrouping in sub-clause 6.6.2.2 relate to security levels of the groups that are constituent in the group regrouping process ([R-6.6.2.2-003], [R-6.6.2.2-004], [R-6.6.2.2-005];
· Therefore combined the requirements referred within the last two bullets in this list imply a group by group difference in security configuration;

· The mechanisms specified in TS 33.179 allow at least one separate Group Master Key for each group (sub-clause 7.3.1) and associated with each key is a tag indicating that the purpose can be for media protection, floor control or both, and that this implies the capability to implement different security protection mechanisms for each group already exists within Release 13 MCPTT;

· The assumption until now in SA6 has been that there should be a group by group security configuration, and configuration data in TS 23.179 Table B-4.2 allow a separate 'security level' to be associated with each group, although the definition of 'security level' is not clear;
· That for private call there are no specific requirements relating to security level, but most configurable private call requirements are specific to a user rather than generic to the service.

SA6 therefore concludes the following:
· The term 'security level' is not clear in the Release 13 specifications, and whereas in future releases further parameters relating to security may be specified, replacing 'security level' with 'security flags' for media protection on/off, floor control protection on/off and 'signalling confidentiality protection on/off' and 'signalling integrity protection on/off' according to CT1's suggestion in S6-160168 updated by development in CT1 since the sending of the LS is most appropriate for Release 13;

· Retaining these flags as a group by group configuration is appropriate considering the different security levels of groups implied by the TS 22.179 requirements, by the mechanisms in TS 33.179, and according to the previous expectations in SA6 documented in TS 23.179;

· That the default settings for these flags should be 'protection on' according to SA3's recommendation in S6-160172;

· Similar security flags should be provided for private call on a user by user basis.

Therefore, SA6 responds to the questions from CT1 sent for SA6 reply in S6-160168 as follow:
1) For group calls, SA6 believe that this security related information should be configured on a group by group basis. 

2) For private calls, SA6 believes that this security related information should be configured on a per-user basis.  SA6 agrees to add security related flags into the user profile configuration table in Annex B of TS 23.179.
3) SA6 agrees to rename the parameters as 'security flags for the group'.
5)
SA6 has renamed the flags as follow:

Media Protection on/off

Floor Control Protection on/off

Application Data Protection on/off
and proposes that the default value for each should be 'protection on'.

Enclosed TS 23.179 CR99 TDoc S6-160259 clarifies these changes.

2. Actions:

To CT1 and SA3
ACTION: 
SA6 asks CT1 and SA3 to kindly note the responses above, and asks CT1 to use this information in the MCPTT Stage 3 specifications
3. Date of Next SA6 Meetings:

SA6 Meeting #11
23rd – 27th May 2016
Bangalore, India
SA6 Meeting #12
25th – 29th July 2016
Tenerife – Santa Cruz, Spain
