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Reason for change
The security solution proposed in TS 33.179 assigns a Group Master Key to each group, and the Group Management Server provides this GMK to the MCPTT client as part of the group configuration data.  
This is described in the following text in draft TS 33.179 clause 7.3.2:

"This procedure distributes a Group Key Transport payload from the GMS to MCPTT UEs within the group. The payload is transported as part of the ‘Notification of group metadata’ message defined in Section 10.5 of TS 23.179 [2]."
NOTE: the reference to clause 10.5 in draft 22.179 is incorrect: it now should be 10.4; however 10.5 was correct for version 1.1.1 of 23.179 at the start of SA6 #8/SA3 #81.
This CR adds encapsulated Group Master Key to the group configuration data in Annex B.4 of TS 23.179 (encapsulated implies that the key may be carried with further data and may be encrypted, details of which will be specified in TS 33.179).
The applicable requirement for confidentiality at the application layer in TS 22.179 is:

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

************************************* 1st change ******************************************

B.4
Group configuration data

Data in table B.4-1, B.4-2 and B.4-3 has to be known by the MCPTT UE and MCPTT server associated to MCPTT ID. CSC-2 reference point is used for configuration between group management server and MCPTT UE when the UE is on-network. CSC-3 reference point is used for configuration between group management server and MCPTT server.
Data in table B.4-1 and B.4-3 can be configured offline using the CSC-12 interface. Tables B.4-1 and B.4-3 are the UE configuration required to support the use of off-network MCPTT service.
Table B.4-1: Group configuration data (on and off network)
	Reference
	Parameter description

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
[R-5.1.3-002]
	MCPTT group ID

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
	Group Alias (Contact URIs)

	[R-5.1.3-001] 
[R-5.1.5-001]
[R-6.4.5-005] 
[R-6.4.5-006]
	List of group members (group membership information):

- MCPTT ID (group membership information)
- User priority for the group (group membership information)
- Participant type for the group (group membership information)

	[R-5.18.2-001]
[R-5.18.2-002]
	Group’s owner (Mission Critical Organisation)

	[R-5.1.7-002]

[R-6.2.2-001]
[R-6.6.2.2-006]
[R-6.8.6.2-003]
	Priority of the group

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an  in progress emergency for a group call

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call 

	[R-6.4.9-006]
[R-5.14-001]
	Preferred voice codecs for MCPTT group

	[R-5.2.2-001]
	Level within group hierarchy (only applicable for group-broadcast group )

	[R-5.2.3-001]
	Level within user hierarchy (only applicable for user-broadcast group)

	[R-5.7.2.1.1-013]
[R-5.7.2.4.1-008]
	Indication whether emergency group call is permitted on the MCPTT group 

	[R-5.7.2.2.1-009]
	Indication whether imminent peril group call is permitted on the MCPTT group 

	[R-5.7.2.4.1-012]
	Indication whether emergency alert is possible on the MCPTT group

	[R-5.13-001]
	Encapsulated Group Master Key


Table B.4-2: Group configuration data (on network)
	Reference
	Parameter description

	[R-6.2.4-003]
[R-6.4.9-002]
	Group call hang timer

	[R-5.1.6-001]

[R-6.4.9-003]
	Maximum duration of group calls

	Subclause 10.6.2
	Group call model used for group (chat/ pre-arranged)

	Subclause 10.6.2.4.1
	Temporary group indication

	[R-6.1-001]
	Maximum number of group members (N11)

	[R-6.2.1-004]
[R-6.2.1-007]
	Minimum number of affiliated group members acknowledging before start of audio transmission

	[R-6.2.1-005]
[R-6.2.1-007]
	List of group members which have to acknowledge before start of audio transmission
NOTE: Listed group members will be automatically affiliated for the duration of this group call if not already affiliated

	[R-6.2.1-006]
[R-6.2.1-007]
	Geographical area where acknowledgement of all affiliated group members is required before start of audio transmission

	[R-6.2.1-008] 
[R-6.2.1-009]
	Timeout for acknowledgement of required group members

	[R-6.2.1-008]
[R-6.2.1-009]
[R-6.2.1-012]
	Action upon failure to receive acknowledgement from required group members before call timeout (proceed or abandon)

	[R-6.4.9-005]
	List of group members with receive-only participant type

	[R-6.6.2.2-003]
[R-6.6.2.2-004]
	The security level of the group

	[R-6.1-003]
	Enabled/disabled group (basic status)

	[R-6.4.5-005]
	Authorisation to request list of members of an MCPTT group

	[R-6.4.5-001]
[R-6.4.5-003]
	Authorisation of a user to request a list of affiliated members of a group


Table B.4-3: Group configuration data (off network)
	Reference
	Parameter description

	Subclause 8.1.3.2
	Prose layer-2 group ID 

	Subclause 8.1.3.2
	ProSe group IP multicast address

	Subclause 10.1.3.3
	Associated relay service code

	[R-7.4-002]

	Group call hang timer 

	 [R-7.4-003]
	Max duration of group calls

	Subclause 10.1.5.4
	ProSe user info id (group membership information)


************************************* End 1st change ******************************************






