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Abstract: this contribution provides the information flows for MCPTT user profile management function .
1. Discussion
In TS 22.179 the MCPTT User Profile is defined as the set of information that allows an MCPTT User to employ the MCPTT Service in a given role and/or from a given MCPTT device.
According to the requirements in 22.179 the MCPTT user profile includes:
· Permissions and privileges with respect to the MCPTT Service of a specific MCPTT user (e.g. user ID, participant type, which authority they belong to, whether they can make/receive Private Calls, the certain role that the user is playing)
Requirements:

[R-5.10-001] The MCPTT Service shall ensure that each MCPTT User has at least one associated MCPTT User Profile that records the MCPTT User's: information, including permissions and privileges with respect to the MCPTT Service.
NOTE: Examples of profile information include: their User ID, which MCPTT Groups they are a member of, their Participant type, which authority they belong to, whether they can make/receive Private Calls.
In general, a user profile is associated with a specific device, with a specific mode of operation (i.e., on the network or off the network) and/or with a specific situation (e.g., user being off-duty, in a certain city, or playing a certain role).
· Relationship of an MCPTT user with groups (e.g., the list of MCPTT Groups for which the user has access credentials, a dedicated MCPTT emergency group, selected MCPTT group)

Requirements:
The user profile/group configuration determines which MCPTT Group ID is used, if any. If the user profile indicates that a dedicated (i.e., not used for everyday traffic) MCPTT Emergency Group is to be used, then the MCPTT Emergency call traffic moves to a different group. MCPTT Users that support MCPTT Emergency situations are required to monitor the dedicated MCPTT Emergency Group(s) for call activity. If the user profile indicates that the selected (i.e., currently active) MCPTT Group is to be used, then its Group ID is used, unless no group is selected.

[R-6.10-001] The MCPTT Service shall be able to dynamically modify one or more pieces of information within the MCPTT User Profile (e.g., the list of MCPTT Groups for which the user has access credentials) while in use by the MCPTT User.

· Information that can be can be set/modified/updated by the MCPTT User (e.g. display preferences, some UE audio settings, some address books)
Requirements:

Part of the content of the MCPTT User Profile (e.g., containing some display preferences, some UE audio settings, some address books) can be set/modified/updated by the MCPTT User, but significant portions might be set/modified/updated only by authorized persons.
The TS 22.179 also requires security of user profile management in that the MCPTT user profile is provisioned based on MCPTT layer user identity; and the application client where the user profile function resides on should be trusted by MCPTT infrastructure. In this case the Configuration Management function (that assumed to provide MCPTT user profile management) should be trusted by Identity Management service where the user’s identity has been authenticated.
It is proposed to manage the MCPTT user profile over CSC-4 reference point. According to the data contained in MCPTT user’s profiles, the information flows are categorized as:
· MCPTT user obtain the user profile (UE initiated)
· MCPTT user obtain the user profile update (network initiated)
· MCPTT user upload the user data
2. Proposal
It is proposed to add the following information flows to clause 10 in TS 23.179.

*****************************************Start of change*******************************************
10
Procedures and information flows

10.1
MCPTT configuration

Editor's note:
This subclause is a placeholder for description of configuration for both on-network and off-network.

10.1.1
MCPTT user profile

10.1.1.1
General

10.1.1.2
MCPTT user obtain the user profile (UE initiated)

The information flow for MCPTT user obtaining the user profile that is initiated by MCPTT UE is illustrated in figure 10.1.1.2-1.
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Figure 10.1.1.2-1: MCPTT user obtain the user profile (UE initiated)
1. The Identity Management Client performs user authentication procedure with Identity Management Server.
2. The MCPTT UE establishes secure access to the Configuration Management Server. In this step the MCPTT UE provides the MCPTT user identity and the associated credentials (typically the security token) acquired in step 1.

3.
The Configuration Management Client sends Get User Profile Request to the Configuration Management Server. 

4.
The Configuration Management Server obtains the MCPTT user profile from the MCPTT User Database.

Editor’s Note: it is assumed that the communication path between MCPTT User Database and Configuration Management Server is available.
5.
The Configuration Management Server sends Get MCPTT User Profile Response to the Configuration Management Client to confirm that the MCPTT user profile can be obtained by the user. This message may carry the MCPTT user profile information obtained in step 4.

10.1.1.3
MCPTT user obtain the user profile update (network initiated)
The information flow for MCPTT user obtaining the user profile update that is initiated by network is illustrated in figure 10.1.1.3-1.
Pre-condition:

· The MCPTT user has previously obtained the MCPTT user profile that is associated with his current identity.
· The secure access between MCPTT UE and Configuration Management Server has been established.
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Figure 10.1.1.3-1: MCPTT user obtain the user profile update (network initiated)
1.
The Configuration Management Server obtains the MCPTT user profile update information from the MCPTT User Database.

Editor’s Note: it is assumed that the communication path between MCPTT User Database and Configuration Management Server is available.
2.
The Configuration Management Server sends a notification for MCPTT user data update to the Configuration Management Client.

3.
The Configuration Management Client sends Get User Profile Request to the Configuration Management Server. 

4.
The Configuration Management Server sends Get MCPTT User Profile Response to the Configuration Management Client to confirm that the MCPTT user profile update can be obtained by the user. This message may carry the MCPTT user profile update information obtained in step 1.
10.1.1.4
MCPTT user upload the user data
The information flow for MCPTT user uploading the user data that is initiated on MCPTT UE (e.g. by user interaction) is illustrated in figure 10.1.1.4-1.
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Figure 10.1.1.4-1: MCPTT user upload the user data
1. The Identity Management Client performs user authentication procedure with Identity Management Server.
2. The MCPTT UE establishes secure access to the Configuration Management Server. In this step the MCPTT UE provides the MCPTT user identity and the associated credentials (typically the security token) acquired in step 1.
3. The Configuration Management Client is triggered (e.g. by user interaction on MCPTT UE) on to upload the MCPTT user data.

4. The Configuration Management Client sends Upload MCPTT User Data Request to the Configuration Management Server. The message carries the user data information to be uploaded to user database.

5. The MCPTT User Database stores the user data sent from the Configuration Management Server.

6. The Configuration Management Server sends Upload MCPTT User Data Response to Configuration Management Client to confirm the upload is completed.
*****************************************End of change*******************************************
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