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Introduction
TS 23.179 clause 8 (Identities) describes the identities in use at the different planes, and some of the sensitivities in exposing application plane identities to signalling and bearer planes depending on the deployment scenario and different ownership of the various planes.  Clause 9 (Application of functional model to deployments) shows the collection of entities/services which exist in the different planes.  However Clause 9 does not illustrate the different deployment scenarios which gives rise to the requirements for separation and confidentiality of identities (and other signalling). This pCR proposes an additional sub-clause within clause 9 to allow the different deployment scenarios to be illustrated, to aid downstream working groups in devising solutions which provide the appropriate level of protection of information that is considered sensitive at the application plane.

This pCR provides support for the following requirements from TS 22.179:

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to Ues.
[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

Additionally it brings into TS 23.179 a simplified version of the deployment scenarios described in Annex B of TR 23.779.
******************************* Start of first change **************************************
9.2.7
Deployment scenarios

9.2.7.1
General

This sub-clause describes three different deployment scenarios in which different ownership of MCPTT application service, SIP core and EPS are described, together with the sensitivities of identities and other forms of signalling in those scenarios.

9.2.7.2
Common ownership of all planes

In this scenario, all planes (application services layer, SIP core and PLMN) are operated by the same party.  This is illustrated in figure 9.2.7.2-1 below.


[image: image9.emf]MCPTT UE

SIP core

SIP 

client

Application Services 

Layer

EPS

MCPTTclient

MCPTT operator 

domain

PLMN 

operator 

domain


Figure 9.2.7.2-1: Single domain with one operator for all services

Although the identities in each domain are separate according to clause 8, there is no particular sensitivity of identities and signalling at the application plane, and these may be exposed to the SIP core and the EPS.

All authorisation and authentication mechanisms at each plane, i.e. the application services layer, SIP core and EPS, shall be separate, but there may be no need for any restrictions in how these are stored and managed; for example the same entity could provide services to each of the application services layer, SIP core and EPS.

9.2.7.3.
MCPTT operator separate from SIP core and EPS

In this scenario, as illustrated in figure 9.2.7.3-1, the MCPTT operator is separate and independent from the PLMN operator.  The PLMN operator provides the SIP core.
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The MCPTT operator may require that all application services layer identities and signalling are hidden both from the SIP core and the EPS.  Additionally, the MCPTT operator and PLMN operator may agree to a partitioning of the SIP core such that identities used by the MCPTT service for SIP signalling plane are not visible to other users of the SIP core and EPS.

All authentication and authorisation mechanisms, including security roots, at the application services layer may need to be hidden from and not available to the EPS operator.
9.2.7.4
MCPTT operator provides SIP core, separate from EPS

In this scenario, as illustrated in figure 9.2.7.4-1, the MCPTT operator provides the SIP core, and the MCPTT application services and SIP core are independent of the PLMN operator.
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Figure 9.2.7.4-1 MCPTT provision of SIP core, separate domain from EPS

The MCPTT operator may require that all identities and signalling at the application services layer are hidden from the EPS.  The MCPTT operator may not need to hide the identities and signalling at the application services layer from the SIP core.  However the MCPTT operator may require that identities and signalling between SIP core and SIP client in the MCPTT UE are also hidden from the EPS.

All authentication and authorisation mechanisms, including security roots, at both application services layer and at SIP signalling plane may need to be hidden from, and not available to, the PLMN operator. 

******************************* End of first change **************************************
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