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Discussion:

This contribution (on UE) and documents S6-151026 (User), S6-151028 (Group), S6-151029 (Service) are an attempt to get a working set of configuration parameters for the MCPTT service. The 4 documents have been through a similar process to get to this stage, and this is documented in the box below.

	· On-Network Sections:-

1) A document sent to the reflector by Airbus on 4/9/2015.

2) The Airbus document was then reviewed by Blackberry with the comments sent on the 8/9/2015.

3) Following the conference call, The Home Office turned the word document into a Google Docs spreadsheet to help with review 11/9/15

4) LG provided review comments on the Group related data to the SA6 reflector 15/9/15.

5) The Home Office sent a spreadsheet to the reflector with Huawei and Home Office comments added 16/9/15.

6) Conference Call further comments sought.

7) The Home Office sent a spreadsheet to the SA6 reflector on 23/9/15 with further comments from the Home Office and Huawei on the UE, User and Service.

8) Home Office attempted consolidation of this work in this contribution and the partner contributions for each of the tabs (User, UE, Service and Group).  

· Off-Network Sections:-

1) LG provided a document to the SA6 reflector 16/9/15 and 18/9/15

2) Home Office provided feedback on LG’s document 28/9/15.

3) Offline work with LG to work on the Off-Network aspects and this work was incorporated into this document.


Proposal 1: The change text in the CR indicated by tracked changes reflects the items where there seems to be some agreement (or at least no currently stated disagreement on configuration data items.) The tracked change text in the CRs should be used as an initial basis of what could be agreed in Belgrade. 

Note: When compiling this contribution I noticed there are the following comments that could still be directed at the proposed changes:

· LG noted that there may be some work to overhaul the UE notified section, as a lot of parameters are not needed to be known by the UE.

· UKHO noted that though a lot of the parameters in here (particularly in the On Network table only) are in direct response to SA1 requirements, the UKHO has concerns about whether the complexity they imply is justified by tangible use cases of how they will be used and whether some of these parameters are used in current systems (e.g some of the specifics around priorities in particular).

· Airbus has proposed on the reflector (2.10.15) a re-work of the structure of the table. 

Proposal 2: The proposed changes that require further discussion are included in the appendix, these could potentially be discussed in the meeting and if there is agreement these could be included in a revision of this document.

Note: The changes and reason for uncertainty are indicated in the appendix. Some of the typical reasons for not including them in the initial proposal are:

· They have more recently been proposed.

· There was not consensus

>>>>>>>>>>>>>>>>>>>> Start of change<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<

B.2
MCPTT UE related data

Table B.2-1 summarises the data related to UE. The only information which is assumed to be promptly notified to the MCPTT UE is its disabling/enabling status.

Table B.2-1: MCPTT UE related data (both on network and off network)

	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified

	Network enforced/managed


	5.5.2-005
	Max number of simultaneous  group calls (N4)
	X
	
	X (CSC-2)

	5.5.2-006
	Max number of transmissions (N5)
NOTE: this parameter is scoped for all groups, not per group basis
	X
	
	X(CSC-2)

	5.5.2-007
	Max number of private calls(N10)
	X
	
	X(CSC-4)

	5.8-003
	Configuration of display of User ID (on/off)
	X
	
	

	5.8-003
	Configuration of display of aliases associated with the User ID (on/off)
	X
	
	

	5.8-003
	Configuration of display of Selected MCPTT Group (on/off)
	X
	
	

	5.8-003
	Configuration of display of Mission Critical Organization name (on/off)
	X
	
	


Table B.2-2: MCPTT UE related data (on network only) 
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified
()
	Network enforced/managed


	6.13.4-001
	Enabling/disabling of UE
	X
	X
	X(CSC-4)


Table B.2-3: MCPTT UE related data (off network only) 

	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified
()
	Network enforced/managed


	[R-7.2-003]
	MCPTT users profiles for off-network:

1) alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCPTT Groups;

2) a number of off-network MCPTT Groups for use by an MCPTT User;

3) a User ID associated with each of the intended MCPTT Users;

4) an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each User ID.


	
	
	

	[R-7.2-003]
	Authentication and end-to-end security keys for off-network


	
	
	


>>>>>>>>>>>>>>>>>>>> End of change<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<

Appendix

Discussion Point 1 – Local UE Settings?
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified

	Network enforced/managed


	5.1.1-003
	Definition of call reception signalling method
	X?
	 
	 

	5.1.1-004[A1]
	Disabling of call reception signalling
	X[A2]
	 
	 


Requirements:-

[R-5.1.1-003] The MCPTT Service shall be able to notify the Affiliated MCPTT Group Members when the group communication is set up (e.g., this can be provided as an audible tone on the MCPTT UE).
[R-5.1.1-004] The MCPTT Service shall provide a mechanism to disable notifications (e.g., audible tone) on an MCPTT UE when receiving normal MCPTT Group calls (not MCPTT Emergency or Imminent Peril Calls).
Comments on 5.1.1-003:-

BLACKBERRY VIEW: This is not a requirement for the MCPTT service to be able define how the user is notified (e.g audible tome). This is UE implementation/user controlled setting.
UKHO- I agree that this is not a central configuration item, as I think this will be local user making this determination. Perhap this could go in an informative section for handset manufacturers.
Comments on 5.1.1-004:-

[A2]BLACKBERRY VIEW: It is not conclusive from the requirement that the MCPTT Service needs to be able to disable notifications on an MCPTT UE (this may be something left to the user, however it seems there might be certain situations where an administrator might want to disable notifications on an MCPTT UE (such as an officer being held hostage etc)
Huawei view: This seems to be a user's locally operating. There is not necssary to include it in standard. 

UKHO- I agree that this is not a central configuration item, as I think this will be local user making this determination. Perhaps this could go in an informative section for handset manufacturers. As there could be a profile selected by users, similar to 'in meeting' settings that are on use on many devices today. There may also be other elements to this that a user might desire, such all notifications being silent.
Summary:-
Is it worth capturing these 2 and other similar attributes in an informative annex separate from these config items?

Discussion Point 1a – Local UE Settings continued...
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified

	Network enforced/managed


	6.8.7.4.1-003[A65]
	Configuration of the notification of an emergency alert Note: local configuration or profile?
	X?
	 
	X(CSC-4)?


Requirements:-

[R-6.8.7.4.1-003] The MCPTT Service shall be configurable on how the user is notified (e.g., visual, audio).
Comments:-

[A66]If provisioned in the UE than a configuration ringtone file would need to be provisioned

[A67]IF CSC-4 is used a mechanism similar to the mechanisms in CRS (TS 24.183) could be used
UKHO- Is this a local UE config? should this be put in a non-normative section for info for UEU providers?

Summary:-

Similar to discussion point 1.

Discussion Point 2 – Structure of User Profiles to be used Off-Network
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified
()
	Network enforced/managed


	[R-7.2-003]
	MCPTT users profiles for off-network:

1) alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCPTT Groups;

2) a number of off-network MCPTT Groups for use by an MCPTT User;

3) a User ID associated with each of the intended MCPTT Users;

4) an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each User ID.


	
	
	


Requirements:-

[R-7.2-003] The MCPTT Service shall provide a mechanism for an MCPTT Administrator and/or authorized user to pre-provision MCPTT UEs that may not be served by the network with the following in order to operate using off-network MCPTT:

a) An MCPTT User Profile associated with each of the intended MCPTT Users of the MCPTT UE that might be used for off-network operation:

5) alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCPTT Groups;

6) a number of off-network MCPTT Groups for use by an MCPTT User;

7) a User ID associated with each of the intended MCPTT Users;

8) an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each User ID.

b) authentication and end to end security keys.

NOTE: MCPTT UEs can be provisioned for off-network use by either configuration outside of network coverage or by attaching to the network.
Comments:-
UKHO-Should these parameters be in the User table for functions Off-Network? As the authorisation to use groups is related to user permissions. I guess each user would have to have an Off-Network profile and elements of this would be similar to the profile used on network such as User ID.

UKHO- Should there separated into different attributes?
LG- Actually the requirement starts by saying 

[R-7.2-003] The MCPTT Service shall provide a mechanism for an MCPTT Administrator and/or authorized user to pre-provision MCPTT UEs that may not be served by the network with the following in order to operate using off-network MCPTT:

a) An MCPTT User Profile associated with each of the intended MCPTT Users of the MCPTT UE that might be used for off-network operation:

This is why I included this in the UE related part.

LG- On your comment RSA6, as per the comment above, the UE is configured with several user profiles, so keeping it at user profile level might be better?
Summary:-

This links to how information is stored on the UE for Off-Network, at the moment this is in the changed part of the P-CR, but there have not been many reviewers of this particular aspect.

Discussion Point 3 – Security Off-Network- This will also relate to Groups and Users
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified
()
	Network enforced/managed


	[R-7.2-003]
	Authentication and end-to-end security keys for off-network
	
	
	


Requirements:- 

[R-7.2-003] The MCPTT Service shall provide a mechanism for an MCPTT Administrator and/or authorized user to pre-provision MCPTT UEs that may not be served by the network with the following in order to operate using off-network MCPTT:

a) An MCPTT User Profile associated with each of the intended MCPTT Users of the MCPTT UE that might be used for off-network operation:

5) alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCPTT Groups;

6) a number of off-network MCPTT Groups for use by an MCPTT User;

7) a User ID associated with each of the intended MCPTT Users;

8) an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each User ID.

b) authentication and end to end security keys.

NOTE: MCPTT UEs can be provisioned for off-network use by either configuration outside of network coverage or by attaching to the network.

[R-5.13-009] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.
[R-5.13-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-5.13-011] Subject to regulatory constraints, the MCPTT Service shall provide a cryptographic key management service(s).

[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

Comments:- 

> UKHO- The TR 33.879 for MCPTT security is at an early phase. Based on reading that there seems to be the concept of groups keys and user keys (the excerpts below are taken from the list of assets in section 5):- 

-- User Key material. This includes all key material specific to a user. For example, this may include key material used to authenticate a user to the MCPTT system, or to protect private calls made by the user.

-- Group Key material. This includes all key material used to protect group communications.
At the moment I am unclear on the commonality/differences for On and Off-Network. Also we have in User related data - Provisioning of Cryptographic Keys and in Group we have - Group keys (not end2end)
· LG- Please see my comment YLA4.  (Actually the requirement starts by saying 

[R-7.2-003] The MCPTT Service shall provide a mechanism for an MCPTT Administrator and/or authorized user to pre-provision MCPTT UEs that may not be served by the network with the following in order to operate using off-network MCPTT:

a) An MCPTT User Profile associated with each of the intended MCPTT Users of the MCPTT UE that might be used for off-network operation:

This is why I included this in the UE related part.)
Summary:-

Perhaps we need to take an approach and then liaise this to SA3 and ask for feedback.

Discussion Point 4 – Location Information
	Reference
	Definition
	UE provisioned
(CSC-4)
	UE notified
()
	Network enforced/managed


	[R-7.9-001]
	Conditions for sending location information
	
	
	


Requirements:-

[R-7.9-001] An MCPTT UE shall be capable of transmitting its Location, if known, to other MCPTT UEs when operating off the network, subject to privacy restrictions.
Along with the Off-Network specific Requirement above there are also the following location requirements:-

5.12
Location (On and Off Network only)
[R-5.12-001] The MCPTT Service shall support conveyance of precise Location information provided by the MCPTT UE.

[R-5.12-002] The MCPTT Service shall provide for the flexibility to convey future formats of Location information.

[R-5.12-003] The MCPTT Service shall provide a means for MCPTT Administrators to manage the privacy of Location information for MCPTT Users within their authority.
[R-5.12-004] An authorized MCPTT User shall be able to restrict the MCPTT UE from supplying Location information for MCPTT communications.

[R-5.12-005] The Location information shall represent the current Location of the talker and not the Location of the talker at the time of the MCPTT call establishment.
[R-5.12-006] The MCPTT Service shall provide a means for an MCPTT User Profile to be configured with one or more Location information update triggers (i.e., a condition that, when satisfied, causes the MCPTT UE to transmit its current Location, if known).

[R-5.12-007] The MCPTT Service shall provide a means for MCPTT Administrators to modify Location information update triggers within the MCPTT User Profile of an MCPTT User within their authority at any time while the MCPTT User is on the network.

[R-5.12-008] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update whenever a trigger condition configured in the MCPTT User’s active MCPTT User Profile is satisfied (e.g., initial registration, distance travelled, elapsed time, cell change, tracking area change, PLMN change, MCPTT call initiation).

[R-5.12-009] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update whenever the MCPTT User initiates an MCPTT Emergency Alert.

[R-5.12-010] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update whenever the MCPTT User initiates an MCPTT Emergency Group Call.

[R-5.12-011] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update whenever the MCPTT User initiates an MCPTT Imminent Peril Call.

[R-5.12-012] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update if the MCPTT User is in an MCPTT Emergency State and a configured amount of time has passed since the previous location information update.

[R-5.12-013] The MCPTT Service shall provide a means for an MCPTT UE to send a Location information update whenever a trigger condition configured in an MCPTT User’s active MCPTT User Profile is satisfied while the MCPTT User is in MCPTT Emergency State (e.g., initial registration, distance travelled, elapsed time, cell change, tracking area change, PLMN change, MCPTT call initiation).

NOTE 1:
The Location information update triggers for an MCPTT User in an MCPTT Emergency State might be different than the Location update triggers used when the MCPTT User is not in an MCPTT Emergency State.

[R-5.12-014] The MCPTT Service shall provide a means for an MCPTT Administrator to define geographical areas to be used for Location information update triggers for MCPTT Users within their authority.

[R-5.12-015] The MCPTT Service shall provide a means for an MCPTT UE in a predefined area to send a Location information update whenever a trigger condition configured in an MCPTT User’s active MCPTT User Profile is satisfied (e.g., initial registration, distance travelled, elapsed time, cell change, tracking area change, PLMN change, MCPTT call initiation).

NOTE 2:
The Location information update triggers for an MCPTT User in a predefined area might be different than the Location update triggers used when the MCPTT User is not in a predefined area.

6.12
Location (On- Network Only)
[R-6.12-001] The MCPTT Service shall provide Location information of the transmitting MCPTT UE to receiving MCPTT UEs subject to privacy restrictions.

[R-6.12-002] The MCPTT Service shall support conveyance of Location information provided by 3GPP/LTE location services.

[R-6.12-003] The MCPTT Service shall provide a means for an authorized MCPTT User to restrict the dissemination of his Location information.

[R-6.12-004] The MCPTT Service shall provide end-to-end confidentiality of Location information.

[R-6.12-005] The MCPTT Service shall provide authentication of messages carrying Location information.

[R-6.12-006] The MCPTT Service shall provide a means for an authorized MCPTT User to activate a one-time Location information report of an MCPTT User and periodic Location information update reports of an MCPTT User.

[R-6.12-007] The MCPTT Service shall provide a means for an authorized MCPTT User to deactivate periodic Location information update report of an MCPTT User.
Comments:- 
· UKHO-  Location is a broad area, there are requirements on this in 5.12, 6.12 and 7.9 in 22.179, which apply to on and off, on only and off only. I don't think that this requirement in itself is  useful or sufficient to define what seems to be required, as the requirements on location information are from the user perspective.

Note that from looking at the information there seem to be the following types of configuration info (some of which have been captured in user related info, though not items related to 1) and 2))

1) What/how the location info is provided e.g:

[R-5.12-001] The MCPTT Service shall support conveyance of precise Location information provided by the MCPTT UE.

[R-5.12-002] The MCPTT Service shall provide for the flexibility to convey future formats of Location information.

2) Privacy of info determined by an admin/ the user

[R-5.12-004] An authorized MCPTT User shall be able to restrict the MCPTT UE from supplying Location information for MCPTT communications.

[R-6.12-003] The MCPTT Service shall provide a means for an authorized MCPTT User to restrict the dissemination of his Location information.

3)  Triggers for sending info, including lots of requirements for when info is sent.

[R-5.12-006] The MCPTT Service shall provide a means for an MCPTT User Profile to be configured with one or more Location information update triggers (i.e., a condition that, when satisfied, causes the MCPTT UE to transmit its current Location, if known).
· LG- I believe the requirement in 7.9-001 is linked to the requirements you list in 2) regarding "privacy of info determined by an admin / the user". Initially I thought that this requirement 7.9-001 should be included due to the "subject to privacy restrictions" part but now I think thi spart is covered by requirements 5.12-003 and 5.12-004. So I will remove this one from the list.

Summary:-

Location is not covered at all well in the 4 contributions submitted for this meeting, this is an area that needs more attention.
