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1
Introduction

This submission adds a connection from the MCPTT server to the identity management server.
2
Discussion

The MCPTT server will need to receive user identity information from the identity management server in different scenarios, which are outlined here.   It is important to note that the scenarios are examples of the potential need of the interface, and are not exhaustive.  The use of the proposed reference point will be determined by CT and SA3, but reference point must be defined in 23.179 in order to support the needed functionality.
Text from 22.179 and 23.179 that are relevant to this contribution are highlighted in yellow. 
Scenario 1: Authorization of a user on a Partner MCPTT System
22.179 states that the authentication of user on a Partner MCPTT System is subject to the user’s Primary MCPTT System.  Without the proposed CSC-6, the Primary MCPTT System is not capable of authenticating the user.  From 22.179:
6.18.2
Interworking between MCPTT systems

<...>
[R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.
NOTE 1:
This is an application layer authentication and not 3GPP network authentication.

Scenario 2: Primary MCPTT System authentication of a user:
23.179 does not prohibit the MCPTT server from authenticating the MCPTT User.  The information provided in 23.179 section 10.3 is provided as an example.  Step 3 in the flow implies that the MCPTT server may take additional steps to authenticate the user.  Without the proposed CSC-6 reference point, the MCPTT Server may not have the information required to perform this function.
10.3
User authentication for MCPTT service 

NOTE:
Flow 10.3-1 is a high level user authentication flow. SA3 is responsible for defining the specific security and authentication mechanisms required by the MCPTT service in order to realize the MCPTT user authentication requirements as defined in 3GPP TS 22.179 [2].
The user authentication process shown in flow 10.3-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP core is outside the domain of the MCPTT server.

A possible flow for this is illustrated in figure 10.3-1. Other alternatives are possible, such as authenticating the user within the SIP registration phase.
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Figure 10.3-1: MCPTT user authentication and registration, single domain

1.
In this optional step the identity management client begins the user authorization procedure. The MCPTT user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server.

2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the MCPTT server). The MCPTT client performs the MCPTT service authorization for the user. Step 3 may utilize the results of step 1 depending on the authentication mechanism for the MCPTT user.

Scenario 3: Synchronization of user authentication data between the MCPTT User Database and the Identity Management System

23.179 states that the MCPTT user database may contain “authentication related information”.  This information may be the same or some portion of the authentication related information contained in the identity management system.  In order to maintain synchronization between the two databases, a reference point should be utilized to perform this function.
7.4.2.3.7
MCPTT user database

This functional entity provides a database containing details of all user configuration information associated with an MCPTT user identity that is held by the MCPTT service provider at the application plane. User configuration information is determined by the MCPTT service provider.
NOTE:
When the MCPTT service provider and the public network operator are part of the same trust domain, the MCPTT user database may be combined with the SIP database. This database may provide the repository for the data related to the functions of the SIP core, e.g. for data for application service selection, the identity of the serving registrar or authentication related information.

This submission introduces a new interface from the MCPTT server to the Identity Management Server.


3
Conclusion

Based on the above analysis of the requirements and descriptive text the following modifications are proposed to be made to the TS. 
-------------------------------------------Begin First Change-----------------------------------------------

7.3
Functional model description

7.3.1
On-network functional model
Figure 7.3.1-1 shows the combined functional model for the application plane.
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Figure 7.3.1-1: Functional model for application plane
-------------------------------------------End First Change-----------------------------------------------
-------------------------------------------Begin Second Change-----------------------------------------------
7.5.2.y
Reference point CSC-6 (between the identity management server and the MCPTT server)

Provides a means for the MCPTT server and the identity management server to convey user identity information.

-------------------------------------------End Second Change-----------------------------------------------
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