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Abstract: <This contribution is to clarify how to use the prose capability to meet the MCPTT service requirement about restricting the relay discovery on MCPTT group basis>
1. Introduction

The requirement about the capability of Relay UE to restrict the relayed group communication on a per group basis is adopted in TS 23.179. Actually SA2 has already define mechanism to make sure only authorized User can get the connection to UE-to-Network. However, there is something left for application layer to give a complete solution to meet the service requirement.

 In this contribution, it will provide the solution about how to use the capability of ProSe to meet the MCPTT service requirement.   
2. Discussion and proposal
2.1 Necessarity of authorization checking 

If there no authorization checking for UE-network-relay selection, it means that any out-of-coverage UE may be able to use a particular UE-to-Network relay to get the connection to network. It will largely consume the bandwith and power of UE-to-Network relay which may make UE-to-Network relay not able to serve its MCPTT user well. So to have authorization check to filter out connection request from dis-allowed user is necessary.   
2.2  Relay Service code defined for authorization checking  in SA2

In latested version of TS 23.303 Vd10, the Relay service code is defined in support of ProSe UE-to-Network Relay discovery to restrict the relayed target to specific authorized User.  

 “4.6.4.3
Identifiers for ProSe UE-to-Network Relay discovery and selection

The following parameters are used in the UE-to-Network Relay Discovery Announcement message (Model A):
-
ProSe Relay UE ID: link layer identifier that is used for direct communication and is associated with a Relay Service Code. A ProSe Relay UE ID should be uniquely associated with a Relay Service Code.

-
Announcer info: provides information about the announcing user.

-
Relay Service Code: parameter identifying a connectivity service the ProSe UE-to-Network Relay provides to Public Safety applications. The Relay Service Codes are configured in a ProSe UE-to-Network Relay for advertisement. Additionally, the Relay Service Code also identifies authorized users the ProSe UE-to-Network Relay would offer service to, and may select the related security policies or information e.g. necessary for authentication and authorization between the Remote UE and the ProSe UE-to-Network Relay (e.g. a Relay Service Code for relays for police members only would be different than a Relay Service Code for relays for Fire Fighters only, even though potentially they provided connectivity to same APN e.g. to support Internet Access).……
The following parameters are used in the UE-to-Network Relay Discovery Solicitation message (Model B):
-
Discoverer info: provides information about the discoverer user.

-
Relay Service Code: information about connectivity that the discoverer UE is interested in. The Relay Service Codes are configured in the Remote UEs interested in related connectivity services.

-
ProSe UE ID: link layer identifier of the discoverer that is used for direct communication (Model B).”
2.3  The work left for SA6 defining

Although SA2 give some example about what kind of restriction can be made as the text marked with yellow colour in section 2.2, it is decided that it is not responsibility of SA2 to define the real semantic of service code according to the following text in the LS from SA2. The SA2 just give the capability of announcing Relay Service Code and filter the connection according to relay Service Code. It is up to application to decide to give the value to Relay Service Code to meet its service requirement. 

 “The set of parameters required for ProSe discovery and communication for public safety use are defined in clause 4.5.1.1.2.3.2 of TS 23.303. The values of some parameters, e.g. Relay Service Code and User Info ID, are out of the TS23.303 scope. “
So, to meet the MCPTT service requirement about authorization checking on per MCPTT group basis, SA6 needs to define the value of Relay Service Code specific to this requirement.
In addition to that, the 3rd option where the necessary parameters are provided from 3rd party AS (mentioned in the same LS from SA2) is also the scope of SA6.
Accordingly it proposes SA6 agree the following PCR to TS 23.179 to clarify how to use the capability of prose to meet the requirement of restricting relayed groups on MCPTT group basis and define the semantics of the service code. 
***********************************************************************************************
5.2.8
MCPTT UE-to-network relay requirements

To support the requirement that a public safety ProSe UE-to-network relay shall be able to restrict the relayed group communication on a per group basis, the MCPTT service should be able to provide a means for an MCPTT administrator to configure a ProSe UE-to-network relay with a list of allowed MCPTT groups. For each allowed MCPTT group, a unique associated relay service code should be allocated and it may be provided to the relay UE from MCPTT application server or DPF.
Note: According to the operator’s configuration, one relay service code may map to one or multiple MCPTT group(s).
*************************************End of the first change***********************************
************************************Begin of theSecond change***********************************
10.2.3
Structure of metadata

The group configuration metadata includes the following information elements:

-
MCPTT group identity
-
group owner

-
group call ongoing or not

-
group policy
-      associated relay service code
The group membership metadata includes the following information elements:

-
MCPTT user identity

-
user priority

-
participant type (first responder, second responder, dispatch, dispatch supervisor, administrator)

-
affiliation status
*************************************End of the change***********************************

*************************************Start of Third change***********************************

10.X
MCPTT UE configuration metadata

10.x.1
Functional description

Editor’s note:
The functional description is FFS.

10.x.2
Procedures

Editor’s note:
The procedures description is FFS.

10.x.3
Structure of metadata

The MCPTT UE configuration metadata includes the following information elements:

· Relay service (Y/N)

· The list of allowed relayed MCPTT groups 
· Relay service codes associated with each MCPTT group
*************************************End of the change*************************************
10.14
UE-to-network relay MCPTT service

10.14.1  UE-to-network relay service authorization 
10.14.1.1 Mode A UE-to-network relay discovery
MCPTT service shall support the capability for UE-to-network relay able to restrict the relayed group communication on a per group basis.
To meet the above requirement, the capability available by Prose specification TS 23.303 can be used by provide appropriate value to  relay service code as the figure 10.14.1.
Pre-condition:

- To restrict relay connection from the remote UE to those associated with  membership of allowed MCPTT Groups, UE-to-network relay is already provisioned  with Relay service codes associated with allowed MCPTT groups.

- To find an permitted UE-to-network relay, the remote UE is already provisioned with the  Relay service codes associated MCPTT group(s) which the MCPTT user belongs to.
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Figure 10.14.1: Mode A UE-to-network relay discovery
  1. MCPTT client on Remote UE when need relay service will require prose layer to discovery an appropriate relay for the MCPTT group it belongs to.
2. Prose layer on remote UE begin to mornitor if there is  Annoucement  message carrying relay service code associated with the MCPTT group. 
3. Within the Annoucement message, relay shall inlcude the relay service code(s) associated allowed MCPTT(s).                 
10.14.1.2 Mode B UE-to-network relay discovery
MCPTT service shall support the capability for UE-to-network relay able to restrict the relayed group communication on a per group basis.

To meet the above requirement, the capability available by Prose specification TS 23.303 can be used by provide appropriate value to  relay service code as the figure 10.14.2.

Pre-condition:

- To restrict relay connection from the remote UE to those associated with  membership of allowed MCPTT Groups, UE-to-network relay is already previsoned with Relay service codes associated with allowed MCPTT groups.

- To find an permitted UE-to-network relay, the remote UE is already provisioned with the  Relay service codes associated MCPTT group(s) which the MCPTT user belongs to.
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Figure 10.14.2: Mode B UE-to-network relay discovery
  1. MCPTT client on Remote UE when need relay service will require prose layer to discovery an appropriate relay for the MCPTT group it belongs to.

2. Prose layer on remote UE send out the annouce message with relay service code associated with MCPTT group for which it find the relay service. 

3. UE-to-network relay UE shall do the authorization check if the MCPTT user on remote UE is within its service scope according to the received relay service code.    UE-to-network relay UE will send back response if the authrization check succeeds.   
10.14.2  Routing of MCPTT service data via UE-to-network relay
The ProSe UE-to-network relay provides a purely layer 3 IP data routing service, when the remote UE loses the coverage of cellular network and the MCPTT user on the remote UE requires to access the MCPTT service via a ProSe UE-to-network relay.

The application layer signalling for the MCPTT user on a remote UE are identical to the application layer signalling for the MCPTT user on an on network UE.
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