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Abstract: This contribution proposes clarifications of the MCPTT user identity, the signalling plane identities and the identity of the (human) user
Introduction
A clear understanding of the use of the different identities within TS 23.179 is needed. Section 8 is intended to provide this. The follow requriements and text from TS 22.179 provide the clarity for the modified text to section 8. 

From section 4.5:
“The MCPTT User Profile is part of the MCPTT application service domain and forms the basis of MCPTT application layer security and identifies an MCPTT User to the MCPTT Service.”

...

“The MCPTT Service allows the same MCPTT User to sign in (and stay simultaneously signed in) from different MCPTT UEs. For example, an incident manager or commander might use a portable phone, a command tablet, or a separate messaging unit.”

...

“A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User.”

...

“A gateway UE is usable simultaneously by multiple MCPTT Users. Unlike a shareable MCPTT UE, if a new person enters his valid credentials towards signing in the MCPTT Service, his successful signing in and becoming an MCPTT User does not affect the initial MCPTT Users already served by the gateway UE. A gateway UE is typically installed in a vehicle (e.g., a police car, fire truck) and has wired and/or wireless connections to various devices in use by the MCPTT Users.”

...

“Possibilities for the MCPTT UE, when connecting to the MCPTT Service:
-
An MCPTT UE, with credentials of an MCPTT User at the time of connection to the MCPTT Service, is able to authenticate using a specific MCPTT User identity (e.g., via an Identity Management service). After successful user authentication the MCPTT User Profiles are made available to the MCPTT UE for use in both on-network and off-network operation modes.

-
An MCPTT UE, without credentials of a specific MCPTT User at the time of connection to the MCPTT Service, proceeds using a default identity associated with the MCPTT UE itself. In this case, the MCPTT Service is capable of assigning a temporary MCPTT User Identity to this MCPTT UE. Some level of authentication might be attempted, and, depending on the results, an appropriate MCPTT User Profile associated with this temporary MCPTT User Identity and with the circumstances of the access is made available to the MCPTT UE for use in both on-network and off-network operation modes.”
From section 5:
[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.
[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.
NOTE:
The MCPTT Service features available are based on the authenticated user identity(s).

The following proposed changes take these points into account.
******************************* Start of first change **************************************
7.4.2.1.6
Identity management client

This functional entity acts as the application user agent for user identity transactions. It interacts with the identity management server.

******************************* End  of first change **************************************
******************************* Start of second change **************************************
8
Identities


8.1
Application plane
8.1.1
MC user identity

The Mission Critical user identity is the identity that a MCPTT user presents to the Identity management server during a user authentication transaction. In general, since Identity management is a common service it uses an ID which is linked to  a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single mission critical service. The MC user identity and the MCPTT user identity may be the same. The MC user identity uniquely identifies the MCPTT user to the Identity management server. The MC user identity is used by the Identity management server to provide the Identity management client a means for MC service authentication. 
Editor’s note:
SA3 is responsible for defining the specific security and authentication mechanisms required in order to use the MC user identity in the procedure between Identity management server and Identity management client.
8.1.2
MCPTT user identity (MCPTT ID)
The MCPTT user identity is also known as the MCPTT ID. The MCPTT ID is a globally unique identifier within the MCPTT service that represents the MCPTT user. The MCPTT ID identifies an MCPTT user. The MCPTT ID may also identify an MCPTT profile for the user at the MCPTT application layer. 

There are attributes associated with the MCPTT ID configured in the MCPTT service  that relate to the human user of the MCPTT service.  Typically this information identifies the MCPTT user, by name or role, and may also identify a user's organization or agency.   Such attributes associated with an MCPTT ID can be used by the MCPTT server to make authorization decisions about the MCPTT service granted to the user. For example, an attribute that identifies a user’s role as an incident commander could automatically be used by the MCPTT service to grant the user additional administrative rights over the creation of groups, or access to privileged talk groups. 
The MCPTT ID shall be a URI. The MCPTT ID uniquely identifies an MCPTT user in an MCPTT system. The MCPTT ID indicates both the MCPTT system where the MCPTT ID is defined and the MCPTT server within the MCPTT system where the ID is defined.
The MCPTT ID  is relevant to the MCPTT client and the MCPTT server, but is opaque to the signalling infrastructure.

An MCPTT client may receive a temporary MCPTT ID from the MCPTT server in the case where the user of the device attempts to obtain MCPTT service without the MCPTT user being authenticated by the Identity management sever.
******************************* end of second change **************************************
******************************* start of third change **************************************
10.2.3
Structure of metadata

The group configuration metadata includes the following information elements:

-
MCPTT group identity

-
group owner

-
group call ongoing or not

-
group policy

The group membership metadata includes the following information elements:

-
MCPTT ID
-
user priority

-
participant type (first responder, second responder, dispatch, dispatch supervisor, administrator)

-
affiliation status
******************************* end of third change **************************************
