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Abstract: This contribution add the optional step of MCPTT UE authentication to the information flow of registration and user authentication in section 7.1.
1
Introduction
The contribution is based on the accepted solution of MCPTT UE and MCPTT User Single Log on procedure in section 5.10.1.
2
Discussion

According to SA1 requirements and Public Safety user requirements discussed in the last meeting, it is suggested to have an optional step of UE authentication prior to the user authentication, to fullfill the following functions:
· To ensure that the MCPTT user profiles are downloaded or managed on trusted devices. In emergency situations without (or prior to) the user log on procedure, this enables the MCPTT UE to access services scoped with the default MCPTT user profile.
· To support the device level access control of MCPTT services, e.g. temporarily or permanently disable an MCPTT UE remotely by the MCPTT Administrator or an authorized MCPTT User.
· To support MCPTT dministrator and/or authorized MCPTT User to perform MCPTT UE Provisioning.

· To support user device management applications that reside on or associate with the MCPTT client; and support the white list based access to these applications.
3
Conclusion

It is proposed to agree the following changes in TR 23.779.

********************************Start of change**********************************

7
Information Flow Diagrams

Editor’s note:
This clause is intended to consist of information flow diagrams and descriptions of the individual information flows.

Editor’s note:
This clause and subsequent clauses are intended to be a working area for text that will be included in the MCPTT TS’(s). The structure of this and subsequent clauses may not be replicated in the MCPTT TS’(s).

7.1
Registration and User Authentication Information Flow for MCPTT Service 

Identity Management Server is the function in the common services core that is responsible for authentication of the MCPTT User and MCPTT UE. It contains the knowledge and means to do authentication by verifying the primary credentials supplied by the user.
Identity Management Client is the client in the MCPTT UE that interacts with the Identity Management function. 

NOTE:
Flow 7.1-1 is a high level user authentication flow. SA3 is responsible for defining the specific security and authentication mechanisms required by the MCPTT service in order to realize the MCPTT user authentication requirements as defined in 3GPP TS 22.179 [2].

The user authentication process shown in flow 7.1-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP server is outside the domain of the MCPTT AS.  

A possible flow for this is illustrated in 7.1-1 below. Other alternatives are possible, such as authenticating the user within the SIP registration phase.
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Figure 7.1-1: MCPTT user authentication and registration, single domain

1.
The MCPTT UE optionally performs UE authentication with the Identity Management Function. The MCPTT UE provides credentials for verification of the device to enable its access to the MCPTT service.
2.
In this optional step the MCPTT client begins the user authorization procedure. The MCPTT user supplies the user credentials (eg. Biometrics, secureID, username/password, etc.) for verification with the Identity Management function.
3.
The MCPTT UE establishes a Secure connection to the SIP core for the purpose of SIP level authentication and registration.

4.
The MCPTT UE and MCPTT client complete the SIP level registration with the SIP core (and optionally with the MCPTT Server) to complete the MCPTT service registration. Step 3 may utilize the results of step one depending on the authentication mechanism for the MCPTT User.

*********************************End of change**********************************
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