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Abstract: this contribution provides a general log on and authentication procedure for MCPTT applications.
1
Discussion

The following stage 1 requirements formed the basis of this contribution:
· Charter 4.5 regarding MCPTT user and MCPTT UE association and relationship

· [R-5.11-001], [R-5.11-002], [R-5.13-002], [R-5.13-006]
· [R-6.13.3-001], [R-6.13.4-001]
· [R-5.10-001], [R-5.10-002]
· [R-5.12-001], [R-5.12-006]
· [R-5.19-005], [R-5.19-005], [R-5.19-007]
· [R-6.9-001]
These requirements indicate the MCPTT User and MCPTT UE need separate and independent identification by MCPTT service. To access the MCPTT service an MCPTT UE can bind to either the MCPTT user identity or the temporary MCPTT user identity. 

An MCPTT UE is subdivided into ME and UICC domain. Some services require the direct control over the device, for example suspending or disabling access from an MCPTT UE to the MCPTT service. In some cases the public safety customers require the applications to be accessed by a white list of user devices. In some applications the users can remotely control user device, e.g. configure and update device settings appropriate to the user profiles. To meet these requirements the MCPTT service should be able to authenticate MCPTT UE on both the ME and UICC perspective.
To support other applications like mission critical video and data on the same devices of the same user(s), it is recommended that the MCPTT service provide a common log on/authentication solution (i.e. single log on) for various applications.

The figure 1 illustrates the typical log on and authentication procedure followed by a call session in single domain.
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Figure 1 MCPTT UE/User log on and authentication procedure (single domain)







1)
The MCPTT UE log on to MCPTT system using the device identity and signature or other credentials. The log on interaction is performed via an application path (e.g. HTTPS) from MCPTT client to Identity Management. The device identity associate the physical device itself; it may be (or derived from) IMEI or other type of unique identities within MCPTT network. After authenticate the MCPTT UE, the Identity Management assign a temporary MCPTT user identity for this MCPTT UE. The association information kept in Identity Management may be used for operation on this UE in emergency services.

Editor’s note: the MCPTT UE assigned with a temporary MCPTT user identity is assumed to have limited permissions to access the MCPTT service. It’s FFS what service required by MCPTT emergency scenarios can be accessed by the MCPTT UE with a temporary MCPTT user identity.

2)
The user log on to MCPTT service using the username and password. Other credential such as biometric information may be used in user log on purpose. The device identity may be used in user log on purpose in scenarios where the device level access permission is required. The log on interaction is performed via an application path (e.g. HTTPS) from MCPTT client to Identity Management. The user get a public user identity and a security token that can be used for various applications. The public user identity may be the form of IMPU. The Identity Management update the association of the UE to the public user identity. The association information may be used to deliver the service to a specific device when the user uses multiple devices in parallel.

3)
The MCPTT user get the user profile on the associated UE from Group Management and/or MCPTT user database by using the public user identity. The user profile may contain the user relevant attributes such as priority and group list. XDMS may be used for acquiring the user profiles. 

Editor’s note: it’s FFS whether the single user profile and the group-related user profile are collocated.

4)
MCPTT client perform standard SIP registration to the SIP core, carrying the public user identity and the security token.

5)
The SIP core carrying the security token interact with Identity Management to check the validity of the token.

6)
The SIP core perform registration with the MCPTT server using the public user identity and the security token.

7)
The MCPTT client set up call session with the MCPTT server by using the registration information achieved in step 4, 5, and 6.

8)
MCPTT user log off from the MCPTT service by using the public user identity. The Identity Management dissociate the MCPTT UE with the public user identity; and assign a temporary user identity to the UE.
2
Conclusion

It’s recommended to provide the solution for applications that require MCPTT UE authentication and device level service provisioning. It is proposed to add the following log on and authentication procedure to TR 23.779 as the candidate solution.
******************************Start of Change**************************************
5.x
Log on/Authentication

5.x.1
Solution x-1: MCPTT UE and MCPTT User Single Log on
To support the scenario where the device level access permission/restriction (e.g. white/black list policy) is required, the MCPTT service should be able to identify and authenticate the device identity that is relevant to the ME domain of the MCPTT UE.
It is recommended the MCPTT service provide a single log on solution for MCPTT user and MCPTT UE that can support PTT and other mission critical applications.
5.x.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution.

5.x.1.2
Procedures
Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

The example procedure for MCPTT UE and user single log on followed by a call session in single domain is shown below.
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Figure 5.x.1.2-1 Example of MCPTT UE/User log on and authentication procedure (single domain)
Editor’s note: it’s FFS whether the MCPTT client include or separate from the authentication logic function.
1)
The MCPTT UE log on to MCPTT system using the device identity and signature or other credentials. The log on interaction is performed via an application path (e.g. HTTPS) from MCPTT client to Identity Management. The device identity associate the physical device itself; it may be (or derived from) IMEI or other type of unique identities within MCPTT network. After authenticate the MCPTT UE, the Identity Management assign a temporary MCPTT user identity for this MCPTT UE. The association information kept in Identity Management may be used for operation on this UE in emergency services.

Editor’s note: the MCPTT UE assigned with a temporary MCPTT user identity is assumed to have limited permissions to access the MCPTT service. It’s FFS what service required by MCPTT emergency scenarios can be accessed by the MCPTT UE with a temporary MCPTT user identity.

2)
The user log on to MCPTT service using the username and password. Other credential such as biometric information may be used in user log on purpose. The device identity may be used in user log on purpose in scenarios where the device level access permission is required. The log on interaction is performed via an application path (e.g. HTTPS) from MCPTT client to Identity Management. The user get a public user identity and a security token that can be used for various applications. The public user identity may be the form of IMPU. The Identity Management update the association of the UE to the public user identity. The association information may be used to deliver the service to a specific device when the user uses multiple devices in parallel.
3)
The MCPTT user get the user profile on the associated UE from Group Management and/or MCPTT user database by using the public user identity. The user profile may contain the user relevant attributes such as priority and group list. XDMS may be used for acquiring the user profiles. 

Editor’s note: it’s FFS whether the single user profile and the group-related user profile are collocated.

4)
MCPTT client perform standard SIP registration to the SIP core, carrying the public user identity and the security token.
5)
The SIP core carrying the security token interact with Identity Management to check the validity of the token.
6)
The SIP core perform registration with the MCPTT server using the public user identity and the security token.
7)
The MCPTT client set up call session with the MCPTT server by using the registration information achieved in step 4, 5, and 6.

8)
MCPTT user log off from the MCPTT service by using the public user identity. The Identity Management dissociate the MCPTT UE with the public user identity; and assign a temporary user identity to the UE.
*******************************End of Change**************************************
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