3GPP TSG-SA WG6 Meeting #3
S6-150230
San Jose del Cabo, Mexico, 13-17 April 2015
(revision of S6-15xxxx)
Title:
Group Affiliation Architecture Based On OMA XDM
Agenda Item:
Assumptions and architecture considerations
Source:
Kodiak Networks

Contact:
Tom Hiller, thiller@kodiakptt.com
Abstract: The contribution proposes an MCPTT group affiliation architecture based on IETF Common Policy for authorization and OMA XDM capabilities for document change tracking. The approach is consistent with use of authorization policies in PCPS v10; however, it does not depend upon PCPS v10 beyond IETF Common Policy appearing in XDM group documents and general OMA XDM capabilities.
1 Introduction
1.1 IETF Common Policy
For an MCPTT group member to originate, be invited to, etc., a group conference call, the MCPTT user generally must have authorized his/her affiliation with the particular MCPTT group.  

To briefly review, in XDM Document, a “group document” contains a list of the group members, configuration parameters of the group such as the maximum number of participants and whether the server should invite members, and authorization rules, such as the identities of members of the group that are allowed to initiate a conference to the group.  In this contribution we are primarily concerned with authorization rules.
Authorization rules in OMA are based on the IETF Common Policy framework.  A rule in that framework is a set of identities (e.g., MCPTT group members) with authorized actions (e.g., “allow-initiate-conference”). The identities are contained in a “conditions” element.  Operationally, a user makes a request to a server for which authorization policy rules apply. The server checks whether the identity of the requesting user matches the identity of a rule or rules applicable to the request.  If the rule contains that identity, the request is authorized according to the associated action. Example: If all members of a group belong to the identity of a given rule, and the action of the rule is “allow-initiate-conference”, then all group members are authorized to initiate a conference to that group. Note: The IETF Common Policy has an additional element, the transformation element, however, it is not utilized in this contribution.
As an aside, there are also authorization policies unrelated to requests from specific users. For example, a “session-active-policy” condition may include a “min-participant-count” element with a number and a “required-participants” with a list of group members. If the minimum number of participants is satisfied, and the required participants are present, then the group session is allowed to be active. The above authorization examples (italics) exist in XDM and are used in PCPS v10 procedures. 
Applying the above to “group affiliation”, it is proposed that the rule action for group affiliation is proposed to be “is-affiliated”.  Therefore, an MCPTT user is affiliated with an MCPTT group if an associated “group affiliation” authorization rule has the identity of the group member.  The MCPTT AS that supports a particular MCPTT group determines whether a group member is affiliated with that particular group by checking whether the user is contained in the set of authorized identities of the group affiliation rule, i.e., the rule that has the “is-affiliated” as the action of the rule.  In the context of this proposal, only group members can appear in affiliation authorization rules for the group. 
For an unaffiliated member of a particular group to become affiliated with that group, a logical functional entity within the Home MCPTT Server of the group member writes the user’s identity into the affiliation rule of the particular group document. Once the identity of that user appears in the affiliation rule, the user is deemed to be “affiliated” with the group.  Likewise, for an affiliated user to become unaffiliated, the MCPTT AS deletes the user’s identity from the affiliation rule of the particular group document. 
1.2 Architecture
The proposed architecture, which is summarized in MCPTT form by the following figure, follows a general purpose architectural pattern from OMA Simplified Converged Address Book (S-CAB) Enabler. The Subscription Proxy and XDM Agent in the diagram are functional entities defined in the XDM Enabler. 
A realization of MCPTT based on PCPS v10 would imply adding usual signaling and floor control interfaces from the MCPTT UE to the MCPTT AS.  However, as the proposal is independent of PTT signaling, MCPTT signaling has been omitted from the diagram in an effort to reduce figure clutter.  

The text after the figure explains the basic functions that the MCPTT Client, MCPTT AS, and MCPTT XDMS perform. 
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The Home MCPTT AS:
· Subscribes to document change notifications from the List XDMS, i.e., for the particular MCPTT User of interest. When the List XDMS changes or is initialized, the MCPTT AS receives document change notifications from the List XDMS. In brief, when the MCPTT Client writes data to the List XDMS, the List XDMS sends document changes to the MCPTT AS. 

· Writes that user’s identity into affiliation authorization rules in MCPTT XDM group document according to the identities of the MCPTT groups stored in the List XDM. This means the MCPTT AS writes the MCPTT User’s identity into the “condition” element of the authorization rule with action “is-affiliated”.  That “rule” appears in a “ruleset” of each MCPTT Group XDMS. 
· Subscribes to document change notifications of group membership and affiliation authorization data of the group documents listed in the List XDMS.  Note: Based on the subscription being successful, the group XDMS sends document change notifications containing group membership affiliation data, i.e., for all the group members of the XDM document. 
· Receives subscription notifications from the MCPTT Group Document XDMS and stores group membership and affiliation authorization data in the MCPTT XDMS. 
The Home MCPTT AS may not be able to write the identity of the MCPTT user into the authorization rule for a group.  For example, the MCPTT User may have been removed from the MCPTT Group, so consequently, the authorization rule would fail because intuitively it does make sense to have policy authorization rules applicable for members that do not exist. Therefore, the outcome of the group affiliation needs to be reflected somewhere that the MCPTT UE can retrieve. One option could be to reflect that status in the MCPTT XDMS, e.g., as an XML attribute according to enumerations to be defined with TS 22.179 requirements in mind. 
The MCPTT Client:
· Writes the List XDMS with the MCPTT Groups for which the MCPTT User wishes to affiliate and track member affiliation status.  
· Subscribes to MCPTT XDMS for document change notifications. The document change notifications contain group membership and affiliation data for the groups stored in the List XDMS. 
· Receives notifications of group membership and affiliation authorization changes in the MCPTT XDMS. 
The above results in the data of the MCPTT XDMS for the MCPTT User effectively being “synced” to the MCPTT UE of the MCPTT User. 

Notes:

· In the diagram above that the MCPTT Client does not connect through the MCPTT AS to the MCPTT XDMS.  Rather, the MCPTT UE connects directly to the List and MCPTT XDMS.

· List XDMS entries includes an attribute (an extension) indicating whether the MCPTT User wishes to affiliate and monitor group member affiliation with the group, or just monitor the affiliation of the group members without affiliating. 

· XDM defines an XDMS called User Preferences Profiles (UPP). UPP provides input to Application Servers based on the current device of the user and a profile. One way that that could be used is that the when the MCPTT UE performs SIP registration, the MCPTT AS reads the UPP XDMS and determines the exact list of groups to which the MCPTT UE should be affiliated based on the user device and profile.
2 Notes on XDM
2.1 XDM Releases
The current XDM Release is v2.2.  Both XDM v2.1 and 2.2 have the same Architecture Document, which means there is no difference between the two releases at a Stage 2 level. Instead, XDM v22 has additional request types. A main advantage of XDM v22 relative to this contribution is that it is the release that gets corrected and updated. 
PCPS v10 references XDM v21. It would be possible to update PCPS v10 to XDM v22 with no other changes save the normative references. The reason being, at least as far as the author of this contribution is aware, those additional request types are not relevant to this contribution nor to PCPS v10. 
2.2 XDM Document Tracking Optimization

Earlier versions of XDM document tracking required a restart of a subscription if document tracking notifications were missed due to the XDM Client (UE) being out of radio coverage.  In particular, it was necessary to (re)read the entire document because there was no way to “catch up” to the changes from the missing notifications while being out of radio coverage.  XDM v21 and v22 have optimizations for “catch-up” based on Etags and “xcap-diff”. Note that it is not necessary to use these optimizations, rather they exist; it is always possible to simply read the document and restart the subscription if document change notifications are lost while out of radio coverage. 

3 TS 22.179 Requirements
The following reviews basic operation of the proposed architecture. The following two sections present a subset of TS 22.179 requirements involving groups and affiliation addressed by the proposed architecture. 
· Simultaneous affiliation with multiple groups:
· The MCPTT UE writes the list of groups to the List XDMS. The MCPTT AS receives the update of the change from the List XDMS, and promulgates the affiliation, etc., as outlined above. Likewise, if the MCPTT UE removes a group from the list, the MCPTT AS receives the update of the change from the List XDMS, and removes the user’s identity from the affiliation rule.   

· Determine the set of groups to which a user is currently affiliated, as well as the other group members of a given group are affiliated:
· The architecture as explained above, “syncs” the MCPTT XDMS data to the MCPTT UE, and thus the MCPTT XDMS has that information.

· Enforce maximum number of simultaneous group affiliations for a particular user:
· The MCPTT AS reads the List XDMS. It does not add the user’s identity to affiliation authorization rules for more than the maximum number of Group XDMS.  
3.1 Basic Affiliation and Group Requirements 
	[R-5.1.5-003] The MCPTT Service shall support an MCPTT User's ability to affiliate to one or more MCPTT Groups.



	[R-5.5.2-002], [R-5.1.5-008] An MCPTT User shall be able to affiliate with a multiplicity of MCPTT Groups, subject to restrictions configured by the MCPTT Administrator.



	[R-5.5.2-001], [R-5.1.5-007] The MCPTT Service shall require that MCPTT Users affiliate with MCPTT Groups prior to participation in the communications of those groups.



	[R-5.1.5-004] The MCPTT Service shall provide a mechanism for an MCPTT Administrator to limit the total number (N2) of MCPTT Groups that an MCPTT User can be affiliated to simultaneously.



	[R-6.4.4-002] The MCPTT Service shall support an MCPTT User's ability to revoke his affiliation with an MCPTT Group.




3.2 Affiliation Status and Query 
	[R-6.4.2-001] The MCPTT Service shall provide a mechanism by which an authorized MCPTT User determines which MCPTT Groups have at least one other MCPTT User affiliated.



	[R-5.1.5-002] The MCPTT Service shall provide a mechanism by which an MCPTT UE determines the currently defined MCPTT Groups for which it is authorized.



	[R-6.4.2-006] The MCPTT Service shall provide a mechanism by which an authorized MCPTT User can determine which MCPTT Group(s) another MCPTT User has affiliated to.



	[R-6.4.2-002] The MCPTT Service shall provide a mechanism by which an authorized MCPTT UE determines what MCPTT Groups have at least one active receiving member.



	[R-6.4.2-003] The MCPTT Service shall provide a mechanism by which an authorized MCPTT UE determines that a number (N1) of receiving members are present for an MCPTT Group.



	[R-6.4.2-004] The MCPTT Service shall provide a mechanism by which an authorized MCPTT UE determines that a particular receiving member(s) is present for an MCPTT Group.



	[R-6.4.2-004] The MCPTT Service shall provide a mechanism by which an authorized MCPTT UE determines that a particular receiving member(s) is present for an MCPTT Group.



	[R-6.4.2-005] The MCPTT Service shall provide a notification, for example audio and/or visual, to a user that there are no members on an MCPTT Group being used/monitored by the user and that the user is the only user affiliated to that MCPTT Group.



	[R-6.4.5-001] The MCPTT Service shall provide, upon request, the list of currently affiliated members on an MCPTT Group to an authorized user regardless of the user's affiliation.



	[R-6.4.5-002] The MCPTT Service shall provide a mechanism for an MCPTT Administrator to authorize an MCPTT User to request the list of currently affiliated members on an MCPTT Group regardless of the MCPTT User's affiliation or group membership.



	[R-6.4.5-005] The MCPTT Service shall provide, upon request, the current list of members of an MCPTT Group to an authorized user.



	[R-6.4.5-006] The MCPTT Service shall provide, upon request, the current list of members of an MCPTT Group to an authorized MCPTT UE regardless of the MCPTT UE's membership.



4 Proposal

· Adopt the architecture diagram and general approach for group affiliation. Based on this next steps proposed are:
· Provide scenario flows for the architecture consistent with “layers” approach.
· Expand the TS 22.179 requirements analysis to include session-active-policy and related policy.  
· Develop list of TS 22.179 requirements addressed or largely addressed via the policy authorization action “is-affiliated” as proposed in this contribution, along with authorization policy that already exists.
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