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Abstract: This contribution derives from the interoperability requirements between MCPTT systems the rules that shall be followed for the processing of MCPTT registration.
1. Introduction
The interworking specifications between MCPTT applications as defined in TS 22.179 (clause 6.18.2) create architecture requirements to ensure that the registration procedure of a MCPTT User in a partner MCPTT system is properly managed. It shall also ensure that, in the absence of partner MCPTT system linked to the visited PLMN, proper routing of registration is also achieved, provided the existence of the appropriate roaming agreements.
Furthermore, the registration procedure shall also support the requirements for the support of shared and multiple devices as defined in TS 22.179 (clauses 4.5.4, 5.11 and 6.11) and the security requirements for authentication as defined in TS 22.179 (clause 5.13).
2. Analysis of requirements

Registration process in SIP is related to both authentication and management of location database. The requirements below from TS 22.179 are relevant for this procedure.
The conceptual model for shareable MCPTT UEs is that of a pool of UEs, each UE being interchangeable with any other, and users randomly choosing one or more Ues from the pool, each user for his temporary exclusive use. A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User.

[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT Ues concurrently.

[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

[R-6.11-001] The MCPTT Service shall provide a notification to the MCPTT User if the MCPTT User is already logged on to another MCPTT UE.

[R-6.11-002] The MCPTT Service shall provide the mechanisms to allow an MCPTT User to log off remotely from other MCPTT Ues.

[R-6.11-003] The MCPTT shall provide the mechanism to allow an authorized MCPTT User to remotely log off another MCPTT User from an MCPTT UE.

[R-6.18.2-001] An MCPTT Service shall provide mechanisms to allow an MCPTT User to operate in a Partner MCPTT System, subject to authorization from both the Partner and the Primary MCPTT Systems of the MCPTT User.

[R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

The requirements of the clause 5.11are easily verified using the SIP REGISTER procedure, as it allows having several bindings, i.e. Contacts for the same Address of Record and it provides thus a mapping between the address of record which is corresponding to the MCPTT User and the Contact information which is corresponding to the actual instance of UE being used. This split allows managing units which may be shared according to the definition of clause 4.5.4.
The provision of the list of current bindings in the 200 response easily provides the fulfilment of [R-6.11-001].
The further requirements of clause 6.11 are fulfilled by the SIP REGISTER procedure as it allows deregistration to be performed on a binding from a different origin (FROM header corresponding or not to the user whose binding has to be deregistered), subject to the appropriate security limitations.
The SIP REGISTER procedure also provides means for authentication of the MCPTT User as required by [R-5.13-007]. However, the authentication shall be related to MCPTT (User) identities which shall be part of the MCPTT application domain [R-5.13-003].
Thus, either the authentication is performed before the SIP REGISTER procedure, or the 401 triggering the client authentication is originating from the MCPTT application domain.

From the routing point of view, the main requirements are coming from clause 6.18.
When the unit registering is not roaming and when authentication is not done out-of-band, the end point of the registration (starting point of the 401 response providing the challenge information) must be a Registrar in the application domain. In this case this is excluding an architecture where the Registrar is in the operator domain.
However, when the authentication is done out of band, for example through an HTTP transaction with the identity function, the MCPTT client may exchange the “application level” credentials with the MCPTT application in advance to the SIP registration. The identity used then for the SIP registration can then be a User Identity of the SIM, as the actual identity of the user is not revealed by the use of such identity. It may also be an identity managed by the MCPTT application and which is belonging to a pool of IMS authorised identities as those provided for by TS 23.228, Annex U.1.3.2.
When the unit registering is roaming (from the EPS point of view), but there is no partner MCPTT application, it shall remain under the control of its primary MCPTT system and the same conditions for registration apply as the one for a non-roaming unit, with the two options of preliminary out-of-band transaction or not.
When the unit registering is roaming and there exist a partner MCPTT application, the registration shall be routed both through the partner MCPTT application (to have it visible to local partner application and managed by local dispatchers) and through the primary MCPTT application – to allow proper routing of individual calls or individual messages.

If the unit registering has not got a temporary local identity, i.e. a Public Identity in case of IMS use, it implies that local inbound proxy is in the application domain. Otherwise, the REGISTER would be routed to the HOME registrar and would not transit through the partner MCPTT application, thus excluding the use of an operator IMS.
The only case where a proper routing may be achieved in all cases is when the authentication has been done in advance out-of-band and when the result of this transaction between the primary and partner MCPTT applications leads to the allocation to the roaming unit of a temporary identifier in the domain of the UEs managed by the partner MCPTT application, and which is an IMS authorised identity as defined in TS 23.228, Annex U.1.3.2, if required.
3. Conclusion

In order to provide a registration procedure meeting the requirements listed in the beginning of section 2 without constraining the deployment scenarios, it is advisable to always have a preliminary HTTP (HTTPS) transaction with the MCPTT application in order both to authenticate with the actual user identity and to get a public user identity which is a temporary alias allowing potential routing through an operator domain IMS if needed.
The following additions to TR 23.779 are therefore recommended:
*********************START OF CHANGE 1*******************************

4.2
Architectural Requirements
Editor’s note:
This clause will define the architectural requirements based on the normative Stage 1 requirements defined in TS 22.179 [2].

4.2.X
Requirements for user identity management

To allow for confidentiality of user identities in various cases of business relationship as defined in sub-clause 4.2.3, the MCPTT application may provide public user identities to the MCPTT UE, to be used by MCPTT UE for MCPTT services.

The MCPTT application providing the identities may be the primary MCPTT application or a (visited) partner MCPTT application under control of the primary MCPTT application.

This provision is subject to preliminary authentication of the MCPTT user.

************************END OF CHANGE 1*********************************

