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Abstract: This contribution analyzes MCPTT Shared UE support for an MCPTT Service based on PCPS v1.0. The contribution first reviews MCPTT Shared UE examples and numbered requirements of TS 22.179. It then reviews architectural changes to PCPS as an IMS Application and outlines topics and solutions for which further SA6 MCPTT contributions are needed.
1 Introduction

1.1 TS 22.179

TS 22.179 Section 4.5.1 “MCPTT User association to MCPTT UE in on-network mode” outlines three cases applicable to the MCPTT User association with an on-network mode MCPTT Shared UE:

· An MCPTT UE, with credentials of an MCPTT User at the time of connection to the MCPTT Service, is able to authenticate using a specific MCPTT User identity (e.g., via an Identity Management service). After successful user authentication the MCPTT User Profiles are made available to the MCPTT UE for use in both on-network and off-network operation modes.
· An MCPTT UE, without credentials of a specific MCPTT User at the time of connection to the MCPTT Service, proceeds using a default identity associated with the MCPTT UE itself. In this case, the MCPTT Service is capable of assigning a temporary MCPTT User Identity to this MCPTT UE. Some level of authentication might be attempted, and, depending on the results, an appropriate MCPTT User Profile associated with this temporary MCPTT User Identity and with the circumstances of the access is made available to the MCPTT UE for use in both on-network and off-network operation modes.

· The MCPTT Administrator is able to retrieve hardware and software parameters to define specific parameters and attributes (e.g., groups, MCPTT Emergency behavior, priority and QoS attributes) associated with a temporary MCPTT User Identity for operation of the MCPTT UE for use in both on-network and off-network operation modes.
TS 22.179 Section 4.5.4 “Shareable MCPTT UEs and Gateway UEs” provides further details that also inform this contribution:

The conceptual model for shareable MCPTT Ues is that of a pool of Ues, each UE being interchangeable with any other, and users randomly choosing one or more Ues from the pool, each user for his temporary exclusive use. A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User.

This contribution does not consider the “Gateway UE” of Section 4.5.4 in TS 22.179.
1.2 TS 22.179 Numbered Requirements

In concert with the above examples, this contribution is informed by the following numbered requirements of TS 22.179:
[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

[R-6.1-004] The MCPTT Service shall provide mechanisms for an MCPTT Administrator to create, amend, delete, and suspend MCPTT User Profiles.

[R-6.10-001] The MCPTT Service shall be able to dynamically modify one or more pieces of information within the MCPTT User Profile (e.g., the list of MCPTT Groups for which the user has access credentials) while in use by the MCPTT User.

[R-6.10-002] The MCPTT Service shall provide a means by which an MCPTT Administrator designates that new or updated MCPTT User Profiles are to be installed at the MCPTT UE for immediate use by the MCPTT User.

[R-6.10-003] The MCPTT Service shall provide a means by which an MCPTT Administrator designates a particular time and date when new or updated MCPTT User Profiles are to be installed at the MCPTT UE for use by the MCPTT User.

2 Temporary Public Identities and User Profiles
2.1 Public Identities

Section 13 of TS 23.003 specifies the generation of a default Temporary Public User Identity based on a Private User Identity directly stored on, or deterministically generated by, the UE. To briefly review, the Private User Identity is an NAI, which is a basic identifier of Diameter protocol used in IMS. An IMS Registration using a Temporary Public User Identity results in the generation and registration of a Public User Identity, which is then returned to the UE via a “P-Associated-URI” SIP header. The MCPTT UE then uses that Public Identity in SIP Requests until the MCPTT User logs on and authenticates based on an actual identity. 

2.2 Radio and Session Access
An MCPTT UE is not able to access the LTE radio network without being instantiated in the HSS. “UEs out of the box” cannot be used before provisioning occurs in the HSS. On the other hand, HSS provisioning for both mobility access based on MCPTT Shared UE data (at the “link level” from an IETF perspective) and user access based on the Temporary Public User Identity can occur at the same time. Consequently, once an MCPTT Shared UE has radio access, it can also have access to session services based on a Public User Identity generated on the basis of a Temporary Public Identity.  

2.3 Tracking and Modification of User Profiles
Public User Identities generated on the basis of Temporary Public User Identities in IMS Registration are authorized with a partial set of features (TS 22.179: “R-5.13-007”). Based on prevailing circumstances, an MCPTT Administrator or Dispatcher may authorize additional features for the Public User Identity possessing a Shared UE. 

User profiles in the HSS can be modified directly via an application interface to the HSS. In this case, the MCPTT AS can subscribe to changes in User Profiles via the IMS “Sh” interface using Diameter Subscription to Notifications capabilities in accordance with TS 29.328. 

The MCPTT AS can modify user profiles in the HSS via Diameter Update Profile capabilities (RFC 4740, TS 29.328). An MCPTT Administrator or Dispatcher logged into an MCPTT AS is able to retrieve and modify user profile data in the HSS that is associated with a Public User Identities associated with an MCPTT Shared UE.

The MCPTT User may need to be released and rejoined to on-going PTT sessions for newly added features to become operational. The reason for this is that Diameter protocol messages operate independently of SIP Sessions in the S-CSCF.  
Example: in the case of a group PTT session, if the dispatcher adds authorized features to a MCPTT User who has not authenticated using their own credentials, the dispatcher may need to release and then rejoin the MCPTT User to the group PTT session. After being rejoined, the MCPTT User can use the additional features. The release and rejoin did not require active involvement of the MCPTT User on the Shared UE, e.g., inputting control. 

2.4 PCPS Contribution Planning
IMS Registration of a Temporary Public User Identity and the generation of Public User Identities is external to PCPS. 
Current PCPS specification do not have requirements for the modification and tracking of changes to user profiles in the HSS. As outlined above, to support such requirements, the PCPS architecture needs to add an IMS “Sh” interface to the PCPS Server to enable a PCPS Server as an MCPTT AS to utilize Diameter protocol to modify, track, etc., profiles in the HSS.
The addition of features to a user may require the release and rejoin of the user from on-going PTT sessions in order for the additional features take effect in the S-CSCF. That release and rejoin could be automated into PCPS Dispatcher functionality with PCPS Server (MCPTT AS) along with Dispatcher functionality to add such features.
3 Application Configuration Data and XDM

3.1 OMA Applications and XML Documents
OMA Application configuration data is kept in XML Documents. This includes PCPS v1.0, SIP/SIMPLE Presence, Location, and Converged Address Book (CAB), the latter for which there are two versions with differing data sync protocols. 
The XML document system in OMA is referred to a “XDM”. XDM is an evolution based on IETF XCAP and related IETF specifications. 

The MCPTT UE uses its local XDM Client to subscribe to document changes in XDM Documents, or to notifications that the XDM Document has changed, and then retrieve the entire XDM Document. The same works UE to the AS: The XDM Client on the UE makes changes to its XDM Documents. The MCPTT AS subscribes to those changes and receives them. Requirements in TS 22.179 that refer to the MCPTT Service installing, modifying, etc., MCPTT User Profiles into the MCPTT UE while they are dynamically in use likely are addressed via XDM mechanisms.  
There are general requirements beyond MCPTT Shared UE regards aliases: XDM supports aliases. 
General XDM mechanisms are not specific to the Shared UE. There may be XML data types (i.e., requiring XML Schema matter) specific to an MCPTT Shared UE with a Public User Identity generated in IMS Registration based on a Temporary Public User Identity. 
There is the question of the authentication data and mechanism to access an XDM Document tree for the case of Public User Identity generated from IMS Registration with a Temporary Public User Identity. 
The MCPTT Share UE change of identity after the user authenticates with their own credentials results in an XDM Document tree associated with that identity, not the previous temporary one. One expects that when the Public User Identity associated with the IMS Registration of that temporary identity ceases to exist, so does any data the XDM Document tree.  

As an aside, XDM 2.1 and later include mechanisms to efficiently “catch-up” data in the event the UE is moved out of radio coverage, and XDM subscriptions need to be restarted. Technically, such “catch up” allows the XDM Client on the UE to only need change notifications back to the point the subscription was lost, e.g., due to being out of radio coverage.
3.2 PCPS Contribution Planning
XDM Clients on the “PCPS Client” and “PCPS Server” and associated interface exist in the PCPS architecture. Entities like an aggregation proxy and so forth appearing in 3GPP TS likewise exist in PCPS v1.0, defined via references to XDM specifications. 

PCPS inherits XML schemas from the XDM application and builds upon that. XDM base schemas used in PCPS are user profiles, group documents, policies, access permissions, and resource lists. 

PCPS v1.0 XML schemas would be the logical starting points towards the specification of MCPTT XML schemas. An MCPTT “XDM Document Management” overview section needs to be created that outlines the kinds of data and operations that are needed. Generally, a triage of PCPS XML Schemas against TS 22.179 features requirements likely would produce an initial delta of PCPS vs MCPTT.
The XDM Document tree of a given user is identified (addressed) based on the Public User Identity. Unlike the XDM Document tree associated with a real actual Public User Identity, it not clear any kind of persistence should exist for the temporary one after the associated Public User Identity is de-registered in IMS.  
There is an assumption that the UE itself has sufficient security to perform an IMS Registration based on the Temporary Public User Identity.  Similarly, there is an assumption that authentication mechanisms with data exists on the Shared UE to allow access to XDM. Intuitively, the Shared UE uses the same Public User Identity to identify itself to the XDM System that it received in the “P-Associated-URI” SIP header.
Therefore, when a temporary user authenticates using their own credentials, they now access a persistent XDM Document tree associated with their Public User Identity.  However, an MCPTT User may not appreciate data entered in a XDM Document tree associated with a (temporary) Public User Identity to be lost because they authenticated using their own credentials. They may prefer a choice of what to keep or to be merged into their existing, persistent data. 
Therefore, a capability related to the MCPTT Shared UE would be the migration of data in the XDM Document tree of the temporary Public User Identity to the XDM Document tree associated with the identity for which the user authenticated using their own credentials. Likewise there is XDM Document creation and destruction associated with the Public User Identity associated with the IMS Registration of the Temporary Public User Identity, and its later de-registration.
Furthermore, data conflicts may arise during or as a result of the migration of XDM data from a temporary tree to the persistent one associated with their actual identity. Therefore, attention is needed as to how that data is merged, or at least, is kept separate. It is quite similar to merging address book “contact cards” that arrive from different sources with conflicted information. To the extent the Application Server is able to provide hints to a merge or reasonable choices to the user, OMA XDM defines protocol hooks to convey such hints or choices to the user.
In the foregoing discussion regarding migration of data between XDM Document trees, there was an implicit assumption that some XDM Client is able to access the XDM Document trees of both temporary and persistent Public User Identities. Intuitively, we like that to be the XDM Client of the MCPTT AS. A Stage 2 specification issue is to work through intra, confederated, and other interdomain scenarios.
4 Change of MCPTT User Identity
4.1 Review
The MCPTT User of a Shared UE can authenticate using their own credentials at any time. According to TS 22.179 Section 4.5.4, an MCPTT User authenticating with their own identity and credential results in the underlying MCPTT UE signing-off the previous MCPTT User Identity. Intuitively, it means de-registering that previous Pubic User Identity in IMS. A change in the MCPTT User identity is visible at the signaling level, e.g., SIP headers.  
4.2 SIP Security

An interesting question is the insertion of a small but finite delay for the MCPTT UE to IMS de-register the MCPTT User that had been generated during the IMS Registration based on a Temporary Public User Identity.  In particular, a non-zero latency would allow MCPTT UE session logic to change the user identity, i.e., which is visible in SIP headers. Mechanisms exist to directly promulgate, or at least assist, the replacement of the user identity in an existing session with a different user identity. Examples are: RFC 4916 (“Connected Identity”) and RFC 7044 (“History-Info”). Note that RFC 4916 assumes RFC 4474 (“Authenticated Identity Management”). 
Furthermore, in the period of time since PoC v2.1 was published, the IETF published “self-signed certificates as a SIP Service”. This may be relevant for an MCPTT based on PCPS v1.0. Starting point references in IETF are RFC 6072, RFC 5922, and RFC 6125 Annex B.9 “SIP”. 
4.3 PCPS Contribution Planning
SIP Security mechanisms were cited in the previous section serve to replace a user identity with another one in an existing session prior to the MCPTT UE de-registering the first being “signed-off”. 

None of the SIP Security mechanisms cited above currently exist in PCPS in the sense they are part of the specification. PoC, and therefore, PCPS, remanded SIP Security back to 3GPP.  PCPS specifications for MCPTT would benefit from a technical review of SIP Security; e.g., to walk through details such as the replacement of the identity in an existing on-going session with a different identity. Furthermore, SIP Security such as the Self-Signed Certificate Service mentioned above likewise should be reviewed for possible applicability in MCPTT. 
5 Device Management

5.1 Introduction

In OMA, the Device Management (DM) Application provides a mechanism to configure devices prior to devices gaining access to a given OMA Application. The DM Managed Object serves to provide basic configuration data necessary to access and execute the OMA Application on the device side.,

PCPS v1.0 defines a DM Managed Object. Example data types therein: “SIP Conference Factory URI”, floor control timers, group maximum participant counts, etc. The PCPS v1.0 Managed Object is the logical starting base for MCPTT. 

There are numerous DM Managed Objects defined likely applicable for MCPTT. For example, 3GPP has defined DM Managed Objects for IMS and ProSE, and in OMA, there is a DM Managed Object for “DiagVoLTE”. 

5.2 MCPTT Shared UE and DM Managed Object

As PCPS does not support a “Shared UE”, an obvious enhancement to the PCPS v1.0 DM Managed object for MCPTT Application would be the definition of a Boolean “Shared UE” variable for which “true” means the UE is permitted to function as an MCPTT Shared UE. 

Priority data of RFC 4412 (“Communications Resource Priority”) relevant to MCPTT already exists in the PCPS v1.0 DM Managed Object and in the main Technical Specifications.
There is a SIP Factory Conference URI in the Managed Object of the MCPTT Shared UE that is inherently bound to temporary Public User Identity.  It is bound because the MCPTT Shared UE uses that to construct SIP Requests, for example. 

5.3 PCPS Contribution Planning
Brief technical background: 

· DM Managed Objects instances are XML Document instances that adhere to XML Schemas expressed in DTD syntax and are consistent with the DM Application. 
· XDM Documents are XML Document instances that adhere to W3C XML Language syntax and that are consistent with the XDM Application.

· PCPS v1.0 and PoC v2.1 DM Managed Object Schemas are virtually identical. 

For purposes of MCPTT based on PCPS v1.0, a revision to the PCPS v1.0 DM Managed Object would be necessary. A “Shared UE” Boolean variable was discussed above as one example of such an enhancement.  
There will be many cases in which a “real” MCPTT User can use the same SIP Factory Conference URI as the one of the temporary Public User after authenticating with their own user credentials.
When that happens, i.e., the SIP Factory Conference URI in the DM Managed Object remains unchanged, and SIP Requests route to the same (logical) PF PoC Server; this is typically handy in terms of ongoing SIP Sessions and other activties. It will likely be the case when the MCPTT Users and MCPTT Shared UE belong to the same domain or confederated set of domains.  
If a SIP Factory Conference URI must change, Device Management can change it. The SIP Factory Conference URIs are “variables” in the DM Managed Object of the MCPTT Shared UE. In addition to the SIP Factory Conference URI, there are other base URIs in PCPS that are applicable to MCPTT, such as for XDM. 
Detailed stage 2 scenarios would be important to explore applicable cases. 
6 Summary and Further Details
IMS provides the required functional building blocks and interfaces for an MCPTT AS to support the “MCPTT Shared UE”. 
PCPS v1.0 does not support the “Shared UE” because TS 22.179 did not exist in the time frame of PoC v2.1, which is the basis of PCPS v1.0. In addition, the PCPS Charter in OMA did not include tracking TS 22.179 as it was being written. Therefore, this contribution outlines an initial direction for SA6 contributions to enhance PCPS v1.0 to support the MCPTT Shared UE in accordance with TS 22.179. 
The following tables summarize discussions above and provide additional technical details at the level of the PCPS v1.0 architecture and technical specifications.  

In actual PCPS v1.0 specifications, the vast number of instances in the text refer to “PoC Client”, not “PCPS Client”.  Likewise, the vast and overwhelming instances refer to “PoC Server”, not “PCPS Server”.  Therefore, the term PoC Server is used rather than PCPS Server. PoC, and therefore PCPS, does not typically consider the UE per se, and so the term “MCPTT Share UE” is used.
In keeping with PCPS v1.0, when referring to the specification itself, the term “PCPS V1.0” is used. 
6.1 Identity and Authorized Features
	Identity and Authorized Features
	Summary and Details

	Registration based on Temporary Public User Identity
	· Modify PoC Client registration specification to reflect technical discussion outlined in Section 2.1 “Public Identities”.  
· PoC Client uses the Public User Identity of IMS Registration returned in a “P-Associated-URI” SIP header as an “authenticated PoC (Client) address”. 

· Define MCPTT feature tags to be registered for purposes of the MCPTT Shared UE.

· PCPS normative references include 3GPP TS references outlined in Section 2.1 “Public Identities”. 

· Private User Identity actually exists in the PCPS v1.0 System Document, which is a Stage 2 like specification. However, it is not included in PCPS v1.0 detailed Stage 3 TS, such as the Control Plane TS.

	Support for “Out of Box UE”
	· The HSS is simultaneously provisioned for both radio mobility and IMS user access according to identity information in the MCPTT UE.  

	Tracking Profile and Authorizing Additional Features for MCPTT User with Shared UE that has not authenticated with their own credentials.
	· Add the IMS Sh interface to the PoC Server.

· PoC Server Review:

· There are two kinds of PoC Servers: Participating Function (PF) and Controlling Function (CF). 

· The CF PoC Server performs the conference focus in the sense of RFC 4579 “SIP Call Control Conferencing”.

· The Sh interface applies to a PF PoC Server of the PoC User, i.e., of the PoC User with the MCPTT Shared UE that IMS Registered using the Temporary Public User Identity.
· SIP Conference Factory URIs configured into the Device Management “Managed Object” of an MCPTT Shared UE point to a (logical) PF PoC Server. 
· The PF PC Server uses Diameter commands on the Sh interface to authorize additional features and track features authorized directly into the HSS:
· Diameter Update Profile

· Diameter Subscription to Notifications

· Changes in authorized features for an MCPTT User with an MCPTT Shared UE may not take effect for on-going PoC Sessions. 

· It may be useful for a PoC Dispatcher to release and rejoin an MCPTT User that has had additional features authorized. This allows an S-CSCF to acquire the new feature set that can be used on new sessions. 
· The “Dispatcher” capability in the PCPS v1.0 specification already handles various release and join functionality.

· PTT release policies may cause a MCPT Session to be released if certain participants release and return. 


6.2 Application Configuration Data and XDM
	Application Configuration Data and XDM
	Summary and Details

	MCPTT Application XML Schemas
	· Derive XML Schemas for MCPTT XDM User Profiles starting from PoC XDM Document Schemas in PCPS v1.0, and in a new XML namespaces. This should maintain backward compatibility with PoC in OMA. 

	Accessing temporary XDM Document tree
	· Security mechanisms and vectors are derived within the MCPTT Shared UE to enable IMS Registration using the Temporary Public User Identity. 
· Similar security should be used to support XDM Document Access. It is likely the details exist.
· OMA applications such as Presence, Converged Address Book, and Location have XDM Documents applicable to a temporary MCPTT User with an MCPTT Shared UE pose essentially the same questions.

	Using XDM  to inform a PoC Client resident on an MCPTT Shared UE of authorized MCPTT Service features

Using XDM to retrieve MCPTT Service parameters, etc., from a PoC Client resident on an MCPTT Shared UE 
	· Review

· PoC Clients and Servers have XDM Clients that enable data to be created, modified, deleted, etc. 

· Subscription to changes allow change tracking.  
· If data change tracking subscriptions are lost due to an MCPTT Shared UE being out of radio coverage, XDM has optimizations involving “etags” to effect an efficient catch-up. 
· When a PoC Dispatcher or Administrator authorizes additional features for the PoC User, that associated PF PoC Server updates the PoC User’s XDM Document. The XDM Client on the MCPTT Shared UE will then receive the update and its behavior changes accordingly.

· It is important to establish key scenarios in the MCPTT Stage 2.

	XDM and Change of Identity due to MCPTT User registering with their own credentials
	· When an MCPTT User with an MCPTT Shared UE registers in IMS based on the UE “Temporary Public User Identity”, there is a default XDM URI in the Device Management “Managed Object” on the UE that points to an XDM Document tree for that temporary MCPTT User. 

· There is a persistent XDM Document tree for a “real” MCPTT User who authenticates with their own credentials. 

· The change Public User identity implies a change in XDM Document trees. 

· Requirement summary 

· The XDM Data of a temporary MCPTT User is temporary because (e.g.,) on a later shift that day a different MCPTT User uses the same shared UE.

· When de-registered, the associated temporary XDM Document tree needs to be deleted. Otherwise, MCPTT Users may unintentionally convey data across levels of authority, or other issues may arise. 
· As outlined above, a particular PF PoC Server is associated with that temporary MCPTT User and the MCPTT Shared UE. 

· The service registration event should trigger the relevant PF PoC Server to instantiate an XDM Document tree for that temporary MCPTT User with MCPTT Shared UE.  

· De-registration of that temporary user causes the temporary XDM Document tree to be deleted. 

· XDM protocol machinery exists to aid the merger of relevant data from a temporary XDM Document tree to a persistent one of the “real” MCPTT User. 
· An alternative approach may be to copy relevant parts of a temporary XDM Document tree into the MCPTT User’s persistent XDM Document tree.
· XDM addresses the case of a trusted network agent on an OMA Application (IMS AS) accessing XDM Document tree data within a domain or set of confederated domains.  This would apply to merging, copying, etc., XDM Document tree data between a temporary and persistent version of the same MCPTT User on an MCPTT Shared UE. Stage 2 scenarios would be important for domain cases not included above.


6.3 Change of MCPTT User Identity
	Change of MCPTT User Identity
	Summary and Details

	Replacing temporary MCPTT User Identity with persistent MCPTT User Identity on existing, on-going MCPTT Session
	· The topic of enabling an MCPTT Shared UE to replace its identity on an on-going MCPTT Session was explored in Section 4.1 “Review”:
· RFC 4916 (“Connected Identity”) and RFC 7044 (“History-Info”); and, 
· RFC 4474 (“Authenticated Identity Management”).

· Releasing and rejoining is not the same as continuous participation via replacement of identity.  

· An MCPTT User may drop off and rejoin the same MCPTT Session with the new Public User Identity. 
· Release policies may mandate that a certain participant leaving the session forces the release of the entire “MCPTT Session”, which can impact a larger set of MCPTT Users. 

· A “replaced identity” implies continuous participation; it does not trigger release policies because the semantics are that the replaced identity is identically the same user.

	General SIP Security review
	· Various SIP Security mechanisms are outlined in Section 4.2 “SIP Security”. These are provided as input towards a comprehensive SIP Security review for PCPS v1.0 in the MCPTT Service. 


6.4 Device Management
	Device Management
	Summary and Details

	MCPTT DM “Managed Object”
	· The discussion in Section 5.2 “MCPTT Shared UE and DM Managed Object” outlined the current PCPS v1.0 DM Managed Object as a starting base for an MCPTT DM Managed Object. 

· New variables for the MCPTT Shared UE are required, but it should work in an additive fashion to what is already there.

	Factory Conference URIs and Change in MCPTT User Identity
	· Detailed stage 2 scenario flows would be helpful to confirm SIP Factory Conference URIs with respect to the change in identity due to an MCPTT user authenticating with their own credentials.

· Cases where the underlying SIP Factor Conference URI cannot be the same before and after a change in identity should be delineated. 
· OMA Applications such as Presence, Location and CAB also have URIs configured in DM “Managed Objects” and similar implications apply regards MCPTT Shared UE.



