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Abstract: This contribution is to prose Layer 3 based UE-to-Network Relay based on the analysing of the nessary to support MCPTT proxy in relay UE. 
1. Introduction
In the current version of MCPTT TR, the Layer-7 relay (ALG based) based solution is provided for supporting NMO-R mode MCPTT communication. 
However, a simpler solution that UE-network relay just provide purely layer 3 IP router function should be preferred if it can work. 
This contribution is to analyze if it is necessary that UE-network relay provide additional functions like an MCPTT proxy in addition to Layer 3 IP router.
2. Discussion 
According to the section 5.3.1 of the TR 23.779, the description about ALG is as a following: 
-	The ProSe UE-Network Relay further includes an MCPTT-specific Application Level Gateway (ALG) function referred to as MCPTT proxy including the following functionality:
-	SIP Back-to-Back User Agent (B2BUA) in the signalling path.
-	Network Address Translator (NAT) and/or RTP/RTCP convertor in the user plane.
-	Support for a SIP-based interface GC1-bis towards the Remote UE (UE-1).
-	Capability to provide access to Remote UEs to the IMS/SIP network based on successful access level authentication, i.e. by acting as a trusted node towards the IMS/SIP, similar to the operation of Trusted Node Authentication (TNA; see TS 33.203 [7]). This includes the capability to multiplex SIP signalling messages stemming from multiple Remote UEs on the same Gm transport.
-	The ProSe UE-Network Relay (including the MCPTT proxy) is an ALG relay (or "layer-7 relay"). The MCPTT proxy being on the SIP signalling path between the Remote UE and the MCPTT server, the MCPTT proxy is able to monitor and/or modify the SIP signalling messages, as well as perform authorisation on per MCPTT group or per user basis. In the user plane the MCPTT proxy is able to decouple the data delivery formats used on Uu and on PC5.
In the following, the necessary of above functionalities related to the application layer MCPTT proxy will be analysed one by one:
1) About Trusted Node Authentication. 
There are mainly two possible functions of TNA. a) One is for authentication of remote UE by TNA mechanism.  b) Anther one is to blocks all traffic other than SIP signalling stemming from UE-1. 
According to TNA mechanism defined in TS 33.203, the MCPTT proxy as a trusted mode firstly authenticates the UE and then performs SIP registration and authentication function to IMS network on behalf of UE. However, the security mechanism over PC5 can make sure that the message is from a legal UE-1, it is not necessary for relay UE to have another application layer authentication. 
The function to perform SIP registration and authentication on behalf UE is not needed either, since the remote UE and MCPTT server (or IMS) should perform E2E authentication as figure 1 shows. In this solution (showed in figure 1), MCPTT AS (IMS) do not need to differentiate UEs who in coverage and UEs who out of coverage. So this mechanism should be preferred. 
Another motivation of TNA supporting to block all traffics other than SIP signalling stemming from UE-1 is not necessary either. This function can be replaced by mechanism over PC5. For example, Relay Discovery Among a group member only mechanism can make sure that relay only authorized the PC5 connection for specific MCPTT group. 
So from above, it can be concluded the TNA function of MCPTT proxy is not a necessary function.



              Figure 1   Registration and Authentication procedure of UE1
2) Another two functions (SIP Back-to-Back User Agent (B2BUA) in the signalling path, and SIP-based interface GC1-bis) are introduced mainly because of relay UE work as SIP relay.
However, if there no any clear requirement to introduce such a SIP relay function between UE and MCPTT AS, all these functions are unnecessary. 
As all SIP signalling will be encrypted and integrity-protected by using the keys which are generated from authentication procedure between remote UE and MCPTT AS/IMS (assuming ISIM based AKA), all SIP signalling between remote UE and MCPTT AS/IMS is invisible to the relay UE after activating security mode. So the only SIP signalling that MCPTT proxy is able to monitor and/or modify is SIP register and authentication signalling (all signalling in step 4 of figure 1). These signalling can be forwarded transparently to/from remote UE by the relay UE, not necessary for relay UE to modify and/or modify any information. 
So from above, it can be concluded the function of MCPTT proxy is not necessary either.

3. Proposal  
According to section 2, it seems that Layer 3 based UE-to-Network relay is enough for MCPTT NMO-R communication. So it proposes to add the Layer 3 based solution in the TR.
So please SA6 to agree the following P-CR: 
***********************************Begin of change******************************
[bookmark: _Toc405100687]
[bookmark: _Toc405100662]5.x	Solution x: Relay for MCPTT NMO-R 
5.x.1	Functional Description
The solution described in this clause assumes that basic Network Mode Operation (NMO) is supported with a centralised MCPTT server, as illustrated in Figure 5.3.1-1 (the nodes that are not expected to be impacted by MCPTT are hidden under a yellowish rectangle).


Figure 5.x.1-1: High level architecture view for MCPTT NMO and MCPTT NMO-R
The following assumptions apply for UEs that are directly connected to the network (e.g. UE-2 in Figure 5.x.1-1):
-	UEs are provided access to the MCPTT service by communicating with the MCPTT server via GC1. This operation is referred to as MCPTT Network Mode Operation (MCPTT NMO).
-	The MCPTT server is a specific instantiation of the generic GCSE application server described in TS 23.468 [3].
-	GC1 is based on the SIP protocol for session control. Additional protocols may be used for centralised floor control or for UE configuration.
-	The MCPTT service may be provided as IMS service or non-IMS (but SIP-based) service.
-	When provided via the IMS, the MCPTT server is an IMS Application Server (AS).
-	The MCPTT server performs control of SIP sessions (establishment, release, etc.) as well as centralised floor control for MCPTT.
In reference to Figure 5.3.1-1, UE-1 is out of network coverage, but within the transmission range of a ProSe UE-Network Relay (UE-R). UE-1 obtains MCPTT service via the relay (UE-R). This operation is referred to as Network Mode Operation via Relay (MCPTT NMO-R).
The solution for MCPTT NMO-R described in this clause has the following salient features:
-	MCPTT NMO-R, similar to MCPTT NMO, relies on a centralised architecture where the MCPTT service is provided via the MCPTT server residing in the network.
-	The ProSe UE-Network Relay (in absence of the MCPTT proxy) is a layer-3 relay (i.e. an IP router). It provides basic IP connectivity to the Remote UE (UE-1).
NOTE 1:	The PC5 aspects (e.g. relay discovery, PC5-layer authentication, layer-2 link establishment over PC5, IP address/prefix assignment) of the Relay are described in TR 23.713 [6]. The present document focuses primarily on GC1 aspects.
Editor’s note:	It is FFS if there is necessary requirement to implement more function than a layer 3 relay, e.g. MCPTT proxy to be able to monitor and read SIP signalling message..
Editor’s note : Relay discovery among a group member only mechanism to perform authorization on per group or per user basis is defined in SA2.
5.x.2	Procedures
5.x.2.1	General
The following procedures are described with call flows:
-	Registration for MCPTT service: describes how a Remote UE registers for MCPTT service with the MCPTT server. In the process the Remote UE mutually authenticates with the network and agrees common key material.
-	Establishment of MCPTT session: describes how a Remote UE establishes an MCPTT session, how MCPTT server may switch between unicast and multicast delivery over Uu and how Relay UE may switch between unicast and multicast delivery over PC5. Despite being on the SIP signalling path, the Relay UE is not able to eavesdrop on user data for MCPTT groups that it is not affiliated with.
5.x.2.2	Registration for MCPTT service
Depicted in Figure 5.3.2.2-1 is the call flow where Remote UE registers for MCPTT service via an MCPTT proxy. When the MCPTT service is provided via the IMS, Figure 5.3.2.2-1 also includes a P-CSCF (not shown for simplicity).


Figure 5.X.2.2-1: Registration for MCPTT service via lay3 relay 
1.	The ProSe UE-Network Relay performs initial E-UTRAN Attach (if not already attached) and/or establishes a PDN connection for relaying (if no appropriate PDN connection for this relaying exists). In case of IPv6, the ProSe UE-Network Relay obtains IPv6 prefix via prefix delegation function from the network as defined in TS 23.401 [7]
2.	The Remote UE (UE-1) performs ProSe UE-Network Relay discovery over PC5 and establishes a secure layer-2 link with the Relay (UE-R) over PC5. As part of this process the Remote UE is mutually authenticated at PC5 layer with either the Relay or with the network (depending on the SA3 decision for security). In the process UE-1 is also assigned an IP address/prefix by the Relay.
NOTE 1:	Step 2 is described in TR 23.713 [6].
NOTE 2: Relay discovery among a group member only mechanism to perform authorization on per group or per user basis is defined in SA2.
3:	From this point on the relay inserts an NAT (IP router) function .UE-R transparently forwards all the signalling and data above IP layer.
4.0 UE-1 may need to get the IP address P-SCSF from UE-R over PC5 in case of IMS.
Editor note: It is FFS how UE-1 can get the address of MCPTT AS, if non-IMS is support. 
4.1	UE-1 initiates registration for MCPTT service by sending a SIP REGISTER message over PC5.
4.2.The relay forwards the SIP REGISTER message over the PDN connection for relaying.
4.3~4.9.	The Remote UE’s user (UE-1’s user) and the network mutually authenticate and agree common key material. Note that the HSS may or may not be involved in this step, depending on the ownership of the application-level profile of the Remote UE’s user.
4.10~4.11.	The SIP 200 OK message completes the UE-1 registration for MCPTT service.
9.	At this point the authentication of the Remote UE’s user with the network is complete and a secure association (SA-1) is established between UE-1 and the P-CSCF (or the MCPTT server). 
5.x.2.3	Establishment of MCPTT session
Depicted in Figure 5.3.2.3-1 is the call flow where Remote UE requests establishment of MCPTT session (e.g. joining an MCPTT group). When the MCPTT service is provided via the IMS, Figure 5.3.2.3-1 also includes a P-CSCF (not shown for simplicity).

Figure 5.X.2.3-1: Establishment of MCPTT session
0.	At the beginning of this call flow UE-1 has an established secure association with the network as described in clause 5.3.2.2.
1.	In order to join an MCPTT group, UE-1 sends a SIP INVITE (MCPTT Group ID) message. MCPTT Group ID is a SIP URI that uniquely identifies a group of MCPTT users (e.g. fire.brigade75@firstresponder.com).
 Notes: SIP invite message may contain E-UTRAN Cell ID which is required from relay UE according to the mechanism defined section 7.2.2.3 of TR23.713. 
2.	PC5 layer security is initiated..
3  The UE-R is not able to inspect the SIP INVITE message and just transparently forwards it towards the MCPTT server.
Note: Relay check whether it is authorised for acting as a relay for the requested MCPTT group ID by the relay discovery over PC5.
4.	The MCPTT server accepts the request by sending a SIP 200 OK message towards UE-1.
5a.	Based on the number of UEs in the cell, the MCPTT server requests establishment of an eMBMS bearer in the cell.
5b.	 The MCPTT server sends a SIP INFO message to every Remote UE or in coverage UE that has established a session for the requested MCPTT group ID. The SIP INFO message sent to the Remote UEs may contain the associated eMBMS master session key used for encryption of data payload sent over the eMBMS bearer. The master session key is conveyed to the Remote UE encrypted, so that the Relay UE is unable to utilise it.
5c.	The SIP INFO message is forwarded to the Remote UE. 
5d ~5e. Remote UE sent the 200 ok messages, which is forward by relay UE to MCPTT server.
6a. The remote UE sends to the relay UE-R a TMGI Monitoring Request (TMGI) where TMGI is the value obtained at step 5.
6b. At this point, UE-R can decide has the choice of using unicast or multicast on PC5. And it will send the PC5 bear info (Prose layer- 2 group ID for multicast or unicast) in the Monitoring Response message.
7.	At this point the Relay UE may tune to the eMBMS bearer, but it will not be able to decrypt the user data sent on the eMBMS bearer if it is not part of the MCPTT group.
8.	The Remote UE is prepared to receive data associated with the MCPTT group identified by Group ID which may be delivered over PC5 in either unicast mode or in multicast mode using the ProSe Layer-2 Group ID signalled in step 6e.
5.X.3	Impact on Existing Entities and Interfaces
System-level considerations:
-	PC5 needs to be enhanced as part of Rel-13 work item eProSe-Ext to support the following (also refer to step 2 in Figure 5.x.2.2-1):
-	Relay discovery mechanism to support relay UE to check if whether it is authorised for acting as a relay for the requested MCPTT group ID.
-	One-to-one communication (including PC5-level mutual authentication between the Remote UE and the Relay UE, as well as IP address assignment).
-	One-to-many communication over PC5 defined in Rel-12 is needed to support multicast delivery over PC5.
IMS-level considerations:
-	Gm needs to be enhanced to support multiplexing of SIP signalling messages stemming from multiple Remote UEs on the same Gm transport.
-	The procedure for mutual authentication between Remote UE and MCPTT server (or P-CSCF) needs to be defined by SA3.
5.x.4	Solution Evaluation
Editor’s note:	The fulfilment of requirements in clause 4.2 will be evaluated.
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