
3GPP TSG-SA WG6 adhoc on CAPIF and FRMCS
S6a170359
Sophia Antipolis, France, 4th – 7th September 2017
(revision of S6a170259, 303)
Source:
Huawei, Hisilicon
Title:
Proposal for resolving EN on representing API provider functions in deployment model
Spec:
3GPP TR 23.722 0.3.0
Agenda item:
4.5
Document for:
Approval
Contact:
Niranth (namogh@huawei.com)
1. Introduction
This contribution provides a proposal for resolving editor's note on representing API provider functions in deployment model.
2. Reason for Change
The CAPIF architectural model is specified as follows 
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It includes the API provider functions which have in addition to AEF, an API publishing function.
The deployment models currently only show the AEFs. So, an editor's note was added in subclause 7.1.1.1.2 as below:

	Editor's Note:
The impact of API provider functions on the deployment options in subclause 7.1.1.1.3 is FFS.


It is now required to update the deployment models. 

In centralized deployment, all API provider functions and CAPIF core functions can be co-located.

In distributed deployment, there can be one or several instances of AEFs of the API provider functions and can have only one instance of the API publishing function.

It is proposed to enhance the deployment models with the above perspective and delete the editor's note.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.1.1.1.4
Deployment options
7.1.1.1.4.1
General

The CAPIF deployments in centralized and distributed models are described in subclause 7.1.1.1.4.2 and subclause 7.1.1.1.4.3. The CAPIF deployment models shown are not exhaustive and do not provide the representation for the following API provider functions:

-
API publishing function; and

-
API management function.
The above API provider functions can be further deployed in centralized and distributed manner as determined by the PLMN operator.
7.1.1.1.4.2
Option 1 – Centralized deployment

The CAPIF can be deployed centrally as illustrated in the figure 7.1.1.1.4.2-1.
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Figure 7.1.1.1.4. 2-1: Centralized deployment of CAPIF

In centralized deployment, the CAPIF core functions and the API exposing function are co-located. The API invoker can interact independently with the CAPIF core functions and the API exposing function including the service APIs. The CAPIF appears as a gateway for all API invoker interactions. The API invoker obtains the service API information and its entry point details from the CAPIF core functions via CAPIF-1. The service communication point of entry for the service API is the API exposing function which also applies any access control or policy control to the internal interactions between the API invoker and the service API in coordination with the CAPIF core functions.

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

7.1.1.1.4.3
Option 2 – Distributed deployment
The CAPIF can be deployed in a distributed manner illustrated in the figure 7.1.1.1.4.3-1.
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Figure 7.1.1.1.4.3-1: Distributed deployment of the CAPIF

The API invoker can interact independently with the CAPIF core functions and the API exposing function including the service APIs. In this deployment, API exposing function appears as an agent for all service API invocations from the API invoker. The API invoker obtains the service API information and its entry point details from the CAPIF core functions via CAPIF-1 interface. The first point of entry for the service API is the API exposing function during API invocation. The API exposing function acts as agent for service API applying any access control or policy control to the interactions between the API invoker and the service API in coordination with the CAPIF core functions via CAPIF-3 interface.

The CAPIF can be deployed by splitting the functionality of the API exposing function among multiple API exposing function entities, of which one acts as the entry point. The CAPIF deployment with cascading API exposing functions is as illustrated in the figure 7.1.1.1.4.3-2.
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Figure 7.1.1.1.4.3-2: Distributed deployment of the CAPIF with cascading API exposing functions
In this deployment option, the API exposing function can have several instances like AEF-1, AEF-2 and AEF-3 which can be assigned with different roles. The roles for each API exposing function are decided by the operator. In this illustration, the API exposing functions AEF-2 and AEF-3 provide service APIs for service X and service Y respectively. The API exposing function AEF-1 provides the service communication entry point to the service APIs for service X APIs and service Y APIs. The API exposing function AEF-1 for instance can hide the topology of service X APIs and service Y APIs from the API invoker. The API exposing function AEF-1 also applies any access control or policy control to the interactions between the API invoker and service X APIs and between the API invoker and service Y APIs, in coordination with the CAPIF core functions using CAPIF-3. 

The CAPIF core functions and the API exposing function AEF-1 can be co-located. The API invoker interacts with the CAPIF core functions via CAPIF-1. The API invoker interacts with service (X&Y) APIs on API exposing function AEF-1 via CAPIF-2. The API exposing function AEF-1 forwards the invocation of the service X API or service Y API from the API invoker to the API exposing functions AEF-2 or AEF-3 respectively via CAPIF-2. The API messages are forwarded via CAPIF-2 in the interactions between API exposing functions. The API invoker cannot directly interact with service X APIs and service Y APIs provided by API exposing functions AEF-2 and AEF-3 respectively.

Different splits of responsibility are possible. In another example illustrated in figure 7.1.1.1.3.3-3, the API exposing function AEF-1 could provide topology hiding for API exposing functions AEF-2 and AEF-3, plus access control for AEF-3. The API exposing function AEF-2 would provide its own access control, interacting with the CAPIF core functions via CAPIF-3.

 
[image: image6.emf]API invoker

API exposing function

(AEF-1)

CAPIF core functions

CAPIF-1

CAPIF-3

CAPIF-2

CAPIF-2

API exposing function

(AEF-2)

Service X APIs

API exposing function

(AEF-3)

Service Y APIs

CAPIF APIs

CAPIF-3

Service (X&Y) APIs

Service (X&Y) APIs

CAPIF-2


Figure 7.1.1.1.4.3-3: Another example of distributed deployment of the CAPIF with cascading API exposing functions

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

* * * Next Change * * * *

7.1.1.1.2
Architectural Model

Figure 7.1.1.1.2-1 shows the architectural model for the CAPIF which allows API invokers inside the PLMN trust domain and outside the PLMN trust domain to access the service APIs.
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Figure 7.1.1.1.2-1: High level functional architecture for the CAPIF
Editor's Note:
How to depict the functions related to CAPIF core functions is FFS.

Editor's Note: How to depict the API management relationship with CAPIF in figure 7.1.1.2-1 is FFS.
The CAPIF consists of an API provider functions and the CAPIF core functions. The CAPIF core functions  support the API invokers to access the service APIs. The CAPIF core functions consists of the following capabilities:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and discovering service APIs information using an API registry;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing API provider policy configurations related to CAPIF and service APIs; and

-
Auditing support based on log analysis (e.g. detecting abuse).

The API provider functions consists of:

-
API exposing function; and

-
API publishing function.


The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function consists of the following capabilities:

-
Authentication is responsible to validate the API invoker based on the identity and credentials provided by the CAPIF core functions;

-
Authorization is responsible to validate the authorization provided by the CAPIF core functions; and

-
Logging is responsible to send service API invocation logs to the CAPIF core functions.

The API publishing function is responsible for the capability to publish the service API information of the API provider to the CAPIF core functions.

Editor's Note:
The relationship between API exposing function and the API publishing function is FFS.The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has some PLMN service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain connects to the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain connects to the CAPIF via CAPIF-1e and CAPIF-2e.

Editor's Note:
The difference between CAPIF-1 and CAPIF-1e and the difference between CAPIF-2 and CAPIF-2e is FFS
* * * End Change * * * *
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