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1. Introduction
Solutions 6, 7 and 8 include a step to validate or authenticate the API invoker; however the present text is written as if identity verification of the invoker is the (only) authentication mechanism. There may be various means of authenticating the invoker: a simple identity check could well be one of these mechanisms, but other mechanisms could include proof of knowledge of a shared secret or passcode, either with a one way transaction whereby the API invoker provides knowledge of the secret, or where the CAPIF core functions explicitly challenge the API invoker to prove knowledge of the secret.
The information that would be used to authenticate the API invoker (whether it is just the identity, or whether further secret(s) are involved) would be expected to be provided to the invoker during the onboarding process in solution 5.

The authentication process does not need to be described within this TR and can remain out of scope; however the procedure steps should allow a transaction between API invoker and CAPIF core functions in case this is required in a specific solution, rather than a simple verification by the CAPIF core functions.
2. Reason for Change
To allow different authentication processes to be applied, as described in the introduction above, information needs to be provided to the API invoker during the onboarding process, and an authentication step needs to be extended between the API invoker and the CAPIF core functions in case a transaction between the two is required for authentication purposes.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.2.5
Solution 5: Onboarding API invoker to the CAPIF

7.2.5.1
Solution description

7.2.5.1.1
General

The solution corresponds to the key issues and requirements for onboarding API invoker to the CAPIF. The CAPIF enables a one time onboarding process that enrolls the API invoker as a recognized user of the CAPIF, which may be triggered by the API invoker via CAPIF-1, or may be based on provisioning.

7.2.5.1.2
Procedure

Figure 7.2.5.1.2-1 illustrates the procedure for onboarding API invoker to the CAPIF.

Pre-conditions:

1. API invoker is not a recognized user of the CAPIF.

2. The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).

Editor's Note:
Establishing trust relationship prior to initiating onboarding request is FFS.
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Figure 7.2.5.1.2-1: Procedure for onboarding API invoker to the CAPIF

1.
The API invoker may trigger onboard API invoker request the CAPIF core functions, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. 

NOTE:
Completion of onboarding process may need explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF may be enabled to handle the grant process internally without the need of explicit grant by the CAPIF administrator.

Editor's Note:
Definition for API invoker profile is FFS.

3.
If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain service authorization.

4.
As a result of successful onboarding process, CAPIF core functions are able to authenticate and authorize the API invoker.

7.2.5.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

7.2.6
Solution 6: Authentication between the API invoker and the CAPIF core functions
7.2.6.1
Solution description

7.2.6.1.1
General

The solution corresponds to the key issues and requirements for authentication between the API invoker and the CAPIF core functions.

7.2.6.1.2
Procedure

Figure 7.2.6.1.2-1 illustrates the procedure for authentication between the API invoker and the CAPIF core functions.

Pre-conditions:

1.
API invoker is onboarded with the CAPIF core functions and the API invoker profile is created.
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Figure 7.2.6.1.2-1: Procedure for authentication between the API invoker and the CAPIF core functions

1.
The API invoker requests authentication from the CAPIF core functions, including the identity confirmed after successful onboarding.

2.
Upon receiving the authentication request, the CAPIF core functions verifies the identity with the API invoker profile and authenticates the API invoker.
NOTE: The authentication process is outside the scope of the present document
3.
The CAPIF core functions returns the result of API invoker identity verification in the authentication response.

NOTE:
CAPIF core functions can share the information required for authentication of the API invoker at the AEF.

7.2.6.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

7.2.7
Solution 7: Obtaining authorization to access service API

7.2.7.1
Solution description

7.2.7.1.1
General

The solution corresponds to the key issues and requirements related to authorization for service API access. The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the authorization information) the authorization to access the service API. Once the API invoker receives the authorization to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit. This procedure may be performed during the API invoker onboarding process.

7.2.7.1.2
Procedure

Figure 7.2.7.1.2-1 illustrates the procedure for obtaining authorization to access the service API.

Pre-conditions:

1.
The API invoker is onboarded and has received an API invoker identity.
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Figure 7.2.7.1.2-1: Procedure for the API invoker obtaining authorization for service API access

1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core functions validates the API invoker (using authentication information) and checks for the API invoker subscription information for the requested service API. 

3.
Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.

NOTE:
The mechanism for distribution of the authorization information for the API invoker to the API exposing function is not in the scope of the present document.

7.2.7.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

7.2.8
Solution 8: Authentication between the API invoker and the AEF
7.2.8.1
Solution description

7.2.8.1.1
General

The solution corresponds to the key issues and requirements for authentication between the API invoker and the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core functions.

7.2.8.1.2
Procedure

Figure 7.2.8.1.2-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:

1.
Optionally, CAPIF core functions shared the information required for authentication of the API invoker at the AEF.
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Figure 7.2.8.1.2-1: Procedure for authentication between the API invoker and the AEF

1.
The API invoker requests authentication from  the AEF, including the API invoker identity.

Editor’s Note:
Step-1 can be combined with API invocation request is FFS.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE: The authentication process is outside the scope of the present document.

4.
The AEF returns the result of API invoker identity verification in the authentication response.

7.2.8.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.
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