
3GPP TSG-SA WG6 adhoc on CAPIF and FRMCS
S6a170397
Sophia Antipolis, France, 4th – 7th September 2017
(revision of S6a170267, 299, 357)
Source:
Huawei, Hisilicon
Title:
Proposal for architecture enhancements to support service APIs from multiple providers
Spec:
3GPP TR 23.722 0.3.0
Agenda item:
4.5
Document for:
Approval
Contact:
Niranth (namogh@huawei.com)
1. Introduction
This contribution provides a proposal for architecture enhancements to support service APIs from multiple providers.
2. Reason for Change
In 23.722, the key issue on CAPIF support for service APIs from multiple providers is provided as below:
	5.17
CAPIF support for service APIs from multiple providers

Multiple API providers can host and operate CAPIF in a completely uncoordinated fashion. In another scenario, multiple API providers may need coordination amongst them. An operator A may establish trust relationships with another operator B or 3rd party service providers. If the operator A hosts CAPIF, it should be possible to offer operator B's or 3rd party service providers' service APIs via the operator A hosted CAPIF. Further study is required on the following aspects:

-
To allow service APIs from multiple providers having trust relationship to be published by a single CAPIF.

-
Common authorization mechanism based on trust relationships between the multiple providers.

-
Use of the common functions like access control, charging, monitoring, policy for the service APIs from multiple providers e.g., maintaining a logical separation of the relevant data between multiple API providers.

-
To allow service API exposing capability to be present in common or in both (respective) API providers.




There can be two scenarios by which the service APIs of 3rd party API providers can be supported by CAPIF:

1. 3rd party API provider hosting only the API provider functions of CAPIF (without the CAPIF core functions.)
2. 3rd party API provider hosting all the functional entities of CAPIF (including API provider functions and CAPIF core functions)
For (1), the 3rd party API provider should support the CAPIF's API provider functions connection to the PLMN operator CAPIF core functions as shown in the below figure:
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This aspect is now captured in the contribution – S6a170301.
For (2), the 3rd party API provider should support the CAPIF core functions connection to the PLMN operator's CAPIF core functions as shown in the figure below:
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It proposed to consider the solution for supporting service APIs from 3rd party API provider at the CAPIF hosted by the PLMN operator via CAPIF interconnection.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.1
High level architecture

7.1.3
Solution 3 – High level functional architecture to support service APIs from 3rd party API providers via CAPIF interconnection
7.1.3.1
Solution description

7.1.3.1.1
General

This subclause describes the solution for the high level functional architecture to support service APIs from 3rd party API providers via CAPIF interconnection. 
7.1.3.1.2
Architectural Model

Figure 7.1.3.1.2-1 shows the architectural model for the CAPIF which allows API invokers inside the PLMN trust domain and outside the PLMN trust domain to access the service APIs from 3rd party API providers.
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Figure 7.1.3.1.2-1: High level functional architecture to support service APIs from 3rd party API providers via CAPIF interconnection
Editor's Note:
The ability of an API invoker to access service API from the 3rd party trust domain via CAPIF-2e without authenticating to the CAPIF in the 3rd party trust domain is FFS.
The PLMN operator hosts a CAPIF in the PLMN trust domain and a 3rd party API provider hosts a CAPIF in the 3rd party API provider trust domain. The functional entities of the CAPIF hosted by PLMN operator and the 3rd party API provider are specified in the high level functional architecture for the CAPIF specified in the subclause 7.1.1.1
The 3rd party API provider may have some business arrangement with the PLMN operator. Based on such business arrangement, the CAPIF hosted by the PLMN operator may support the service APIs of 3rd party API provider. The CAPIF hosted by the PLMN operator shall support interconnection with the CAPIF hosted by 3rd party API providers.
The functional entities and reference points within the PLMN trust domain may all be within the PLMN operator's control, or some may be controlled by a trusted business partner which has a trust relationship with the PLMN operator e.g. another operator or a 3rd party API provider. The security requirements for the PLMN trust domain are out of scope of the present document.
It is assumed that within the CAPIF hosted by the 3rd party API provider, the API provider functions are configured only to communicate with the CAPIF core functions in the 3rd party API provider trust domain only. The CAPIF communication between the 3rd party API provider trust domain and the PLMN trust domain is enabled by the interconnection (via CAPIF-6) between the CAPIF core functions hosted by the PLMN operator and the CAPIF core functions hosted by the 3rd party API provider.

The API invoker is onboarded to the CAPIF hosted by the PLMN operator.
NOTE:
The API invoker shares the onboarding relationship with only one CAPIF. Hence, the API invoker cannot connect with the CAPIF core functions hosted by the 3rd party API provider as the identity and other security relationship of the API invoker is only with CAPIF core functions hosted by the PLMN operator.

 The API invoker within the PLMN trust domain:

-
connects with the CAPIF hosted by the PLMN operator via CAPIF-1 and CAPIF-2; and
-
connects with the CAPIF hosted by 3rd party API provider via CAPIF-2e;
The API invoker within the PLMN trust domain shall be able to discover the service APIs from the 3rd party API provider domain via CAPIF-1 interactions and performs the corresponding service API invocations via CAPIF-2e interactions.

The API invoker residing outside the PLMN trust domain:

-
connects with the CAPIF hosted by PLMN operator via CAPIF-1e and CAPIF-2e; and
-
connects with the CAPIF hosted by 3rd party API provider via CAPIF-2e;

The API invoker residing outside the PLMN trust domain shall be able to discover the service APIs from the 3rd party API provider domain via CAPIF-1e interactions and performs the corresponding service API invocations via CAPIF-2e interactions.

The CAPIF core functions hosted by 3rd party API provider connects to the CAPIF core functions hosted by the PLMN operator via CAPIF-6. The security consideration of CAPIF-6 is out of scope of the present document.
7.1.3.1.3
Reference points
The description for reference points CAPIF-1, CAPIF-1e, CAPIF-2, CAPIF-2e, CAPIF-3, CAPIF-4 and CAPIF-5 are specified in subclause 7.1.1.1.3.
The reference point CAPIF-6 supports the following functions: 
-
to publish the service API information of the 3rd party API provider on the CAPIF core functions hosted by the PLMN operator;

-
supporting the 3rd party API provider to configure policies (e.g. API invocation throttling, blocking API invocation for certain duration) at the CAPIF core functions hosted by the PLMN operator;

-
supporting the 3rd party API provider to govern the lifecycle status of its service APIs (e.g. pilot or live, trace) and access API versioning, control visibility of its service API (e.g. start or stop of service API) at the CAPIF core functions hosted by the PLMN operator;
-
supporting the authentication, authorization and access control of API invoker for accessing the service APIs in the 3rd party API provider domain;

-
logging the service API invocations in the CAPIF hosted by the 3rd party API provider at the CAPIF core functions hosted by the PLMN operator;
-
enabling charging of the service API invocations in the CAPIF hosted by the 3rd party API provider at the CAPIF core functions hosted by the PLMN operator; and
-
enabling the monitoring of the service API invocations in the CAPIF hosted by the 3rd party API provider at the CAPIF core functions hosted by the PLMN operator;
7.1.3.2
Solution evaluation

This solution enables a CAPIF hosted by the PLMN operator to support service APIs of 3rd party API provider via CAPIF interconnection via CAPIF-6. An alternative implementation of this solution could use CAPIF-3e, CAPIF-4e and CAPIF-5e (see solution 2 in subclause 7.1.2) instead of CAPIF-6 to connect the two CAPIF core functions instances.
The security considerations for authentication, authorization and secure communication for CAPIF-6 require further investigation in SA3.
This solution can be considered for future normative work.
* * * End Change * * * *
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