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1. Introduction
This contribution provides a proposal for solution evaluation in subclause 7.2.10.2.
2. Reason for Change
In TR 23.722, the solution in subclause 7.2.10 is as shown below:

	7.2.10
Solution 10: API invoker authorization to access service APIs
7.2.10.1
Solution description

7.2.10.1.1
General

The solution corresponds to the key issues and requirements for API invoker authorization to access service APIs.

A secure communication channel is mandatory in CAPIF as described in Solution 9.
To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core functions.
7.2.10.1.2
Procedure

Figure 7.2.10.1.2-1 illustrates the procedure for API invoker authorization to access service APIs and secure communication.

Pre-conditions:

1.
Optionally API invoker is authenticated by the AEF.

2.
Optionally the API invoker associated authorization information is available at AEF.
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Figure 7.2.10.1.2-1: Procedure for API invoker authorization to access service APIs and secure communication
1.
The API invoker triggers service API invocation request to the AEF, including the service API to be invoked. Authentication may also be performed if not authenticated previously.

NOTE 1:
API invoker may trigger several service API invocations asynchronously.
2.
Upon receiving the service API invocation request, the AEF checks whether API invoker is authorized to invoke that service API, based on the authorization information.

2a.
If the AEF does not have information required to authorize service API invocation, the AEF obtains the authorization information from the CAPIF core functions.

3.
The AEF executes the service logic for the invoked service API.

4.
API invoker receives the service API invocation response as a result of the service API invocation.

7.2.10.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.



This contribution proposes the solution evaluation in subclause 7.2.10.2 to be captured in TR 23.722.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.2.10.2
Solution evaluation


This solution enables the API exposing function to validate the authorization of the service API invocation from the API invoker. The required permission may be obtained a prior as described in solution 7 in subclause 7.2.7. If the authorization information is not available in the service API invocation, the API exposing function can obtain the authorization information from the CAPIF core functions, according to this solution. This solution can be further extended to enable the authorization for service APIs from external API providers and can be further considered in Release 15 normative phase.
SA3 is responsible for the detailed authorization solution for CAPIF. Hence, SA3 may further study and specify a common solution for CAPIF authorization.
* * * End Change * * * *
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