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1. Introduction
This contribution provides a proposal for solution evaluation in subclause 7.2.4.2.
2. Reason for Change
In TR 23.722, the solution in subclause 7.2.4 is as shown below:

	7.2.4
Solution 4: CAPIF access control with topology hiding
7.2.4.1
Solution description

7.2.4.1.1
General

The solution corresponds to the key issues and requirements related to some common access control requirements for service API invocations and topology hiding.

4Editor's Note:
Whether to capture a separate solution about topology hiding is FFS.

7.2.4.1.2
Procedure

Figure 7.2.4.1.2-1 illustrates the procedure for CAPIF access control with topology hiding.

Editor's Note:
The procedure in subclause 7.2.4.1.2 is to be aligned to entities specified in the high level functional architecture.

Pre-conditions:

1.
The API invoker has performed the service discovery and received the details of the service API which includes the information about the service communication entry point in the CAPIF.

2.
The API invoker is authenticated and authorized to use the service API.

3.
The CAPIF is configured with the actual destination address of the service API and is configured with an access policy for topology hiding for the service API.

4.
The CAPIF is configured with at least one access policy to be applied to the service API invocation corresponding to the API invoker and service API.
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Figure 7.2.4.1.2-1: Procedure for CAPIF access control with topology hiding

1.
The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation message towards the CAPIF.

2.
Upon receiving the service API invocation from the API invoker, the CAPIF checks for configuration for access control. As per the configuration for access control, the CAPIF performs access control on the service API invocation message as per the operator policy.

3.
The CAPIF further resolves the actual destination service API address information of the incoming service API invocation according to the topology hiding policy and forwards the service API invocation message to the service API of the API server.

4.
The CAPIF receives a response message for service API invocation from service API.

5.
The CAPIF resolves the destination API invoker address and also modifies the source address information of the service API within the response message as per topology hiding policy and forwards the response message to the API invoker.

7.2.4.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.




This contribution proposes the solution evaluation in subclause 7.2.4.2 to be captured in TR 23.722.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.2.4.2
Solution evaluation


This solution enables the API provider (CAPIF administrator) to hide the topology of the service APIs from the API invoker.
This solution can be moved to Release 15 normative work.
* * * End Change * * * *
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