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1. Introduction
This contribution provides a proposal for architecture enhancements to support service APIs from multiple providers.
2. Reason for Change
In 23.722, the key issue on CAPIF support for service APIs from multiple providers is provided as below:
	5.17
CAPIF support for service APIs from multiple providers

Multiple API providers can host and operate CAPIF in a completely uncoordinated fashion. In another scenario, multiple API providers may need coordination amongst them. An operator A may establish trust relationships with another operator B or 3rd party service providers. If the operator A hosts CAPIF, it should be possible to offer operator B's or 3rd party service providers' service APIs via the operator A hosted CAPIF. Further study is required on the following aspects:

-
To allow service APIs from multiple providers having trust relationship to be published by a single CAPIF.

-
Common authorization mechanism based on trust relationships between the multiple providers.

-
Use of the common functions like access control, charging, monitoring, policy for the service APIs from multiple providers e.g., maintaining a logical separation of the relevant data between multiple API providers.

-
To allow service API exposing capability to be present in common or in both (respective) API providers.




There can be two scenarios by which the service APIs of multiple API providers can be supported by CAPIF:

1. External API provider without a supporting CAPIF core functions.

2. External API provider with support of CAPIF core functions.
For (1), the external API provider should support the CAPIF API provider functions of API exposing function and API publishing function towards the PLMN operator CAPIF core functions as shown in the below figure:
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For (2), the external API provider should support the CAPIF core functions towards the PLMN operator CAPIF core functions as shown in the figure below:
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It proposed to enhance the CAPIF architecture diagram considering the above two scenarios.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.1
High level architecture

7.1.1
Solution 1 – High level functional architecture for the CAPIF
7.1.1.1
Solution description

7.1.1.1.1
General

This subclause describes the solution for the high level functional architecture for the CAPIF.
7.1.1.1.2
Architectural Model

Figure 7.1.1.1.2-1 shows the architectural model for the CAPIF which allows API invokers inside the PLMN trust domain and outside the PLMN trust domain to access the service APIs.






[image: image4.emf]API invoker

CAPIF-1e

CAPIF core functions

API exposing function

Service APIs

Service APIs Service APIs

CAPIF-3

CAPIF-2e

API invoker

CAPIF-1

CAPIF-2

PLMN Trust Domain

CAPIF-4

API publishing function

API provider functions

CAPIF APIs

API exposing function

Service APIs

Service APIs Service APIs

API publishing function

External API provider functions

CAPIF-3e

CAPIF-4e

CAPIF-2

CAPIF-2e

External CAPIF 

core functions

API exposing function

Service APIs

Service APIs Service APIs

API publishing function

External API provider functions

CAPIF-3

CAPIF-4

CAPIF-X

CAPIF-2e

CAPIF-2

CAPIF 

APIs

CAPIF 

APIs

CAPIF 

APIs

CAPIF 

APIs

CAPIF 

APIs

CAPIF 

APIs

CAPIF 

APIs


Figure 7.1.1.1.2-1: High level functional architecture for the CAPIF
Editor's Note:
How to depict the functions related to CAPIF core functions is FFS.

Editor's Note: How to depict the API management relationship with CAPIF in figure 7.1.1.2-1 is FFS.
The CAPIF consists of an API provider functions and the CAPIF core functions. The CAPIF core functions  support the API invokers to access the service APIs. The CAPIF core functions consists of the following capabilities:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and discovering service APIs information using an API registry;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing API provider policy configurations related to CAPIF and service APIs; and

-
Auditing support based on log analysis (e.g. detecting abuse).

The API provider functions consists of:

-
API exposing function; and

-
API publishing function.

Editor's Note:
The impact of API provider functions on the deployment options in subclause 7.1.1.1.3 is FFS.

The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function consists of the following capabilities:

-
Authentication is responsible to validate the API invoker based on the identity and credentials provided by the CAPIF core functions;

-
Authorization is responsible to validate the authorization provided by the CAPIF core functions; and

-
Logging is responsible to send service API invocation logs to the CAPIF core functions.

The API publishing function is responsible for the capability to publish the service API information of the API provider to the CAPIF core functions.

Editor's Note:
The relationship between API exposing function and the API publishing function is FFS.The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has some PLMN service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.
The external API provider which resides outside the PLMN trust domain may have some business arrangement with the PLMN operator. Based on such business arrangement, the CAPIF may support service API(s) of external API provider(s). The CAPIF core functions shall support connections from the external API provider functions or the external CAPIF core functions. 
The API invoker within the PLMN trust domain connects to the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain connects to the CAPIF via CAPIF-1e and CAPIF-2e. The API provider functions within the PLMN trust domain connects to the CAPIF via CAPIF-3 and CAPIF-4. The external API provider functions connects to the CAPIF via CAPIF-3e and CAPIF-4e. The external CAPIF core functions connects to the CAPIF via CAPIF-X
Editor's Note:
The difference between CAPIF-1 and CAPIF-1e, and the difference between CAPIF-2 and CAPIF-2e is FFS
7.1.1.1.3
Reference points
The reference points CAPIF-1 and CAPIF-1e support the functions for the API invoker to discover service APIs, to authenticate and to get authorization. 
The reference points CAPIF-2 and CAPIF-2e support the functions for the API invoker to communicate with the service APIs. There can be one or several CAPIF-2 or CAPIF-2e instances between the API invoker and the API exposing function per CAPIF 
NOTE:
The aspects related to the specific service API in reference points CAPIF-2 and CAPIF-2e is out of scope of the present document.

The reference point CAPIF-3 supports the interaction between the CAPIF core functions and the API exposing function of the API provider functions for access control, policy control, etc. The reference point CAPIF-3e supports the CAPIF-3 functions between the CAPIF core functions and the API exposing function of the external API provider functions.
The reference point CAPIF-4 and CAPIF-4e supports the interaction between API publishing function of API provider functions and the CAPIF core functions for publishing the service APIs. The reference point CAPIF-4e supports the CAPIF-4 functions between the CAPIF core functions and the API publishing function of the external API provider functions.
The reference point CAPIF-X supports the interaction between the CAPIF core functions and the external CAPIF core functions for supporting the functions similar to CAPIF-3e and CAPIF-4e.
Editor's Note:
The relationship of 3GPP functionalities like SCEF with the CAPIF is FFS.
Editor’s Note:
Whether CAPIF-3 terminates as an API or an interface or both is FFS.
7.1.1.1.4
Deployment options
7.1.1.1.4.1
Option 1 – Centralized deployment

The CAPIF can be deployed centrally as illustrated in the figure 7.1.1.1.4.1-1.
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Figure 7.1.1.1.4.1-1: Centralized deployment of CAPIF

In centralized deployment, the CAPIF core functions and the API exposing function are co-located. The API invoker can interact independently with the CAPIF core functions and the API exposing function including the service APIs. The CAPIF appears as a gateway for all API invoker interactions. The API invoker obtains the service API information and its entry point details from the CAPIF core functions via CAPIF-1. The service communication point of entry for the service API is the API exposing function which also applies any access control or policy control to the internal interactions between the API invoker and the service API in coordination with the CAPIF core functions.

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

7.1.1.1.4.2
Option 2 – Distributed deployment
The CAPIF can be deployed in a distributed manner illustrated in the figure 7.1.1.1.4.2-1.
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Figure 7.1.1.1.4.2-1: Distributed deployment of the CAPIF

The API invoker can interact independently with the CAPIF core functions and the API exposing function including the service APIs. In this deployment, API exposing function appears as an agent for all service API invocations from the API invoker. The API invoker obtains the service API information and its entry point details from the CAPIF core functions via CAPIF-1 interface. The first point of entry for the service API is the API exposing function during API invocation. The API exposing function acts as agent for service API applying any access control or policy control to the interactions between the API invoker and the service API in coordination with the CAPIF core functions via CAPIF-3 interface.

The CAPIF can be deployed by splitting the functionality of the API exposing function among multiple API exposing function entities, of which one acts as the entry point. The CAPIF deployment with cascading API exposing functions is as illustrated in the figure 7.1.1.1.4.2-2.
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Figure 7.1.1.1.4.2-2: Distributed deployment of the CAPIF with cascading API exposing functions
In this deployment option, the API exposing function can have several instances like AEF-1, AEF-2 and AEF-3 which can be assigned with different roles. The roles for each API exposing function are decided by the operator. In this illustration, the API exposing functions AEF-2 and AEF-3 provide service APIs for service X and service Y respectively. The API exposing function AEF-1 provides the service communication entry point to the service APIs for service X APIs and service Y APIs. The API exposing function AEF-1 for instance can hide the topology of service X APIs and service Y APIs from the API invoker. The API exposing function AEF-1 also applies any access control or policy control to the interactions between the API invoker and service X APIs and between the API invoker and service Y APIs, in coordination with the CAPIF core functions using CAPIF-3. 

The CAPIF core functions and the API exposing function AEF-1 can be co-located. The API invoker interacts with the CAPIF core functions via CAPIF-1. The API invoker interacts with service (X&Y) APIs on API exposing function AEF-1 via CAPIF-2. The API exposing function AEF-1 forwards the invocation of the service X API or service Y API from the API invoker to the API exposing functions AEF-2 or AEF-3 respectively via CAPIF-2. The API messages are forwarded via CAPIF-2 in the interactions between API exposing functions. The API invoker cannot directly interact with service X APIs and service Y APIs provided by API exposing functions AEF-2 and AEF-3 respectively.

Different splits of responsibility are possible. In another example illustrated in figure 7.1.1.1.3.2-3, the API exposing function AEF-1 could provide topology hiding for API exposing functions AEF-2 and AEF-3, plus access control for AEF-3. The API exposing function AEF-2 would provide its own access control, interacting with the CAPIF core functions via CAPIF-3.
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Figure 7.1.1.1.4.2-3: Another example of distributed deployment of the CAPIF with cascading API exposing functions

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

7.1.1.2
Solution evaluation

Editor's Note:
This clause will evaluate the solution.




































* * * Next Change * * * *

Annex D:
CAPIF hosted models for 3rd party service provider
C.1
General description

There are several models for providing CAPIF support for 3rd party service provider APIs. In all the models, the 3rd party service provider must establish a business relationship with the PLMN operator. The models described corresponds to the key issue on supporting service APIs from multiple API providers.

C.2
Model 1 – PLMN operator hosted service capability APIs and CAPIF core functions
CAPIF core functions is hosted in a PLMN operator domain as illustrated in the figure C.2-1.
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Figure C.2-1: PLMN operator hosted service capability APIs and CAPIF core functions
In this model, the service provider and the PLMN operator can be part of the same organization, in which case the business relationship between the two is internal to a single organization. CAPIF along with the 3rd party service APIs are hosted by the PLMN operator, while the API invoker consuming service APIs may or may not reside within the PLMN operator domain.

CAPIF-4 interface allows API provider to interact with CAPIF core functions for API management functions. CAPI-4 interface supports the following functionality:

1.
enable the API provider to configure policies e.g. API invocation throttling, blocking API invocation for certain duration, whether API invocation is allowed while roaming. Policies can be defined to be enforced per API application or across applications, configure access control list of service APIs per application;
2.
access service API invocation event logs and configure the log storage period;
3.
for CAPIF core functions to request grant of new API invoker onboarding and confirm onboarding successful;
4.
allow API provider to update API invoker profile information;
5.
allow API provider to govern the lifecycle status of service APIs e.g. pilot or live, trace and access API versioning, control visibility of service API (start or stop of service API); and

6.
allow API provider to notify service API events e.g. fault of a Service API or location change of the API invoker invoking service API, load, resource usage, charging records.

CAPIF-5 enables de-coupling of service APIs that do not require framework functions i.e. CAPIF-4 interface may be optional when certain service APIs do not require framework functions for exposing their functionality to the API invokers. CAPIF-5 interface supports to enforce API lifecycle management instructions from API management entity e.g. start or stop of a service API.

C.3
Model 2 – 3rd party service provider hosted service capability APIs and CAPIF core functions
CAPIF core functions is hosted in a 3rd party service provider domain as illustrated in the figure C.3-1.
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Figure C.3-1: 3rd party service provider hosted service capability APIs and CAPIF core functions
In this model, the 3rd party service provider has service arrangements with the PLMN operator for network capabilities and they belong to different organizations. The 3rd party service provider hosts both service capability APIs and CAPIF core functions. Since CAPIF is hosted in the 3rd party service provider domain i.e., the CAPIF components are duplicated in both PLMN operator domain and 3rd party service provider domain for enabling access to service APIs exposed by respective domains. 

The functionality of the CAPIF components and the interfaces in the 3rd party service provider domain are similar to that of Model 1 – PLMN operator hosted service capability APIs and CAPIF core functions, however the CAPIF functionality is with respect to the service APIs exposed by the 3rd party service provider. 

In some deployments, it is possible for the CAPIF components to exist only in the 3rd party service provider domain. In such a model, the service APIs are only exposed by the 3rd party service provider and the PLMN operator’s role may be limited to only providing the network capabilities.
C.4
Model 3 – PLMN operator-assisted service capability APIs and CAPIF core functions for a 3rd party service provider
CAPIF core functions is hosted in a PLMN operator domain as illustrated in the figure C.4-1.
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Figure C.4-1: PLMN operator-assisted service capability APIs and CAPIF core functions for a 3rd party service provider
In PLMN operator-assisted CAPIF for the 3rd party service provider, the CAPIF components hosted in the PLMN operator domain is utilized by the 3rd party service provider for enabling access to service APIs exposed by the 3rd party service provider domain. So the PLMN operator-assists with both service capability APIs and the CAPIF core functions for the 3rd party service provider.

The functionality of the CAPIF components and the interfaces CAPIF-3 are similar to those of PLMN operator hosted CAPIF, however the functionality supported on CAPIF-3 may be enhanced to support requirements that are necessary  to support service APIs exposed by the 3rd party service provider. 

CAPIF core functions may need to maintain logical separation between APIs related data storage between the services API exposed by the PLMN operator domain and the 3rd party service provider domain i.e. access to the storage is restricted to the respective domains. Such separation will enable API management entities in both network provider domain and service provider domain to be in control of their framework functionality and the associated data.
Interfaces CAPIF-4e and CAPIF-5e are similar to interfaces CAPIF-4 and CAPIF-5 respectively, however the functionality over CAPIF-4e and CAPIF-5e is with respect to the service APIs exposed by the 3rd party service provider.
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