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1. Introduction
This contribution provides a proposal for requirements to the key issue on service APIs from multiple providers.
2. Reason for Change
In 23.722, the key issue on CAPIF support for service APIs from multiple providers is provided as below:
	5.17
CAPIF support for service APIs from multiple providers

Multiple API providers can host and operate CAPIF in a completely uncoordinated fashion. In another scenario, multiple API providers may need coordination amongst them. An operator A may establish trust relationships with another operator B or 3rd party service providers. If the operator A hosts CAPIF, it should be possible to offer operator B's or 3rd party service providers' service APIs via the operator A hosted CAPIF. Further study is required on the following aspects:

-
To allow service APIs from multiple providers having trust relationship to be published by a single CAPIF.

-
Common authorization mechanism based on trust relationships between the multiple providers.

-
Use of the common functions like access control, charging, monitoring, policy for the service APIs from multiple providers e.g., maintaining a logical separation of the relevant data between multiple API providers.

-
To allow service API exposing capability to be present in common or in both (respective) API providers.




To meet the above key issue, the proposal is to specify some general requirements and some security requirements.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

6
Architectural requirements
6.1
General requirements

[AR-6.1-a] The CAPIF shall support common mechanisms (e.g. publishing service APIs, authorization, logging, charging) to support service APIs from the API providers from both within the PLMN trust domain and the API providers from outside the PLMN trust domain.
[AR-6.1-b] The CAPIF shall support service APIs of the API providers hosted outside the PLMN trust domain.

[AR-6.1-c] The CAPIF shall support API invoker(s) to directly communicate with service APIs of the API providers hosted outside the PLMN trust domain.
* * * Next Change * * * *

6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for API invokers accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the API invokers accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers to access the service APIs.

[AR-6.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.

[AR-6.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-6.3.2-e] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

[AR-6.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker accessing service APIs.

[AR-6.3.2-g] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-6.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-6.3.2-i] The communication between the CAPIF and the API invoker shall be integrity protected.

[AR-6.3.2-X] The CAPIF shall provide common authorization mechanism for service APIs from the API providers within PLMN trust domain and for service APIs from the API providers outside the PLMN trust domain.
[AR-6.3.2-Y] As per configuration, the CAPIF shall provide data confidentiality (non-sharing) mechanisms for data (e.g. logging, charging) related to service APIs from API providers within PLMN trust domain and the data related to service APIs from API providers outside the PLMN trust domain.
* * * End Change * * * *

