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1. Introduction
This contribution provides a proposal for resolving editor's note on difference between reference points for API invoker in trust domain and outside trust domain.
2. Reason for Change
The CAPIF has 2 types of API invokers access defined for CAPIF:
1.CAPIF access to API invoker within the PLMN trust domain

2.CAPIF access to API invoker outside the PLMN trust domain

There are two reference points between the API invoker (within the PLMN trust domain) and CAPIF:

1. CAPIF-1 – For API invoker to access the CAPIF core functions

2. CAPIF-2 – For API invoker to access the service APIs on AEF.

SA6 intended that there may be additional security considerations required for the API invoker accessing the CAPIF from outside the PLMN trust domain, two more reference points were proposed in TR 23.722:

3. CAPIF-1e – Same functionalities of CAPIF-1 extended to API invoker outside the PLMN trust domain.

4. CAPIF-2e – Same functionalities of CAPIF-2 extended to API invoker outside the PLMN trust domain.

These security considerations for API invoker accessing the CAPIF from outside the trust domain is currently unclear and may require further study from SA3.

CONCLUSION: The additional security aspects related to CAPIF-1e and CAPIF-2e for API invokers access to CAPIF residing outside the PLMN trust domain needs further investigation and study from SA3 and is out of scope of SA6. We can further modify the Editor's note to a NOTE which captures that the specification of the difference between CAPIF-1 and CAPIF-1e and the difference between CAPIF-2 and CAPIF-2e are outside the scope of the present document.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 v0.3.0.
* * * First Change * * * *

7.1.1.1.2
Architectural Model

Figure 7.1.1.1.2-1 shows the architectural model for the CAPIF which allows API invokers inside the PLMN trust domain and outside the PLMN trust domain to access the service APIs.
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Figure 7.1.1.1.2-1: High level functional architecture for the CAPIF
Editor's Note:
How to depict the functions related to CAPIF core functions is FFS.

Editor's Note: How to depict the API management relationship with CAPIF in figure 7.1.1.2-1 is FFS.
The CAPIF consists of an API provider functions and the CAPIF core functions. The CAPIF core functions  support the API invokers to access the service APIs. The CAPIF core functions consists of the following capabilities:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and discovering service APIs information using an API registry;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing API provider policy configurations related to CAPIF and service APIs; and

-
Auditing support based on log analysis (e.g. detecting abuse).

The API provider functions consists of:

-
API exposing function; and

-
API publishing function.

Editor's Note:
The impact of API provider functions on the deployment options in subclause 7.1.1.1.3 is FFS.

The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function consists of the following capabilities:

-
Authentication is responsible to validate the API invoker based on the identity and credentials provided by the CAPIF core functions;

-
Authorization is responsible to validate the authorization provided by the CAPIF core functions; and

-
Logging is responsible to send service API invocation logs to the CAPIF core functions.

The API publishing function is responsible for the capability to publish the service API information of the API provider to the CAPIF core functions.

Editor's Note:
The relationship between API exposing function and the API publishing function is FFS.The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has some PLMN service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain connects to the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain connects to the CAPIF via CAPIF-1e and CAPIF-2e.


NOTE:
The difference between CAPIF-1 and CAPIF-1e and the difference between CAPIF-2 and CAPIF-2e is due to security considerations for access to CAPIF from API invoker residing outside the PLMN trust domain. The details of the security considerations on CAPIF-1e and CAPIF-2e are out of scope of the present document.
* * * End Change * * * *
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