3GPP TSG SA WG5 (Telecom Management) Meeting #99
S5-151245
02 - 06 February 2015, Taipei, Taiwan
revision of S5-121abc Revision of S5A-152056
Source:
NTT DOCOMO
Title:
pCR TR 32.842 UC VNF snapshot capture
Document for:
Approval

Agenda Item:
6.5.3 - Study on Network Management of Virtualized Networks
1
Decision/action requested

Discuss and approve on the text proposal.
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3
Rationale

In VNF troubleshooting, logging of warnings and faults need to be supported by the VNFM during malfunctioning of a VNF and/or any of its components. In a virtualized network environment, logging of a malfunctioning VNF can include images of the virtualised resources (e.g., a virtual machine) that are causing such malfunctioning. Furthermore, capturing the state of a VNF by executing VNF snapshots can also be used for other purposes like rollback during lifecycle events.
The proposed use case introduces the capture of VNF snasphots, either automatically by the VNFM (part of the ETSI MANO block) or manually on-demand as a request from the 3GPP management functional block. 

4
Detailed proposal
	1st Modified Section


5.x
Use case of VNF snapshot capture
5.x.1
Introduction

3GPP Network Element is to be implemented as a VNF in NFV. In troubleshooting, a VNF and its management systems need to be able to log any activity, in particular during malfunctioning of the VNF. Such logging information is needed in order to further analyse the cause of the VNF malfunctioning. 
By virtualizing a network function, capturing snapshots of the VNF and its components is possible. Together with other logging information, these snapshots can help find the cause of the malfunctioning VNF. A VNF snapshot can potentially contain one or several virtual machine snapshots, which in turn capture the state of the virtual machine configuration, the virtual disk and possibly memory dumps.
Furthermore, capturing snapshots of the VNF and any of its components can potentially be used for other purposes like enabling the rollback procedures to recover from erroneous VNF lifecycle management events, software upgrade, etc.
There is the possibility that capturing VNF and component snapshots can be executed automatically by the VNFM, or be triggered manually on-demand by the operator. In the manual case, the operator decides that a VNF or any of its components needs to be captured.
For example, in the troubleshoot case, due to some anomaly detected in the execution of the VNF, the operator wishes to capture a snapshot of the VNF to analyse thereafter (e.g., with the help from the VNF provider) the malfunctioning of the VNF. In the automatic case, the ETSI MANO functional block(s) detect the need to execute the self-healing of the VNF, and during this process, capturing snapshot of the VNF or any of its components is performed.
In rollback example case, prior to execute a VNF lifecycle operation, the operator wishes to capture a snapshot of the VNF. In the automatic case, the ETSI MANO functional block(s) may have the capability to execute automatically the lifecycle operation on the VNF, and prior to such operation, capturing snapshot of the VNF or any of its components is performed.
5.x.2
Actors

1. Operator
2. 3GPP functional block (NM, DM, EM), and ETSI MANO functional blocks (NFVO, VNFM, VIM).
5.x.3
Pre-conditions

The NFV management and orchestration (ETSI MANO) operation is active.
The 3GPP management operation is active.
5.x.4
Description

Two initial triggers are possible:

a) In the manual case, three initial steps are processed:
1. The operator initiates the snapshot capture of a VNF or any of its components by operating the 3GPP functional block.
2. The EM can dump additional information (e.g., current configuration), and then requests to VNFM to execute the VNF lifecycle management operation of capturing snapshot of VNF or any of its components.
3. ETSI MANO functional blocks processes the request in the case manual case.
b) In the automatic case, the following step is processed:

1. The VNFM (ETSI MANO functional block) internally determines that capture of VNF or any of its components is necessary.
The following steps are executed both in the manual and automatic case:

1. ETSI MANO functional blocks proceed with the capture of the VNF’s virtual machine snapshots [2].
2. The VNFM notifies to the EM with the information about the VIM and filepaths to the snapshots.
3. The EM forwards the information to the NM.
5.x.5
Post-conditions
The operator has the information about where the snapshots and corresponding logs have been stored and can process to retrieve them for further analysis (in the troubleshooting case), if necessary.
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