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	First modification


Introduction

The present document is part of a TS-family covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication management; as identified below:

32.111-1
"Fault Management; Part 1: 3G fault management requirements".
32.111-2
"Fault Management; Part 2: Alarm Integration Reference Point (IRP): Information Service (IS)".
32.111-3
"Fault Management; Part 3: Alarm Integration Reference Point (IRP): Common Object Request Broker Architecture (CORBA) Solution Set (SS)".
32.111-5
"Fault Management; Alarm Integration Reference Point (IRP): eXtensible Markup Language (XML) definitions".
32.111-7
"Fault Management; Alarm Integration Reference Point (IRP): SOAP Solution Set (SS)".
The present document is part of a set of TSs which describes the requirements and information model necessary for the Telecommunication Management (TM) of 3GPP systems. The TM principles and TM architecture are specified in 3GPP TS 32.101 [6] and 3GPP TS 32.102 [7].

A 3GPP system is composed of a multitude of Network Elements (NE) of various types and, typically, different vendors inter-operate in a co-ordinated manner in order to satisfy the network users' communication requirements. 
The occurrence of failures in a NE may cause a deterioration of this NE's function and/or service quality and will, in severe cases, lead to the complete unavailability of the NE. In order to minimize the effects of such failures on the Quality of Service (QoS) as perceived by the network users it is necessary to:

-
detect failures in the network as soon as they occur and alert the operating personnel as fast as possible;

isolate the failures (autonomously or through operator intervention), i.e. switch off faulty units and, if applicable, limit the effect of the failure as much as possible by reconfiguration of the faulty NE/adjacent NEs;

-
if necessary, determine the cause of the failure using diagnosis and test routines; and,

-
repair/eliminate failures in due time through the application of maintenance procedures.

This aspect of the management environment is termed "Fault Management" (FM). The purpose of FM is to detect failures as soon as they occur and to limit their effects on the network QoS as far as possible. 
The latter is achieved by bringing additional/redundant equipment into operation, reconfiguring existing equipment/NEs, or by repairing/eliminating the cause of the failure.

Fault Management (FM) encompasses all of the above functionalities except commissioning/decommissioning of NEs and potential operator triggered reconfiguration (these are a matter of Configuration Management). 

FM also includes associated features in the Operations System (OS), such as the administration of alarm list, the presentation of operational state information of physical and logical devices/resources/functions, and the provision and analysis of the alarm and state history of the network.

1
Scope

The present document defines the Alarm Integration Reference Point (IRP) Information Service (IS), which addresses the alarm surveillance aspects of Fault Management (FM), applied to the Itf-N. 
The purpose of the AlarmIRP is to define an interface through which a "system" (typically a Network Element Manager or a Network Element) can communicate alarm information for its managed objects to one or several Manager Systems (typically Network Management Systems).
The Alarm IRP IS defines the semantics of alarms and the interactions visible across the reference point in a protocol neutral way. It defines the semantics of the operations and notifications visible in the IRP. It does not define the syntax or encoding of the operations, notifications and their parameters.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.150: "Telecommunication management; Integration Reference Point (IRP) Concept and definitions".
[2]
ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".

[3]
ITU-T Recommendation X.721: "Information Technology - Open Systems Interconnection -Structure of management information: Definition of management information".

[4]
3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept and requirements".
[5]
3GPP TS 32.302: "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP): Information Service (IS)".

[6]
3GPP TS 32.101: "Telecommunication management; Principles and high level requirements".

[7]
3GPP TS 32.102: "Telecommunication management; Architecture".

[8]
Void.
[9]
3GPP TS 32.111-1: "Telecommunication management; Fault Management; Part 1: 3G fault management requirements".

[10]
3GPP TS 32.622: "Telecommunication management; Configuration Management (CM); Generic network resources Integration Reference Point (IRP): Network Resource Model (NRM)".

[11]
ITU-T Recommendation M.3100 (07/95): "Generic network information model".

[12]
Void.
[13]
Void.

[14]
3GPP TS 32.312: "Telecommunication management; Generic Integration Reference Point (IRP) management; Information Service (IS)".

[15]
ITU-T Recommendation X.736: "Information technology - Open Systems Interconnection - Systems Management: Security alarm reporting function".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TS 32.111-1 [9] and the following apply:

active alarm: an alarm that has not been cleared ( i.e. an alarm whose perceivedSeverity is not Cleared).

Event: occurrence that is of significance to network operators, the NEs under surveillance and Network Management applications. Events do not have state. 

IRPAgent: See 3GPP TS 32.150 [1].

IRPManager: See 3GPP TS 32.150 [1].

IRP document version number string (IRPVersion): See 3GPP TS 32.312 [14].

Matching-Criteria-Attributes: which identifies a set of ITU-T Recommendation X.733 [2] defined attributes.
Notifications carrying identical values for these attributes are considered to be carrying alarm information related to (a) the same network resource and (b) the same alarmed condition. The matching-criteria-attributes are: objectInstance, eventType, probableCause and specificProblem, if present.

Notification: which refers to the transport of events from IRPAgent to IRPManager.
In this IRP, notifications are used to carry alarm information from IRPAgent to IRPManager. 

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TS 32.111-1 [9] and the following apply:

DN
Distinguished Name

EM
Element Manager 

FM
Fault Management

IOC
Information Object Class

IRP
Integration Reference Point

IS
Information Service

NE
Network Element

NM
Network Manager

OS
Operations System

QoS
Quality of Service

SS
Solution Set

SupportIOC
Support Information Object Class
TM
Telecommunication Management

UML
Unified Modelling Language
	Next modification


5.3.1.2
Attribute

	Attribute name
	Support Qualifier

	alarmId
	M

	notificationId 
	M

	alarmRaisedTime
	M

	alarmClearedTime
	M

	alarmChangedTime
	O

	eventType
	M

	probableCause
	M

	perceivedSeverity
	M

	specificProblem
	O

	backedUpStatus
	O

	trendIndication
	O

	thresholdInfo
	O

	stateChangeDefinition
	O

	monitoredAttributes
	O

	proposedRepairActions
	O

	additionalText
	O

	additionalInformation
	O(see note 4)

	ackTime
	M

	ackUserId
	M

	ackSystemId
	O

	ackState
	M

	clearUserId
	M (see note 2)

	clearSystemId
	O (see note 2)

	serviceUser
	O (see note 3)

	serviceProvider
	O (see note 3)

	securityAlarmDetector
	O (see note 3)

	NOTE 1:
Void
NOTE 2:
These attributes and qualifiers are applicable only if the IRPAgent supports clearAlarms() (they are absent if clearAlarms() is not supported).

NOTE 3:
These attributes must be supported if the IRPAgent emits notifyNewAlarm that carries security alarm information.

NOTE 4:
This attribute is optionally populated whenever vendor specific attributes are needed.
A specific condition for this optional population is when an alarm presented by the EM (e.g. EM user interface) has different values of perceived severity, and / or alarm type, compared with the values presented to the Itf-N.
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Annex B (normative):
Probable Causes

This annex lists probable causes and their corresponding event types. 

Sources of these probable causes are ITU-T Recommendation M.3100 [11], ITU-T Recommendation X.721 [3], ITU‑T Recommendation X.733 [2], and ITU-T Recommendation X.736 [15]. In addition, probable causes for wireless systems are listed.

Table B.1: Probable Causes from ITU-T Recommendation M.3100 [11]
	M.3100 Probable cause
	Event type

	Indeterminate 
	Unknown

	Alarm Indication Signal (AIS) 
	Communications

	Broadcast Channel Failure
	Communications

	Call Setup Failure 
	Communications

	Communications Receive Failure
	Communications

	Communications Transmit Failure
	Communications

	Connection Establishment Error
	Communications

	Degraded Signal 
	Communications

	Demodulation Failure
	Communications

	Far End Receiver Failure (FERF) 
	Communications

	Framing Error 
	Communications

	Invalid Message Received
	Communications

	Local Node Transmission Error
	Communications

	Loss Of Frame (LOF)
	Communications

	Loss Of Pointer (LOP) 
	Communications

	Loss Of Signal (LOS) 
	Communications

	Modulation Failure
	Communications

	Payload Type Mismatch 
	Communications

	Transmission Error 
	Communications

	Remote Alarm Interface 
	Communications

	Remote Node Transmission Error
	Communications

	Routing Failure
	Communications

	Excessive Bit Error Rate (EBER) 
	Communications

	Path Trace Mismatch 
	Communications

	Unavailable 
	Communications

	Signal Label Mismatch 
	Communications

	Loss Of Multi Frame 
	Communications

	Antenna Failure
	Equipment

	Back Plane Failure 
	Equipment

	Battery Charging Failure
	Equipment

	Data Set Problem 
	Equipment

	Disk Failure
	Equipment

	Equipment Identifier Duplication 
	Equipment

	External IF Device Problem 
	Equipment

	Frequency Hopping Failure
	Equipment

	IO Device Error
	Equipment

	Line Card Problem 
	Equipment

	Loss Of Redundancy
	Equipment

	Loss Of Synchronization
	Equipment

	Multiplexer Problem 
	Equipment

	NE Identifier Duplication 
	Equipment

	Power Problem 
	Equipment

	Power Supply Failure
	Equipment

	Processor Problem 
	Equipment

	Protection Path Failure 
	Equipment

	Protecting Resource Failure
	Equipment

	Protection Mechanism Failure
	Equipment

	Real Time Clock Failure
	Equipment

	Receiver Failure 
	Equipment

	Replaceable Unit Missing 
	Equipment

	Replaceable Unit Type Mismatch 
	Equipment

	Signal Quality Evaluation Failure
	Equipment

	Synchronization Source Mismatch 
	Equipment

	Terminal Problem 
	Equipment

	Timing Problem 
	Equipment

	Transceiver Failure
	Equipment

	Transmitter Failure 
	Equipment

	Trunk Card Problem 
	Equipment

	Replaceable Unit Problem 
	Equipment

	Air Compressor Failure 
	Environmental

	Air Conditioning Failure 
	Environmental

	Air Dryer Failure 
	Environmental

	Battery Discharging 
	Environmental

	Battery Failure 
	Environmental

	Commercial Power Failure 
	Environmental

	Cooling Fan Failure 
	Environmental

	Cooling System Failure
	Environmental

	Engine Failure 
	Environmental

	Fire Detector Failure 
	Environmental

	Fuse Failure 
	Environmental

	Generator Failure 
	Environmental

	Low Battery Threshold 
	Environmental

	Pump Failure 
	Environmental

	Rectifier Failure 
	Environmental

	Rectifier High Voltage 
	Environmental

	Rectifier Low F Voltage 
	Environmental

	Ventilation System Failure
	Environmental

	Enclosure Door Open 
	Environmental

	Explosive Gas 
	Environmental

	External Equipment Failure
	Environmental

	External Point Failure
	Environmental

	Fire 
	Environmental

	Flood 
	Environmental

	High Humidity 
	Environmental

	High Temperature 
	Environmental

	High Wind 
	Environmental

	Ice Build Up 
	Environmental

	Intrusion Detection 
	Environmental

	Low Fuel 
	Environmental

	Low Humidity 
	Environmental

	Low Cable Pressure 
	Environmental

	Low Temperature 
	Environmental

	Low Water 
	Environmental

	Smoke 
	Environmental

	Toxic Gas 
	Environmental

	Application Subsystem Failure
	Processing Error

	Configuration Or Customisation Error
	Processing Error

	Database Inconsistency
	Processing Error

	File Error
	Processing Error

	Storage Capacity Problem
	Processing Error

	Memory Mismatch 
	Processing Error

	Corrupt Data 
	Processing Error

	Loss of Real Time
	Processing Error

	Out Of CPU Cycles 
	Processing Error

	Out Of Memory
	Processing Error

	Reinitialized
	Processing Error

	Software Environment Problem 
	Processing Error

	Software Error
	Processing Error

	Software Download Failure
	Processing Error

	Timeout Expired
	Processing Error

	Underlaying Resources Unavailable
	Processing Error

	Version Mismatch
	Processing Error

	Bandwidth Reduced
	Quality of service

	Congestion
	Quality of service

	Excessive Error Rate
	Quality of service

	Excessive Response Time
	Quality of service

	Excessive Retransmission Rate
	Quality of service

	Reduced Logging Capability
	Quality of service

	System Resources Overload
	Quality of service


Table B.2: Probable Causes from ITU-T Recommendation X.721 [3], X.733 [2], X.736 [15]
	X.721/X.733/X.736 Probable Cause
	Event type

	Adapter Error
	Equipment

	Application Subsystem Failure 
	Processing error

	Authentication Failure
	Security Service or Mechanism Violation

	Bandwidth Reduction 
	Quality of service

	Breach of Confidentiality
	Security Service or Mechanism Violation

	Cable Tamper
	Physical Violation

	Call Establishment Error 
	Communications

	Communication Protocol Error 
	Communications

	Communication Subsystem Failure 
	Communications

	Configuration or Customizing Error 
	Processing error

	Congestion 
	Quality of service

	Corrupt Data 
	Processing error

	CPU Cycles Limit Exceeded 
	Processing error

	Data Set or Modem Error 
	Equipment

	Degraded Signal 
	Communications

	Delayed Information
	Time Domain Violation

	Denial of Service
	Operational Violation

	DTE-DCE Interface Error 
	Communications

	Duplicate Information
	Integrity Violation

	Enclosure Door Open 
	Environmental

	Equipment Malfunction 
	Equipment

	Excessive Vibration 
	Environmental

	File Error 
	Processing error

	Fire Detected 
	Environmental

	Flood Detected 
	Environmental

	Framing Error 
	Communications

	Heating or Ventilation or Cooling System Problem
	Environmental

	Humidity Unacceptable 
	Environmental

	Information Missing
	Integrity Violation

	Information Modification detected
	Integrity Violation

	Information out of Sequence
	Integrity Violation

	Input/Output Device Error 
	Equipment

	Input Device Error 
	Equipment

	Intrusion Detection
	Physical Violation

	Key Expired
	Time Domain Violation

	LAN Error
	Communications

	Leak Detection 
	Environmental

	Local Node Transmission Error 
	Communications

	Loss of Frame 
	Communications

	Loss of Signal 
	Communications

	Material Supply Exhausted 
	Environmental

	Multiplexer Problem 
	Equipment

	Non-Repudiation Failure
	Security Service or Mechanism Violation

	Out of Hours Activity
	Time Domain Violation

	Out of Memory 
	Processing error

	Out of Service
	Operational Violation

	Output Device Error 
	Equipment

	Performance Degraded 
	Quality of service

	Power Problem 
	Equipment

	Pressure Unacceptable 
	Environmental

	Procedural Error
	Operational Violation

	Processor Problem 
	Equipment

	Pump Failure 
	Environmental

	Queue Size Exceeded 
	Quality of service

	Receive Failure 
	Equipment

	Receiver Failure
	Equipment

	Remote Node Transmission Error
	Communications

	Resource at or Nearing Capacity 
	Quality of service

	Response Time Excessive 
	Quality of service

	Re-transmission Rate Excessive 
	Quality of service

	Software Error 
	Processing error

	Software Program Abnormally Terminated
	Processing error 

	Software Program Error 
	Processing error

	Storage Capacity Problem 
	Processing error

	Temperature Unacceptable 
	Environmental

	Threshold Crossed 
	Quality of service

	Timing Problem 
	Equipment

	Toxic Leak Detected 
	Environmental

	Transmit Failure 
	Equipment

	Transmitter Failure 
	Equipment

	Unauthorised Access Attempt
	Security Service or Mechanism Violation

	Underlying Resource Unavailable 
	Processing error

	Unexpected Information
	Integrity Violation

	Unspecified Reason
	Operational Violation

	Unspecified Reason
	Physical Violation

	Unspecified Reason
	Security Service or Mechanism Violation

	Version Mismatch 
	Processing error


Table B.3: Probable Causes for Wireless Systems

	Wireless Systems
	Event Type

	A-bis to BTS interface failure
	Equipment

	A-bis to TRX interface failure
	Equipment

	Antenna problem
	Equipment

	Battery breakdown
	Equipment

	Battery charging fault 
	Equipment

	Clock synchronization problem
	Equipment

	Combiner problem 
	Equipment

	Disk problem
	Equipment

	Equipment failure
	Equipment

	Excessive receiver temperature
	Equipment

	Excessive transmitter output power
	Equipment

	Excessive transmitter temperature
	Equipment

	Frequency hopping degraded
	Equipment

	Frequency hopping failure
	Equipment

	Frequency redefinition failed
	Equipment

	Line interface failure
	Equipment

	Link failure
	Equipment

	Loss of synchronization
	Equipment

	Lost redundancy
	Equipment

	Mains breakdown with battery back-up
	Equipment

	Mains breakdown without battery back-up
	Equipment

	Power supply failure
	Equipment

	Receiver antenna fault 
	Equipment

	Receiver Failure
	Equipment

	Receiver multicoupler failure
	Equipment

	Reduced transmitter output power
	Equipment

	Signal quality evaluation fault
	Equipment

	Timeslot hardware failure
	Equipment

	Transceiver problem
	Equipment

	Transcoder problem
	Equipment

	Transcoder or rate adapter problem 
	Equipment

	Transmitter antenna failure
	Equipment

	Transmitter antenna not adjusted
	Equipment

	Transmitter failure
	Equipment

	Transmitter low voltage or current
	Equipment

	Transmitter off frequency
	Equipment

	Database inconsistency
	Processing error

	File system call unsuccessful
	Processing error

	Input parameter out of range
	Processing error

	Invalid parameter
	Processing error

	Invalid pointer
	Processing error

	Message not expected
	Processing error

	Message not initialized
	Processing error

	Message out of sequence
	Processing error

	System call unsuccessful
	Processing error

	Timeout expired
	Processing error

	Variable out of range
	Processing error

	Watch dog timer expired
	Processing error

	Cooling system failure
	Environmental

	External equipment failure
	Environmental

	External power supply failure
	Environmental

	External transmission device failure
	Environmental

	Fan failure
	Environmental

	High humidity
	Environmental

	High temperature
	Environmental

	Intrusion detected
	Environmental

	Low humidity
	Environmental

	Low temperature
	Environmental

	Smoke detected
	Environmental

	Excessive Error Rate
	Quality of service

	Reduced alarm reporting
	Quality of service

	Reduced event reporting
	Quality of service

	Reduced logging capability
	Quality of service

	System resources overload
	Quality of service

	Broadcast channel failure
	Communications

	Connection establishment error
	Communications

	Invalid message received
	Communications

	Invalid MSU received
	Communications

	LAPD link protocol failure
	Communications

	Local alarm indication
	Communications

	Remote alarm indication
	Communications

	Routing failure
	Communications

	SS7 protocol failure
	Communications

	Transmission error
	Communications


Table B.4 identifies probable causes that are defined by more than one standard. This is for information only.

Table B.4: Duplicated Probable Causes

	Duplicated Probable Cause
	32.111-2
	X.721 X.733
	X.736
	M.3100
	Event Type

	Broadcast Channel Failure
	X
	
	
	X
	Communications

	Call Establishment Error (X.721/X.733)
Call Setup Failure (M.3100)
	
	X
	
	X
	Communications

	Connection Establishment Error
	X
	
	
	X
	Communications

	Degraded Signal
	
	X
	
	X
	Communications

	Framing Error
	
	X
	
	X
	Communications

	Invalid Message Received
	X
	
	
	X
	Communications

	Local Node Transmission Error
	
	X
	
	X
	Communications

	Loss of Frame
	
	X
	
	X
	Communications

	Loss of Signal
	
	X
	
	X
	Communications

	Remote Node Transmission Error
	
	X
	
	X
	Communications

	Routing Failure
	X
	
	
	X
	Communications

	Antenna Failure (M.3100)

Antenna Problem (32.111-2)
	X
	
	
	X
	Equipment

	Battery Charging Failure (M.3100)

Battery Charging Fault (32.111-2)
	X
	
	
	X
	Equipment

	Disk Failure (M.3100)

Disk Problem (32.111-2)
	X
	
	
	X
	Equipment

	Equipment Failure (32.111-2)
Equipment Malfunction (X.721/X.733)
	X
	X
	
	
	Equipment

	Frequency Hopping Failure
	X
	
	
	X
	Equipment

	IO Device Error (M.3100)

Input/Output Device Error (X.721/X.733)
	
	X
	
	X
	Equipment

	Loss Of Redundancy (M.3100)

Lost Redundancy (32.111-2)
	X
	
	
	X
	Equipment

	Loss Of Synchronization
	X
	
	
	X
	Equipment

	Multiplexer Problem
	
	X
	
	X
	Equipment

	Power Problem
	
	X
	
	X
	Equipment

	Power Supply Failure
	X
	
	
	X
	Equipment

	Processor Problem
	
	X
	
	X
	Equipment

	Receiver Failure
	X
	X
	
	X
	Equipment

	Signal Quality Evaluation Failure (M.3100)

Signal Quality Evaluation Fault (32.111-2)
	X
	
	
	X
	Equipment

	Timing Problem
	
	X
	
	X
	Equipment

	Transceiver Failure (M.3100)

Transceiver Problem (32.111-2)
	X
	
	
	X
	Equipment

	Transmitter Failure
	X
	X
	
	X
	Equipment

	Cooling System Failure
	X
	
	
	X
	Environmental

	External Equipment Failure
	X
	
	
	X
	Environmental

	Enclosure Door Open
	
	X
	
	X
	Environmental

	Fan Failure (32.111-2)
Cooling Fan Failure (M.3100)
	X
	
	
	X
	Environmental

	Fire Detected (X.721/X.733)
Fire (M.3100)
	
	X
	
	X
	Environmental

	Flood Detected (X.721/X.733)
Flood (M.3100)
	
	X
	
	X
	Environmental

	High Humidity
	X
	
	
	X
	Environmental

	High Temperature
	X
	
	
	X
	Environmental

	Intrusion Detected (32.111-2)
Intrusion Detection (X.736/M.3100)
	X
	
	X
	X
	Environmental (32.111-2); 

Physical Violation (X.736/M.3100)

	Low Humidity
	X
	
	
	X
	Environmental

	Low Temperature
	X
	
	
	X
	Environmental

	Pump Failure
	
	X
	
	X
	Environmental

	Smoke Detected (32.111-2)
Smoke (M.3100)
	X
	
	
	X
	Environmental

	Application Subsystem Failure
	
	X
	
	X
	Processing Error

	Bandwidth Reduced 

Bandwidth Reduction (X.721/X.733)
	
	X
	
	X
	Quality of Service 

	Configuration or Customization Error (M.3100)

Configuration or Customizing Error (X.721/X.733)
	
	X
	
	X
	Processing Error

	Database Inconsistency
	X
	
	
	X
	Processing Error

	File Error
	
	X
	
	X
	Processing Error

	Storage Capacity Problem
	
	X
	
	X
	Processing Error

	Excessive Bit Error Rate (M.3100)

Excessive Error Rate (32.111-2)

Excessive Error Rate
	X
	
	
	X
	Communications (M.3100)

Quality of Service (GSM 12.11/M.3100) 

	Corrupt Data
	
	X
	
	X
	Processing Error

	Out Of Memory
	
	X
	
	X
	Processing Error

	Software Error
	
	X
	
	X
	Processing Error

	Timeout Expired
	X
	
	
	X
	Processing Error

	Underlaying Resource Unavailable (M.3100)

Underlying Resource Unavailable (X.721/X.733)
	
	X
	
	X
	Processing Error

	Version Mismatch
	
	X
	
	X
	Processing Error

	Congestion
	
	X
	
	X
	Quality of Service

	Reduced Logging Capability
	X
	
	
	X
	Quality of Service

	System Resources Overload
	X
	
	
	X
	Quality of Service

	Excessive Response Time (M.3100)

Response Time Excessive (X.721/X.733)
	
	X
	
	X
	Quality of Service

	Excessive Retransmission Rate (M.3100)

Re-Transmission Rate Excessive (X.721/X,733)
	
	X
	
	X
	Quality of Service

	Transmission Error
	X
	
	
	X
	Communications
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