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Decision/action requested

Addition of a new Key-Issue on media-plane security
2
References

[1]
3GPP TR 32.849 Study on Charging aspects on Roaming End-to-end scenarios with VoLTE IMS and interconnecting networks 
[2]
3GPP TR 29.949 Study on Technical aspects on Roaming End-to-end scenarios with VoLTE IMS and other networks
3
Rationale

Proposal of an update for the call flow section. The main question is how to proceed with this sections.
4
Detailed proposal

It is proposed that TR 32.849 be updated with the following changes.
First change
6.3
Key Issue #3: Media Plane Interconnection is not reflected in any CDR

6.3.1
Description
One IBCF (signalling plane interconnection) may control multiple TrGWs (media plane interconnection). TrGWs controlled by one IBCF may be spatially separated by long distances, and (in case of a multinational operator, i.e. a company controlling multiple mobile networks in different countries) they may even be located in different PLMNs. 
In this case, the address of the TrGW may be more relevant for charging / accounting than the address of the IBCF. 
Furthermore, a network node (e.g. an IBCF or a TrGW) may use multiple "own" IP addresses to distinguish between different connections to neighbour nodes (e.g. IP address "A1" for connections to operator B1, and IP address "A2" for connections to operator B2). However, currently only one (own / IBCF) "Node Address" and one "Neighbour Node Address" are included in the IBCF CDR
An example is depicted in Figure 6.3.1.1: a connection is set up from operator A to a destination belonging to operator B. Operator B controls two networks (PLMN B1 and PLMN B2) (e.g.) in two different countries. However, it uses only one IBCF located in PLMN B1, whereas the destination of the call is located in PLMN B2.

The outgoing TrGW (A) of operator A uses two different "own" IP addresses for connections towards the different TrGWs:  IP address A1 for connections towards TrGW (B1) and IP address A2 for connections towards TrGW (B2). The signalling plane connection is established between IBCF (A) and IBCF (B), where IBCF (B) happens to be in PLMN B1. Since the destination is located in PLMN B2, the media plane connection is established from TrGW (A) using IP address A2 towards TrGW (B2) (thick red line). TrGW (A) would also support a connection towards TrGW (B1) (grey dotted line; using IP address A1), but this is not established here, because the destination is located in PLMN B2.
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Figure 6.3.1.1: Example: Usage of LinkID

6.3.2
Assumptions
The field NNI Information only contains information on network nodes for the signalling plane (IBCF addresses). However, for voice (or video) connections, the media plane is relevant for charging / accounting. Hence, information about the interconnection nodes of the media plane (e.g. TrGWs) should also be included in the IBCF CDR.
Editor's Note: open issue: how to deal with services, where the "media" is transported in the signalling plane (e.g. text messaging)?
Editor's Note: The following topics to be considered further for this issue:
1. A conversion table within the IBCF could be huge. A consideration of this fact is required.
2. A correlation of several streams needs to be considered. Several streams requested by one SIP INVITE could be spread over several TrGW.
6.3.3
Current Status
Currently, the used connection between the two networks for the media plane is not at all reflected in the IBCF CDR. Since the media plane is usually to be charged, correct interconnection charging is not possible.
6.3.4
Alternative Options

6.3.4.1
Alternative 1 – LinkID
The introduction of a new field "LinkID" into the field NNI Information in IBCF CDR is proposed. This field is introduced as an equivalent to the "TrunkID" that is currently used in CS networks. It shall contain a (logical, operator specific) logical ID.
The LinkID shall unambiguously identify the IP connection towards the neighbour TrGW node, which is used for the media plane of the current call. (In the example figure: the "red arrow", identified by the IP address (and port) A2 used at TrGW(A), and the IP address (and port) of TrGW(B2).)
As an alternative to a "logical" ID, the pair of both IP address (and ports) of both TrGWs used in the interconnection scenario may be included, however an abstract "logical" ID to be sufficient and easier to implement. A logical ID would also decouple the CDR post processing in IT billing systems from the actual technical network IP configuration.
6.3.4.2
Alternative 2 – Connection Data
Editor's Note: This could be to include information in the SDP part, e.g. c=,o= and m= line within the c= and o= line the IP Address of the TrGW appears and within the m= line the according port for the media stream is included. 
Second change




















End of changes
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