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1
Decision/action requested

Agreement on re-use of existing GSMA specifications for inter-PLMN connection aspects: filtering, topology hiding, and security.
2
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3
Rationale

Three inter-PLMN connection aspects identified in the WID for Inter-PLMN PS domain online charging are: Filtering, Topology hiding, and Security [2]. The only one of these currently reflected in TR 32.843 [1] is Filtering.

These three topics are already addressed in a common manner for all inter-PLMN Diameter connections in GSMA IR.88 [3]. The only necessary enhancement is to include the Gy reference point in the specification as one of the Diameter reference points for which the specification applies. When the initial TR phase is concluded, an LS can be sent to GSMA with the recommendations.

This contribution proposes this as an alternative solution to the current issue related to filtering and inserts complete descriptions of the other two issues also with this as a proposed solution. Finally a recommendation sub-clause is proposed for the three issues.

4
Detailed proposal

It is proposed that the following changes be incorporated into draft TR 32.843.

First change
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [100] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [100].
DEA
Diameter Edge Agent
OCS
Online Charging System
NDS
Network Domain Security
PCEF
Policy and Charging Enforcement Function
SEG
Security Gateway
TDF
Traffic Detection Function
Second change
4.4.2.3.X  
Alternative Solution X – GSMA Standardization
Recommend GSMA extend IR.88 [501], LTE and EPC Roaming Guidelines, to transport the Gy reference point via DEAs. AVP Filtering requirements are currently described in clause 6,5,1.3, Application Level Security. No further specification in 3GPP is required.
4.4.2.4
Evaluation and recommendation
It is concluded that the best solution is to re-use existing specification in GSMA as per Alternative Solution X. An LS should be sent to GSMA with the recommended solution.
Third change
4.4.Y
 Key issue # 7 – Security

4.4.Y.1
Description 

It is necessary for operators to secure Diameter links between operators.

4.4.Y.2 


Current status

As per reply LS in S5-140255, SA3 reviewed the PCC architecture with Gy/Gyn interface between OCS in HPLMN and PCEF/TDF in VPLMN and confirms Network Domain Security (NDS)/IP Network Layer security specified in TS 33.210 is appropriate for securing interconnection between two Operators (i.e., different security Domains) for Diameter signaling (through use of IPsec Security Gateways (SEG).
4.4.Y.3   
Alternative Solutions

4.4.Y.3.1  
Alternative Solution 1 – GSMA Standardization
Recommend GSMA extend IR.88 [501], LTE and EPC Roaming Guidelines, to transport the Gy reference point via SEGs. No further specification in 3GPP is required.
4.4.Y.4
Evaluation and recommendation
It is concluded that the best solution is to re-use existing specification in GSMA as per Alternative Solution 1. An LS should be sent to GSMA with the recommended solution.
Fourth change
4.4.Z
 Key issue # 8 – Topology Hiding

4.4.Z.1
Description 

Some AVP which may disclose internal information of a PMN but which is not required outside the PMN should be changed/removed from all egress messages (“topology hiding”). 
4.4.Z.2 


Current status

IR.88 [501], LTE and EPC Roaming Guidelines, clause 6.5.1.3, Application Layer Security, provides requirements for topology hiding at the DEA.
4.4.Z.3   
Alternative Solutions

4.4.Z.3.1  
Alternative Solution 1 – GSMA Standardization
Recommend GSMA extend IR.88 [501], LTE and EPC Roaming Guidelines, to transport the Gy reference point via DEAs. No further specification in 3GPP is required.

4.4.Z.4
Evaluation and recommendation
It is concluded that the best solution is to re-use existing specification in GSMA as per Alternative Solution 1. An LS should be sent to GSMA with the recommended solution.
End of changes
