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1
Decision/action requested

This paper provides the details on the ProSe communication for Public Safety UE according to stage 2 TS 23.303, and the correspondingcharging methods and protocols. It is proposed that the contents be adopted in TR 32.8xx and LS to CT1 be produced.  
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OMA-TS-DM_Protocol-V1_2: "OMA Device Management Protocol".
3
Rationale

Within the SA2 TS 23.303 [1], the ProSe Direct Communication has been specified for the Public Safety UEs. The one-to-many communication is applicable to UEs when served by E-UTRAN or outside of E-UTRA coverage. 

NOTE:
It has been agreed in S2-141464 [2] that the UE-to-Network Relay is not supported in Rel-12.  

The charging requirements from SA1 [3] require the EPS to collect charging data for the ProSe Communication, including the activation/deactivation, initiation/termination, duration and amount of data transferred, QoS parameters if any. 
It is also indicated in the SA5 WID [4] for ProSe Charging that the objective includes:
· Study and define the charging architecture for one-to-many ProSe Direct Communication for ProSe-enabled Public Safety UE

Therefore, in this contribution, the details of the charging architectures and procedures are reviewed and suggestions are made. 
4
Detailed proposal

4.1
SA2 operation procedures for ProSe Communication 
The ProSe one-to-many Direct communication is applicable to Public Safety UE and is applicable when the UE is served by E-UTRAN or outside of E-UTRA coverage.  

According to the stage 2 design in TS23.303 [1], the ProSe Direct Communication is connectionless and one-to-many in nature. It does not define control signalling over PC5 interface, and most of the configuration parameters (e.g. IP multicast address, ProSe Group ID, Group security material, radio related parameters) are configured in the UE in advance. 
For the Public Safety usage, the UE could be configured with provisioning parameters to support out-of-the-box usage, and the provisioning parameters could be configured in the UICC, in the ME, or in both UICC and the ME. When the UE is under the E-UTRAN coverage, OMA DM is used for the ProSe Function to provision ProSe related configuration and authorization information in the UE via the PC3 reference point. 
The Figure 1 below illustrated how the UE interacts with the ProSe Function to obtain the configuration and authorization information. 
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Figure 1: UE to ProSe Function Interfaces for each sub-function

For a configured UE, the ProSe one-to-many Direct Communication does not have to involve the E-UTRAN. As specified in TS 23.303 [1], the UE uses the network signalled resources for communication when it is served by E-UTRAN, and uses the configured radio resources when not served by E-UTRAN. 
Figure 2 below illustrated the procedures involved in the transmission for the ProSe Direct Communication. 
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Figure 2: One-to-many ProSe Direct Communication transmission

Figure 3 illustrated the procedures involved in the reception for the ProSe Direct Communication.
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Figure 3: One-to-many Direct Communication reception

It is noted that the group context (e.g. ProSe Layer 2 Group ID, Group IP multicast address, Security material, etc.) is based on the configured parameters. There is no specification in this release for dynamic group formation and management. 
4.2
Proposed Charging architecture for ProSe Communication
4.2.1
General
It has been specified in TS23.303 [1] that the ProSe Function provides the necessary charging functionality for usage of ProSe (both ProSe via the EPC and for ProSe Direct Discovery and ProSe Direct Communication).

In order for the ProSe Function to fulfil the charging functionality, information regarding the ProSe Direct Communication must be made known to the ProSe Function. This requires the ProSe-enabled UE to log the usage information and report it to the ProSe Function. 

As also indicated in the LS from SA2 [5], the ProSe Direct Communication involves cases of “out of network coverage”. In such cases, the UE can only provide the usage information to the ProSe Function when the UE goes back into coverage.  Therefore, the charging architecture would need to accommodate the delayed reporting of the ProSe session accounting data from the UE. 
4.2.2
Proposed Offline Charging architecture for ProSe Communication
Figure 4 below illustrates the proposed offline charging architecture for the ProSe Direct Communication. 
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Figure 4: Proposed Offline Charging Architecture for ProSe Direct Communication
In this architecture, all charging functions (CTF, CDF, and CGF) are assumed to be within the ProSe Function. This keeps the architecture consistent with the architecture for ProSe Discovery. The ProSe Function is connected to the Billing Domain via the Br interface, and Br is a variant of the common Bx interface. 
For the ProSe Communication, the ProSe Function relies on the UE for the information pertaining to chargeable events. The ProSe-enabled Public Safety UE stores the usage information regarding the ProSe Communication securely within the UE. When certain criteria are met, e.g. when a periodic report timer expires and UE is under coverage, the stored usage information will be provided to ProSe Function via PC3 interface. The ProSe Function assembles the information into charging events, and generates corresponding CDRs to deliver to the Billing Domain. 
The reporting of the information is part of the Accounting Metrics Collection process. The UE to ProSe Function interaction on the information reporting needs to be defined in CT WG1, as part of their definition of PC3 interface.  
The information reported by the UE needs to assist the ProSe Function to meet the charging requirements as specified in TS 22.115 [3]:

When a ProSe-enabled UE uses ProSe Communication, or EPC Path established following ProSe Discovery, the EPS shall be able to collect charging data for this communication including its:

-
Activation/deactivation;

-
Initiation/termination;

-
Duration and amount of data transferred;

-
QoS, if via E-UTRAN (e.g. levels of availability, allocated resource);

-
Inter-operator communication;

-
Inter-operator signalling.

Among the requirements, the QoS does not apply to ProSe Direct Communication, since it is stated  in TS 23.303 [1] subclause 5.4.1that: 

There is no QoS support apart from priority handling. 
In view of these requirements, it is proposed that the UE provide at least the following information in the report:

· UE identity, e.g. IMSI;
· Radio resources used for the Communication, e.g. PLMN allocated resources or pre-configured resources for out of coverage;
· PLMN ID when the direct communication is under E-UTRAN coverage;
· Group Identifier used for the Communication;

· Start time of the one-to-many communication transmission/reception;

· End time of the one-to-many communciation transmission/reception;
· Start time of one-to-many communication not served by E-UTRAN;

· End time of one-to-many communication not served by E-UTRAN;
· Identities of the transmitters in the one-to-many communication session, e.g. L2 ID and IP address;

· Amount of data transmitted by UE;

· Amount of data received by UE; 
· Application specific record, e.g. application specific session floor control information, IP multicast address, Application layer ID of group members in the communication;

4.2.3
Proposed Online Charging architecture for ProSe Direct communication

Online charging does not apply to ProSe one-to-many Direct Communication. It is clear from the SA2 defined ProSe Direct Communication procedures, as introduced in section 4.1, that the UE does not involve the network when starting or terminating the communication. 
In addition, there is no requirement for any credit control for the use of ProSe one-to-many Direct Communication, which is for Public Safety use in Rel-12. Therefore, the online charging support is not necessary for ProSe one-to-many Direct Communication. 

4.3
ProSe Direct Communication charging scenarios
4.3.1
Basic Principles
In Rel-12, the ProSe Direct Communication covers only one-to-many communication for Public Safety use. The ProSe Direct Communication is applicable when UE is under E-UTRAN coverage or out of E-UTRAN coverage. Therefore, the ProSe Direct Communication charging needs to satisfy the following principles:

· The one-to-many communication is connectionless and group oriented, and thus the charging information does not distinguish a specific pair of transmitter and receivers;
· The charging information can distinguish the transmission and reception usage from reporting UE point of view;

· The charging information should identify the period of communication under E-UTRAN coverage and out of E-UTRAN coverage, as the radio resources used can be different;

· Delayed reporting of  information on the direct communication out of E-UTRAN coverage is supported,  with the UE making the information available to ProSe Function only when the UE returns to coverage;

· The charging information should include the time of activating and deactivating of the ProSe Direct Communication; 
NOTE: Online charigng is not applicable to ProSe Direction Communication for Public Safety usage. 
4.3.2
ProSe Direct Communication offline charging scenarios
4.3.2.1
CDR Generation

Figure 5 below illustrates the proposed scenario of offline charging for the ProSe One-to-many Direct Communication.
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Figure 5: ProSe Direct Communication Offline Charging scenario

1.
UE obtains the configuration and service authorization for using the ProSe Direct Communication. The details are provided in TS 23.303 [1] subclause 5.2. For the Public Safety UE, this step is optional, and the configurations could be pre-configured on the UE. The configuration includes the ProSe one-to-many Direct Communication usage information reporting configuration and criteria. For example, the configuration may include a periodic timer setting for the UE to report usage information when under E-UTRAN coverage, it may also include the address for the UE to send the usage report message.

Editor's Note: The reporting configuration and criteria will be defined by SA5 and documented in CT WG1specification on OMA-DM MO TS24.333, as part of the ProSe Public Safety MO. Liaison to CT WG 1 is required to communicate the requirements from SA5 point of view.   

2.
UE obtains radio resources configuration for the one-to-many communication. This procedure involved is specified in RAN WGs. 
3.
UE starts ProSe One-to-many Direct Communication. This may include transmission and/or reception. Details of the ProSe Direct Communication are defined in RAN WGs.
4.
In this proposed step, UE evaluates the reporting criteria as configured in step 1, and decides to report the usage information.

5.
In this proposed step, UE uses PC3 interface to report the recorded usage information to the ProSe Function. 

Editor's Note: In a roaming case, UE needs to also report the usage information to the VPLMN ProSe Function. 

6.
In this proposed step, The ProSe Function generates the CDR for the ProSe One-to-many Communication, and forwards that to the Billing Domain. 
4.4
Proposed protocol choices for UE usage information reporting
As illustrated in section 4.3.1, the UE uses PC3 interface to report the usage information to the ProSe Function. According to Figure 1, there are three parts in the PC3 reference point:
· UE to DPF using OMA-DM [7];

· UE to DDNMF using IP based protocol, e.g. HTTP;

· UE to EPC-level Discovery Function using IP based protocol, e.g. HTTP

Therefore, when UE reports the usage information as in the proposed step 5 of Figure 5, there are two choices, e.g. use the OMA-DM or the IP based protocol, e.g. HTTP. 
When using OMA-DM for the usage information reporting, there are two sub-options:

· In package 2 of the OMA-DM protocol [7] (when ProSe Function sends the ProSe Public Safety MO towards UE), a usage reporting configuration is included. Within the configuration MO, the ProSe Function includes the IP address(es), format, and protocol to use for the usage information reporting. It also includes a reporting period. When UE has started the one-to-many communication, it would try to report the usage information in the specified format towards the configured address(es) using the specified protocol, every specified period, when the UE is under E-UTRAN coverage. If the UE is out of E-UTRAN coverage when a report needs to be sent, the UE shall retain the report and send it as soon as E-UTRAN coverage is obtained. The protocol used for the reporting can be FTP;

· In package 2, a Report command is added. The Report command will trigger UE to respond with package 3, which contains the usage information the UE needs to report. The package 2 command should also indicate the configuration for the reporting, e.g. period of the report, and format, etc. If the UE is out of E-UTRAN coverage, the package 3 will be kept and sent when UE obtained the E-UTRAN coverage.

When the IP based protocol is used for the UE usage reporting, the existing PC3 interface can be extended with a new set of messages. For example, the Public Safety UE can obtain the configuration of the usage reporting from the ProSe Function using a ProSe Direct Communication Request message, and the ProSe Function returns the corresponding configuration in the response message. When the UE has collected usage information as specified in the configuration, it will use a ProSe Direct Communication Report message to send the usage information to the ProSe Function. These messages can be easily implemented with the IP based protocol that is chosen for PC3 interface, e.g. HTTP. 
 Note that the ProSe Direction Communication usage information for the Public Safety UE can be used for purposes other than charging, e.g. legal interception, auditing, etc. In such cases, the information may be forwarded to another server than ProSe Function. This could be achieved by configuring the UE to report to both servers or configuring the ProSe Function to forward the received information to the other server. 
Comparisons of the above approaches are presented below:
Table 1: Comparison of protocol choices for UE usage information reporting

	Approaches
	Impacts to the Standards
	Pros
	Cons

	OMA-DM with FTP
	UE usage reporting configuration information needs to be included in the CT1 defined ProSe Public Safety MO.
UE will send the reporting message to the ProSe Function according to the configuration using FTP. 

These need to be specified in CT1 ProSe specifications.


	Can be easily supported with existing ProSe architecture and protocols defined in SA2 and CT1. 
Well supported OMA-DM configuration model in UEs.

Simple logic and easy implementation. 

Allow separate CDR generation function from ProSe Function, to support more flexible deployment/integration.


	None.

	OMA-DM package 3 [7] based reporting
	According to OMA-DM protocol [7], step 1 of Figure 5 could be the package 2.  A new command for the UE usage information reporting needs to be defined for this package 2.
When the UE has started the ProSe Direct Communication, it would follow up with package 3, which includes the usage information. 

Since OMA-DM protocol supports multiple round trips, this reporting action can continue until the ProSe Function decides to stop. 

The use of the package 3 for the reporting needs to be specified in CT1 spec. 
	Well define protocol in OMA-DM [7] for the multi-round interactions.
Wide support of OMA-DM or the alike in UEs.  
 
	Frequent reporting may puts load on OMA-DM server that is usually not designed for heavy traffic load from UE.

Definition of the OMA-DM package 3 and new command of package 2 are necessary in CT1. 

	IP based PC3 protocol extension
	New PC3 messages will be defined for the UE to request usage reporting configuration from ProSe Function.
When the criteria is met, e.g. when the UE started the ProSe Direct Communication, the UE will start to use the IP based PC3 interface to report the usage information to HPLMN ProSe Function using another new message. 
The HPLMN ProSe Func may choose to inform the LPLMN ProSe Function with the usage information.  
	The IP based PC3 can be easily extended to carry usage information report. 


	Public Safety UE is not required to implement the IP based PC3 interface.
UE cannot directly report information to VPLMN. 

Protocol extension is needed to support its use for information reporting. 



In view of the above, it is recommended that the OMA-DM with FTP based approach is selected for the UE usage information reporting. 
Editor's Note: This should be communicated to and confirmed by CT WG1. 
5
Proposed Actions
Proposal 1: It is proposed to document the discussion in section 4 in TR 32.8xx.

Proposal 2: It is proposed to send a LS to CT WG1 regarding the following issues:

· SA5 identified  information to be provided to ProSe Function as indicated in section 4.2.2;

· the UE reporting configuration information to be included in the Public Safety MO; 
· the protocol selection considerations in section 4.3.
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