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* * * First Change * * * *

5.3.1.4
Support of Failure Situations

In case the OCS fails, the P-GW and the TDF shall support the Failure Handling procedure and Failover mechanism described in [50]. These mechanisms give flexibility to have different failure handling scenarios when the OCS fails. 

Three different actions are described in [402]. 
P-GW shall support the following actions when the failure handling mechanism is executed:

· Terminate: The online session is finished. The associated IP-CAN bearer session is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is not supported. Failover for new sessions is always supported.

· Retry&Terminate: The online session is finished. The associated IP-CAN bearer session is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.

· Continue: The online session is finished. The associated IP-CAN bearer session is established (new sessions) or not released (ongoing sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.
Editor’s Note: failure handling mechanism for the TDF is FFS   
If the user is simultaneously online and offline charged, the failure situation shall be registered in the PGW-CDR/TDF-CDR. When the user is only online charged, the execution of the Failure Handling mechanism with value equal to Continue shall imply that a new PGW-CDR/TDF-CDR is opened.
* * * Next Change * * * *

5.3.2.4
Support of Failure Situations

In case the OCS fails the P-GW/TDF must support the Failure Handling procedure and Failover mechanism described in 3GPP TS 32.299 [50]. 

The Failure Handling Procedure affects the whole online session so in case FBC/ABC is enabled, the procedure shall affect all services activated during the IP-CAN bearer/TDF session triggering the online charging session.

According to 3GPP TS 32.299 [50], timer Tx determines the maximum interval the P-GW/TDF shall wait for an answer to each credit control request sent to the OCS. In case FBC/ABC is enabled, it is possible that several concurrent Credit Control Request messages are triggered for the same online charging session. In this case, each Credit Control Request message shall reset the Tx timer. When Tx expires, P-GW/TDF shall execute the Failover and Failure Handling mechanisms according to the behaviour described in Annex B. 

Three different actions are described in [402]. 
P-GW/ shall support the following actions when the failure handling mechanism is executed:

· Terminate: The online session is finished. The associated IP-CAN bearer session is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is not supported. Failover for new sessions is always supported.

· Retry&Terminate: The online session is finished. The associated IP-CAN bearer session is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.

· Continue: The online session is finished. The associated IP-CAN bearer session is established (new sessions) or not released (ongoing sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported. It shall be operator configurable to limit the maximum duration of the IP-CAN bearer in this situation. 

Editor’s Note: failure handling mechanism for the TDF is FFS   

In case the user is simultaneously online and offline charged, the failure situation must be registered in the PGW-CDR/TDF-CDR. When the user is only online charged, the execution of the Failure Handling mechanism with value equal to Continue shall imply that a new PGW-CDR/TDF-CDR is opened.
* * * Next Change * * * *

6.1.14
Application based charging data in TDF(TDF-CDR)
 If ABC is enabled and the collection of CDR data is enabled, then the TDF data specified in the following table shall be available for each TDF session. 

Editor’s Note: The applicability of parameters listed below is FFS. CAMEL Information parameter is FFS.

Editor’s Note; TDF session level charging reflection in the CDR is FFS.

Table 6.1.3: TDF session data (TDF-CDR)

	Field
	Category
	Description

	Record Type 
	M
	TDF session record.

	Retransmission
	OC
	This parameter, when present, indicates that information from retransmitted Accounting Requests has been used in this CDR.

	Served IMSI
	C
	IMSI of the served party, if available.

	Served IMEI
	OC
	The IMEI or IMEISV of the ME, if available. It is used for identifying the user in case Served IMSI is not present during emergency bearer service.

	Served 3GPP2 MEID
	OC
	MEID of the served party’s terminal equipment for 3GPP2 access. 

	Served MN NAI
	OC
	Mobile Node Identifier in NAI format (based on IMSI), if available.

	P-GW Address used
	M
	The control plane IP address of the P-GW used.

	P-GW Address IPv6
	OC
	The control plane IPv6 address, in case of IPv4v6 dual stack, of the P-GW used.

	TDF Address used
	M
	The control plane IP address of the TDF used.

	TDF Address IPv6
	OC
	The control plane IPv6 address, in case of IPv4v6 dual stack, of the TDF used.

	PDN Connection Charging ID
	M
	This field holds the Charging Id of the EPS default bearer in case of GTP based connectivity or the unique Charging Id in the PMIP based connectivity case.to identify different records belonging to same PDN connection. 

	Serving node Address 
	M
	List of SGSN/S-GW/TWAG control plane IP addresses, or the ePDG address used during this record.

	Serving node IPv6 Address
	OC
	List of SGSN/S-GW/TWAG control plane IPv6 addresses, in case of IPv4v6 dual stack, used during this record.

	Serving node Type
	M
	List of serving node types in control plane (SGSN, SGW, ePDG, AGW, TWAG). The serving node types listed here map to the serving node addresses listed in the field "Serving node Address" in sequence.

	PGW PLMN Identifier
	Oc
	PLMN identifier (MCC MNC) of the PGW.

	TDF PLMN Identifier
	Oc
	PLMN identifier (MCC MNC) of the TDF.

	Access Point Name Network Identifier
	OM
	The logical name of the connected access point to the external packet data network (network identifier part of APN).

	PDP/PDN Type
	OM
	PDP/PDN type, i.e. IPv4, IPv6, IPv4v6 , or PDP type PPP, or IHOSS:OSP.

	Served PDP/PDN Address
	OC
	IP address allocated for the PDP context / PDN connection, i.e. IPv4 address when PDP/PDN Type is IPv4 or IPv6 prefix when PDP/PDN Type is IPv6 or IPv4v6. This parameter shall be present except when both the PDP type is PPP and dynamic IP CAN bearer address assignment is used.

	Served PDP/PDN Address prefix length
	OC
	PDP/PDN Address prefix length of an IPv6 typed Served PDP Address. The field needs not available for prefix length of 64 bits.

	Served PDP/PDN Address extension
	OC
	This field holds IPv4 address of the served IMSI, if available, when PDP/PDN type is IPv4v6.

	Dynamic Address Flag
	OC
	Indicates whether served PDP/PDN address is dynamic, which is allocated during IP CAN bearer activation, initial attach (E-UTRAN or over S2x) and UE requested PDN connectivity. This field is missing if IPv4 address is static when PDN Type is IPv4, or if IPv6 address is static when PDN Type is IPv6 or IPv4v6.

	Dynamic Address Flag extension
	OC
	Indicates whether served IPv4 PDP/PDN address is dynamic, which is allocated during IP CAN bearer activation, initial attach (E-UTRAN or over S2x) and UE requested PDN connectivity with PDP/PDN type IPv4v6. This field is missing if IPv4 address is static.

	List of Service Data 
	OM
	A list of changes in charging conditions for application traffic within this TDF session categorized per rating group or per combination of the rating group and service id. Each change is time stamped. Charging conditions are used to categorize traffic volumes, elapsed time and number of events, such as per tariff period and subsequently changed maximal bandwidth limitation and corresponding data values are also listed.

Online charging information (PS Furnish Charging Information) may be added per each application container in case it is sent by the OCS.

Editor’s Note: Failure Handling procedure and session failover mechanism description is FFS.

	Record Opening Time
	M
	Time stamp when TDF session is established or record opening time on subsequent partial records.

	MS Time Zone 
	OC
	This field contains the MS Time Zone the MS is currently located as defined in TS 29.060 [203], if available.

	Duration
	M
	Duration of this record in the TDF.

	Cause for Record Closing 
	M
	The reason for the release of record from this TDF.

	Diagnostics
	OM
	A more detailed reason for the release of the connection.

	Record Sequence Number
	C
	Partial record sequence number, only present in case of partial records.

	Node ID
	OM
	Name of the recording entity.

	Record Extensions
	OC
	A set of network operator/manufacturer specific extensions to the record. Conditioned upon the existence of an extension.

	Local Record Sequence Number
	OM
	Consecutive record number created by this node. The number is allocated sequentially including all CDR types.

	APN Selection Mode
	OM
	An index indicating how the APN was selected.

	Served MSISDN
	OM
	The primary MSISDN of the subscriber.

	User Location Information
	OC
	This field contains the User Location Information of the MS as defined in TS 29.060 [203] for GPRS case, and in TS 29.274 [210] for EPC case, if available.

	User CSG information
	OC
	This field contains the User CSG Information of the UE, if available, including CSG ID, access mode and CSG membership indication.

	3GPP2 User Location information
	OC
	This field contains the User Location Information of the MS as defined in TS 29.212 [71] for 3GPP2 access, if available.

	TWAN User Location Information
	OC
	This field contains the UE location in a Trusted WLAN Access Network (TWAN) (SSID and, when available, BSSID of the access point), as defined in TS 29.274 [210] for S2a GTP-based case, or 29.275 [211] for S2a PMIP-based case, if available.

	Charging Characteristics
	M
	The Charging Characteristics applied to the TDF session.

	Charging Characteristics Selection Mode
	OM
	Holds information about how Charging Characteristics were selected.

	Serving node PLMN Identifier
	OM
	This fields holds the PLMN Identifier (MCC and MNC) serving the UE during this record. 

When the Serving node is TWAG, this field includes the PLMN identifier used for UE authentication, i.e. the VPLMN in roaming case, and the HPLMN in non-roaming case.

	PS Furnish Charging Information
	OC
	Online charging session specific information

	RAT Type
	OC
	This field indicates the Radio Access Technology (RAT) type currently used by the Mobile Station as defined in TS 29.061 [205], when available.

	CAMEL Information 
	OC
	Set of CAMEL information related to IP CAN bearer, if available. This field applies only for GPRS. 

	Start Time
	OC
	This field holds the time when TDF session starts. 

	Stop Time
	OC
	This field holds the time when TDF session is terminated. 


* * * Next Change * * * *

Annex B (normative):
Tx expiration; Failure Handling procedure and session failover mechanism description

	DIAMETER CREDIT-CONTROL FAILURE HANDLING
	Initial CCR, Tx expiration
	Initial CCR, Tx expiration
	Update CCR, Tx expiration
	Update CCR, Tx expiration
	Initial CCR, Tx expiration for second OCS
	Update CCR, Tx expiration for second OCS

	
	Session failover enabled
	Session failover disabled
	Session failover enabled
	Session failover disabled
	
	

	Failure Action = TERMINATE
	IP CAN bearer is not established.
	IP CAN bearer is not established.
	IP CAN bearer is terminated.

The PGW-CDR is marked.
	IP CAN bearer is terminated

The PGW-CDR is marked.
	N/A
	N/A

	Failure Action= RETRY & TERMINATE
	After Tx expiration, the P-GW sends the Initial CCR to the secondary OCS. The next considerations also apply:

· Tx is restarted.

· Service is not granted yet, i.e. PDP context is not accepted yet.

· If an answer from the first OCS is received after the first Tx expiration, it is ignored.   

In case the secondary OCS is not available, the behaviour is described in the column: ‘Initial CCR, Tx expiration for second OCS’.
	IP CAN bearer is not established.
	After Tx expiration, the P-GW will move all pending update CCRs for the online session to the secondary OCS. The next considerations also apply:

· Tx is restarted 

· Service is only granted until the quota is exhausted. 

· If an answer from the first OCS is received after first Tx expiration, it is ignored.   

In case the secondary OCS is not available, the behaviour is described in the column: ‘Update CCR, Tx expiration for second OCS’.
	IP CAN bearer is terminated.

The PGW-CDR is marked.
	IP CAN bearer is not established.
	IP CAN bearer is terminated.

The PGW-CDR is marked.

	Failure Action= CONTINUE 
	After Tx expiration, the P-GW sends the Initial CCR to the secondary OCS. The next considerations also apply:

· Tx is restarted 

· Service is only granted until the quota is exhausted 

· If an answer from the first OCS is received after the first Tx expiration, it is ignored.   

In case the secondary OCS is not available, the behaviour is described in the column: ‘Initial CCR, Tx expiration for second OCS’.
	The IP CAN bearer is accepted and the credit-control session is considered closed for the P-GW.

The operator can limit the duration of the IP CAN bearer.

The PGW-CDR is marked.
	After Tx expiration, the P-GW will move all pending update CCRs for the online session to the secondary OCS. The next considerations also apply:

· Tx is restarted 

· Service is only granted until the quota is exhausted 

· If an answer from the first OCS is received after the first Tx expiration, it is ignored.   

In case the secondary OCS is not available, the behaviour is described in the column: ‘Update CCR, Tx expiration for second OCS’.
	After the Tx expiration, the failure handling mechanism is immediately triggered:

The credit-control session is considered closed for the P-GW and access to all services is granted for an operator configurable period of time. 

The PGW-CDR is marked. All active service data flow containers shall be added to the CDR.
	After the Tx expiration for the secondary OCS, the failure handling mechanism is immediately triggered:

The IP CAN bearer is accepted and the credit-control session is considered closed for the P-GW.

The operator can limit the duration of the IP CAN bearer.

The PGW-CDR is marked.
	After Tx expiration for the secondary OCS, the failure handling mechanism is immediately triggered:

The credit-control session is considered closed for the P-GW and access to all services is granted for an operator configurable period of time.

The PGW-CDR is marked. All active service data flow containers shall be added to the CDR


Editor’s Note: Failure handling procedure and session failover mechanisms for TDF are FFS.
* * * Next Change * * * *

