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Decision/action requested

Discuss and approve on the text proposal.
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Rationale

Ever since SA5 #89 meeting hold at Sophia Antipolis, there have been intensive debate on which IRP should be used for alarm notification. The debate was primarily driven by the WLAN alarm reporting use case in section 5.2 [1] where it used the state change of ifOperStatus (RFC 2863 [2]) to indicate whether the WLAN air interface is up or down. It was not fully agreed that the state change could be considered as the alarm; therefore, a note was added to the use case. 

Note: Whether the WLAN AP state change notification is an alarm notification is subject to FFS. . If the FFS result is positive, then the subject use case is invalid.
ifOperStatus was chosen during the WLAN-OAM breakout session [3] in SA5 #87 meeting in Malta to represent the WLAN alarm. But, it is still undergone further study as to whether ifOperStatus can be considered as alarm.
A question was asked in SA5 #91 meeting in Shenzhen, China whether WLAN alarm notification is needed. Operator Orange indicated that “Low end WLAN AP deployed at homes may not report alarms. But alarm notification is required for high end WLAN AP, since operators do not want truck roll to check if an AP failed.”
The research into the WLAN AP industry confirms Orange’s comments that WLAN AP products for enterprise and operator markets require support of RFC 2819 RMON MIB [5] and RFC 2863 Interfaces Group MIB [2] for the WLAN AP management. The following lists a few references about the research. 
http://www.cisco.com/en/US/prod/collateral/wireless/ps6302/ps8322/ps7206/ps7221/product_data_sheet0900aecd805aaab9.html 

http://www.google.com/url?sa=t&rct=j&q=&esrc=s&frm=1&source=web&cd=5&ved=0CEEQFjAE&url=http%3A%2F%2Fwww.barcode-fonts.de%2Fairespace%2Fairespace_4100_wlan-switch.pdf&ei=ll6fUvmRJYbgoASqhYKoBg&usg=AFQjCNFCK83MZNqAjEHClwdLgNyeH7Nohw 

Moreover, it was found that IEEE802dot11-MIB, IEEE 802.11[6] contains counters that can be used to detect WLAN alarms. The following lists some example of these counters:
· dot11FailedCount

· dot11RTSFailureCount

· dot11ACKFailureCount

· dot11FCSErrorCount

· dot11DeniedAssociationCounterDueToBSSLoad

This contribution proposes adding IETF RFC 2819 RMON MIB to the source of alarm data and an annex of WLAN alarm notification, based on RMON MIB and IEEE 802.11 counters, to [1].
4
Detailed proposal
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4.3        Sources of performance measurements and alarm data

3GPP does not specify interface(s), neither directly nor indirectly, between WLAN AP and DM. IEEE and IETF specify standards for accessing management data of WLAN AP.

For the data, here are the relevant SNMP MIBs:

· IEEE 802.11 "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications" [1]

· RFC 2863, "The Interfaces Group MIB" [2]
· RFC 2819, “RMON-MIB” [7]
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Annex X (informative):
WLAN Alarm Notifications
WLAN alarm notifications are to be implemented based on IEEE and IETF standards. The following lists a few counters (see IEEE802dot11-MIB, IEEE 802.11[1]) that can be used to detect WLAN alarms.
· dot11FailedCount
· dot11RTSFailureCount
· dot11ACKFailureCount
· dot11FCSErrorCount
· dot11DeniedAssociationCounterDueToBSSLoad
RMON-MIB (see RFC 2819 [7]) defines the alarmTable that enables a WLAN AP to periodically takes statistical samples from variables in the probe and compares them to thresholds that have been configured. If a sample is found to cross the threshold values, an event is generated. The definition of alarmTable is shown below.
AlarmEntry ::= SEQUENCE {

alarmIndex 





Integer32,

alarmInterval 




Integer32,

alarmVariable 




OBJECT IDENTIFIER,

alarmSampleType 



INTEGER,

alarmValue 





Integer32,

alarmStartupAlarm 


INTEGER,

alarmRisingThreshold 

Integer32,

alarmFallingThreshold 
Integer32,

alarmRisingEventIndex 
Integer32,

alarmFallingEventIndex 
Integer32,

alarmOwner 





OwnerString,

alarmStatus 




EntryStatus

}
The eventTable is defined in RMON-MIB to store events generated by the alarmTable. Each entry in the eventTable correlates to an event in the alarmTable via alarmRisingEventIndex or alarmFallingEventIndex. The definition of eventTable is dipicted below.
EventEntry ::= SEQUENCE {

eventIndex 




Integer32,

eventDescription 

DisplayString,

eventType 




INTEGER,

eventCommunity 


OCTET STRING,

eventLastTimeSent 

TimeTicks,

eventOwner 




OwnerString,

eventStatus 



EntryStatus

}
If a SNMP trap is to be generated to report the alarm. Then the eventType object should be set to snmptrap.
eventType OBJECT-TYPE

SYNTAX 






INTEGER {

none(1),

log(2),
snmptrap(3), -- send an SNMP trap

logandtrap(4)

}
RMON-MIB defines two notification types – risingAlarm, fallingAlarm to indicate alarm occurrence and clearance, respectively.
risingAlarm NOTIFICATION-TYPE

OBJECTS {
alarmIndex, alarmVariable, alarmSampleType,

alarmValue, alarmRisingThreshold }
fallingAlarm NOTIFICATION-TYPE

OBJECTS {
alarmIndex, alarmVariable, alarmSampleType,

alarmValue, alarmFallingThreshold }
Here is an example of WLAN alarm notification. 
· If dot11FailedCount is exceeding alarmRisingThreshold, then risingAlarm notification will be sent to raise the alarm the via SNMP trqp.
· If dot11FailedCount is below alarmFallingThreshold, then fallingAlarm notification will be sent to clear the alarm the via SNMP trap.
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