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1. Overall Description:

SA5 asked the following question to SA3: 
“SA5 would like to get guidance on whether SA3 believes it’s sufficient for eNB to know the IP address or the FQDN of the CA/RA in order to be able to perform the certificate enrolment. If any other additional information about CA/RA is needed at the eNB for certificate enrolment, SA5 kindly ask SA3 to list it.”

SA3 would like to reply as follows: 

The following parameters are mandatory to provide to the eNB for performing an automated certificate enrolment:
1. IP address or FQDN of the CA/RA
2. Port number of the CA/RA 

3. Path to the CA/RA directory
4. Subject name of the CA/RA
The following parameter is optional to provide to the eNB:
5. An indication of the protocol (HTTP or HTTPS). 
Note on 1: Both IP address and FQDN shall be allowed. SA3 would like to note that, in case an FQDN is used, the IP address of the DNS server needs to be made available to the eNB before certificate enrolment. SA3 did not check whether this is the case in all possible scenarios envisaged by SA5. 

Note on 2: The port for HTTP/HTTPS transfer of CMP messages is not explicitly given in RFC 6712, therefore this parameter is required.

Note on 3: A CMP server can be located in an arbitrary path other than root, therefore this parameter is required.

Note on 4: TS 33.310, clause 9.5.3, states:
 “The sender and recipient fields shall contain the identities of the base station and the RA/CA. These identities shall be identical to the subject name present in the certificate for the public key whose related private key is used to sign the PKIMessage. If the recipient identity according to this rule is not known to the sender, any name known to the sender may be used.”

The last sentence above allows sending any name known to the sender (i.e. the eNB in the case under discussion) if the subject name is not known to the eNB, but SA3 would like to comment that this does not guarantee that the recipient, i.e. the CA/RA, will accept just any name. Therefore, in order to ensure interoperability, also the subject name is required. 
Note on 5: TS 33.310, clause 9.6, states that “support for TLS is not mandated”, and, in a NOTE, the clause speaks of “optional usage of HTTP over TLS (HTTPS)”.  It is therefore not necessary to mandate the inclusion of the protocol indication as it is clear from clause 9.6 of 33.310 that the default is HTTP. This protocol indication is required only when HTTPS is used.
Scenario with several CAs behind one RA:

It was mentioned in SA3 discussions that a scenario may need to be considered where there are several CAs behind one RA (although TS 33.310 does not consider this and only uses the term ‘RA/CA’ consistently). For this scenario, the question arose how a CMP request from an eNB could be directed to a particular CA behind an RA. SA3 believes that there are two alternatives for how this can be done. The first way is to configure the eNB with an additional parameter for this purpose. This additional parameter could for example be the path parameter or the subject name of the RA/CA or the eNB identity, in SA3’s understanding. Note that, according to the above, all these parameters are already available in the eNB. The second way is locally configuring the RA with information allowing it to route the CMP request to the appropriate CA. An example of such information could be a mapping between eNB identifiers and CAs. Neither the first way, when one of the above parameters is used, nor the second way, would require additional standardisation, and therefore SA3 would prefer using one of these alternatives. 
If SA5 thinks otherwise SA5 is kindly requested to let SA3 know.
2. Actions:

To SA5 group.

ACTION: 
Kindly take the above information into account and let SA3 know if you disagree with SA3 on the last item above. 

3. Date of Next SA3 Meetings:
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Taipei, Taiwan
