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1
Decision/action requested

Discuss and approve proposed procedure description.
2
References

 [1] 3GPP TS 32.508 3rd Generation Partnership Project;Technical Specification Group Services and System Aspects;

Telecommunication Management; Procedure Flows for Multi-Vendor Plug and Play eNB connection to the Network
3
Rationale

In the eNB Plug&Play stage 2 specification, security certificate enrolment (e.g. using CMPv2 protocol) procedure is used in section 5.3 Certificate Enrolment.
When CMPv2 is used, 

In 3GPP TS 33.310 9.5.3, it says:

================extract start from TS 33.310==================
9.5.3
Profile for the PKIHeader Field

The following profile shall be applied to the PKIHeader field as specified in [4]:

-
The sender and recipient fields shall contain the identities of the base station and the RA/CA. These identities shall be identical to the subject name present in the certificate for the public key whose related private key is used to sign the PKIMessage. If the recipient identity according to this rule is not known to the sender, any name known to the sender may be used.
================extract end from TS 33.310==================
The specification does not clearly specify whether the CA/RA name is a necessary option in the eNB plug&play certificate enrolment procedure. There is some ambiguity existed and need to be clarified.

There are two potential solutions:
Option1: If the CA/RA name is necessary during the certificate enrolment procedure, it’s necessary for eNB to get the CA/RA name before the certificate enrolment procedure started.

Option2: If the CA/RA name is not necessary during the certificate enrolment procedure, clarification can be added in the stage 2 description to eliminate the ambiguity.

It’s proposed the group to discuss and get agreement on the option, send LS to SA3 if it’s needed.
4
Detailed proposal
	Option 1 - 1st Modified Section 


5.2
Initial IP Autoconfiguration

The procedure for initial IP Autoconfiguration is described next and illustrated in Figure 5.2.1.

Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:

-
IP Autoconfiguration service is configured with basic IP configuration only (e.g. IP address, netmask, gateway, domain name, DNS server address);

-
IP Autoconfiguration service is configured with basic IP configuration and the IP address of CA/RA, the name of CA/RA;

-
IP Autoconfiguration service is configured with basic IP configuration and the FQDN of CA/RA, the name of CA/RA;

-
IP Autoconfiguration service is configured with basic IP configuration and the IP addresses of CA/RA and SeGW, the name of CA/RA;

-
IP Autoconfiguration service is configured with basic IP configuration and the FQDNs of CA/RA and SeGW, the name of CA/RA;

-
IP Autoconfiguration service is configured with basic IP configuration and the IP addresses of CA/RA, SeGW and EM, the name of CA/RA;

-
IP Autoconfiguration service is unable to recognize that the client is an eNB performing the Multi-Vendor Plug and Connect procedure;

-
IP Autoconfiguration service is able to recognize that the client is an eNB performing the Multi-Vendor Plug and Connect procedure;

-
IP Autoconfiguration service is unable to recognize that the client is an eNB performing the Multi-Vendor Plug and Connect procedure and the specific eNB vendor.

The procedure described in this section applies to all deployment options listed above.

The exceptions:

-
One of the steps outlined in the procedure fails.

Procedure steps:

1.1)
In this step eNB sends a request for IP address configuration to the IP Autoconfiguration service (e.g. DHCP server). The eNB may include the vendor specific identifier. The data format used by the eNB in this step is specified in [5].

1.2)
Depending on the particular Operator deployment scenario, the information configured in the IP Autoconfiguration service may be different and the IP Autoconfiguration service may or may not be able to recognize the specific details about the client (whether it is an eNB performing Plug and Connect procedure and the specific eNB vendor). Therefore, in this step the following replies by the IP Autoconfiguration service are possible:

1.2.a)
Client IP configuration only (e.g. IP address, netmask, gateway, domain name, DNS server address);

1.2.b)
Client IP configuration and the IP address of CA/RA, optionally the name of CA/RA;

1.2.c)
Client IP configuration and the FQDN of CA/RA, optionally the name of CA/RA;

1.2.d)
Client IP configuration and the IP addresses of CA/RA and SeGW, optionally the name of CA/RA;

1.2.e)
Client IP configuration and the FQDNs of CA/RA and SeGW, optionally the name of CA/RA;

1.2.f)
Client IP configuration and the IP addresses of CA/RA, SeGW and EM, optionally the name of CA/RA.
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Figure 5.2.1: Initial IP Autoconfiguration flow

	Option 1 - 2nd Modified Section 


5.3
Certificate Enrolment

The procedure for certificate enrolment is described next and illustrated in Figure 5.3.1.

Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:

-
The IP address of the CA/RA is known to the eNB (e.g. provided by the IP Autoconfiguration service);

-
The IP address of the CA/RA is unknown to the eNB, but the FQDN of the CA/RA is known to the eNB (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory);

The procedure described in this section applies to all deployment options listed above.

The exceptions:

-
One of the steps outlined in the procedure fails.

Procedure steps:

1)
This step is executed only if the IP address of CA/RA is unknown to the eNB, but the FQDN of the CA/RA is known (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory). The format of the FQDN is specified in [5].

1.1)
eNB sends a request containing the FQDN of the CA/RA to the DNS server.

1.2)
DNS server resolves the FQDN of the CA/RA into the IP address and provides it to the eNB.

2)
In this step eNB performs actual security certificate enrolment (e.g. using CMPv2 protocol). The sub-steps are included for the illustration purposes only.

2.1)
In this sub-step the eNB enrols using the vendor certificate (e.g. pre-programmed at the factory, the CA/RA name provided by IP Autoconfiguration service).

2.2)
In this sub-step the eNB receives the Operator certificates from the CA/RA.
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Figure 5.3.1: Certificate Enrolment flow
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5.3
Certificate Enrolment

The procedure for certificate enrolment is described next and illustrated in Figure 5.3.1.

Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:

-
The IP address of the CA/RA is known to the eNB (e.g. provided by the IP Autoconfiguration service);

-
The IP address of the CA/RA is unknown to the eNB, but the FQDN of the CA/RA is known to the eNB (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory);

The procedure described in this section applies to all deployment options listed above.

The exceptions:

-
One of the steps outlined in the procedure fails.

Procedure steps:

1)
This step is executed only if the IP address of CA/RA is unknown to the eNB, but the FQDN of the CA/RA is known (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory). The format of the FQDN is specified in [5].

1.1)
eNB sends a request containing the FQDN of the CA/RA to the DNS server.

1.2)
DNS server resolves the FQDN of the CA/RA into the IP address and provides it to the eNB.

2)
In this step eNB performs actual security certificate enrolment (e.g. using CMPv2 protocol). The sub-steps are included for the illustration purposes only.

2.1)
In this sub-step the eNB enrols using the vendor certificate (e.g. pre-programmed at the factory). The CA/RA name is not needed for the certificate enrolment procedure.
2.2)
In this sub-step the eNB receives the Operator certificates from the CA/RA.
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Figure 5.3.1: Certificate Enrolment flow

	End of Modification





















































































































































































































































