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1
Decision/action requested

This contribution p an analysis of MDT anonymization and proposes a mechanism for it.
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3
Analysis
In SA3’s reply LS S5-130665, SA3 gives an opinion on using a mapping mechanism. It said that “… If SON / MDT data groups need to be mapped to each other (e.g. for handover tracing or for some SON function, e.g. CCO), then SA5 may consider a generic protection mechanism like introduction of using specific identifiers, e.g. pseudonym or temporary identity to anonymize the user data. 

This kind of method is good for privacy protection, but may not be sufficient according to local legislation and cannot provide a replacement of user consent.”
To use a mapping mechanism, it can make UE’s real identity anonymization to TCE and meanwhile correlates different measurements to the same UE.
In current TS32.422, in case of UTRAN/E-UTRAN the anonymization of MDT data depends on the configuration parameter received at the MDT configuration. There are two levels of anonymization:

-
Using IMEI-TAC.

-
Not sending any identity to the TCE.
To make a mapping, it can add a third level of anonymization: Using pseudonym, i.e. use pseudonym or temporary identity to be sent to TCE in order to anonymize the user privacy The advandage of this level is that it can map one UE’s several MDT measurement results together in TCE to meet some SON function’s requirement and meanwhile anonymize the real user’s identity and protect user’s privacy. 
For UTRAN: 

The EM sends a Trace Session activation request to the RNC. When RNC does UE selection, RNC checks whether there is user consent and which MDT anonymization level is. If there is user consent and MDT anonymization level is using pseudonym, RNC indicates this to SGSN/MSC together with TR, TRSR, IMSI, Cell ID, TCE ID in UPLINK INFORMATION EXCHANGE REQUEST message. SGSN/MSC shall find the corresponding pseudonym allocated by core network entity, e.g. VLR/SGSN according to TS33.102 which mapps IMSI and send the pseudonym, TR, TRSR to the TCE. TCE combines the MDT records which RNC sends with pseudonym based on TR and TRSR.
For E-UTRAN: 

The EM sends a Trace Session activation request to the eNB. When eNB does UE selection, eNB checks whether there is user consent and which MDT anonymization level is. If there is user consent and MDT anonymization level requires pseudonym, eNB indicates this to MME together with TR, TRSR, Cell ID, TCE ID in CELL TRAFFIC TRACE. MME sends a pseudonym, e.g. GUTI which is allocated by MME according to TS23.003 and TS23.401, TR, TRSR to TCE. TCE combines the MDT records which eNB sends with pseudonym based on TR and TRSR. 
Pseudonym:

Pseudonym has many formats. Temporal identity can be one of the formats. For UTRAN, current TMSI and its LA/RA can be easily used for pseudonym to uniquely identify a UE. For E-UTRAN, GUTI can be used for pseudonym to uniquely identify a UE.
4
Proposal

It’s proposed group to agree on the principles in this contribution. 
