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Decision/action requested

Discuss the presented scenarios and agree to the proposals.
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Rationale

3.1
Background

The Use Cases documented in the latest approved draft TR 32.836 [1] require the correlation across various data. Specifically, correlation of MDT measurements with RLF and RCEF reports collected from the UEs. The pCR [2] identified two general approaches to the correlation: correlation at the TCE and correlation at the eNB. These were documented in the new section 7.2.1 of the [1].

In this paper we analyze various scenarios for correlation of CCO data (MDT, RLF and RCEF).

3.2
Correlation at the eNB Scenarios

3.2.1
Correlation of MDT and RLF Reports

RLF (Radio Link Failure) reports contain information related to the latest connection failure experienced by the UE.  The connection failure can be Radio Link Failure (RLF) or Handover Failure (HOF). The content of the RLF reports, the procedures for report creation and retrieving by the eNB are described in [3], [4] and [5]. The important detail about RLF is that the UE was in RRC Connected state prior to the failure and the MDT measurements preceding the failure are connected mode measurements (Immediate MDT). In this section we analyze the correlation of Immediate MDT data and RLF report.
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Figure 3.2.1.1: RLF during an active Immediate MDT session (re-establishment to a different eNB)
The figure 3.2.1.1 illustrates a scenario where a connected mode UE participates in an Immediate MDT session with eNB1 and experiences a Radio Link Failure. The UE creates a RLF report and attempts to re-establish the connection to a different eNB2. The UE indicates to eNB2 that it has a RLF report available. The eNB2 retrieves the RLF report from the UE and after examining it forwards the RLF report in X2 RLF_Indication procedure to the eNB1 where the Radio Link Failure has occurred. The eNB1 may have the RLF collection Trace Job active, therefore it packs the RLF report received from the UE in a Trace File and forwards it to the TCE.

As [2] claims, the RLF report and MDT data may be correlated at the eNB. However, a couple of potential problems exist. The operator (or C-SON NM CCO algorithm) is interested in correlating the RLF report not with any MDT data, but with MDT measurements form a very specific interval immediately preceding the Radio Link Failure. In an active Immediate MDT session, the eNB would periodically (specific details are not standardized and are implementation specific) pack the collected measurements received from the UE into Trace Data Files and send them to the TCE. Also, after experiencing the Radio Link Failure, UE may not be able to re-establish the connection immediately (it may take some time e.g. to get out of the coverage hole, etc...) and it is not guaranteed that the RLF report will be retrieved immediately after the first successful connection reestablishment. There is a possibility that eNB1 may pack and send MDT data to the TCE before it receives the RLF report. In this case the correlation of MDT data with RLF report at the eNB will not be possible (no MDT data for the time interval preceding the RLF). Another potential problem is that the RLF report may arrive to the eNB1 even later and the UE context (and corresponding MDT session) for this UE may not exist anymore which also makes the correlation at the eNB impossible.
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Figure 3.2.1.2: RLF during an active Immediate MDT session (re-establishment to the same eNB)

The figure 3.2.1.2 illustrates a similar scenario to the one illustrated by figure 3.2.1.1 with one exception – the UE successfully re-establishes connection to the same eNB. eNB re-activates the Immediate MDT session and retrieves the RLF report. As it was previously mentioned, the UE may not be able to re-establish the connection immediately (it may take some time e.g. to get out of the coverage hole, etc...) and it is possible that eNB has already packed the MDT data for the interval immediately preceding the Radio Link Failure and already sent it to the TCE. However, eNB may “correlate” the retrieved RLF report with the new set of MDT data (both pieces of data came from the same UE), but the correlation will not add any clarity to the RLF investigation (correlation to the wrong MDT data).

Observation 1: Correlation of MDT (Immediate MDT) and RLF reports may be possible at the eNB in certain cases, but it may be affected by the following problems: correlation impossible due to no MDT data, correlation impossible due to UE context expiration, correlation to a wrong data. 

3.2.2
Correlation of MDT, RLF and RCEF Reports

RCEF (RRC Connection Establishment Failure) reports also called “accessibility measurements” (see section 5.1.6 of [3]) are created by the UE when RRC connection establishment procedure fails. The content of the RCEF reports, the procedures for report creation and retrieving by the eNB are described in [3], [4] and [5]. RCEF reports contain information useful for NM CCO and have already been identified in [1]. The [2] states that RLF/RCEF and MDT data may be correlated at the TCE.
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Figure 3.2.2.1: RLF followed by RCEF during an active Immediate MDT session

Figure 3.2.2.1 illustrates a scenario where UE experiences a RLF at eNB1 followed by RCEF to eNB2 and then successfully re-establishes connection to an eNB3. It has been agreed in SA5 during online discussion of [2] that in such scenarios it is impossible to correlate RLF/RCEF and MDT data at the eNB. It was also mentioned that if there was a mechanism for RCEF forwarding to the base station where the problem has occurred (similar to the RLF_Indication over X2), the correlation of RLF/RCEF and MDT data at the eNB would be possible.
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Figure 3.2.2.2: RLF followed by RCEF during an active Immediate MDT session (with RCEF_Indication)

Figure 3.2.2.2 illustrates a hypothetic scenario (currently impossible due to lack of standardized RCEF_Indication procedure or something similar like enhancing the RLF_Indication procedure with RCEF information) where RCEF report retrieved from the UE by the eNB3 is forwarded to the eNB2 where RRC Connection Establishment failed. As it is shown on figure 3.2.2.2, even with the new RCEF_Indication procedure in place, it is still impossible to correlate RLF/RCEF and MDT at the eNB.

Observation 2: It not possible in all scenarios to correlate RLF/RCEF and MDT at the eNB. This problem will not be solved by standardizing the new RCEF_Indication procedure where RCEF report is being forwarded by the base station that retrieved it from the UE to the base station where the problem occurred.
3.3
Correlation at the TCE

Correlation of RLF/RCEF and MDT data at the TCE proposed in [2] and currently documented in section 7.2.1 of [1] is a possible solution – it is not affected by the problems outlined in the sections above. However, the strict user privacy and MDT anonymization requirements make it challenging. We are not allowed to store/forward the UE identities with MDT/RLF/RCEF data to the TCE. In full anonymization mode the UE identities are stripped completely, in partial anonymization only the IMEI-TAC is sent to the TCE. Unfortunately, the IMEI-TAC is not sufficient for per-UE/per-session correlation at the TCE. The TR/TRSR combination can not be used for RLF/RCEF and MDT correlation at the TCE.

In the LS [6] 3GPP SA3 approved the potential use of temporary identities or pseudonyms (not traceable back to the true UE/user identity). 
3.3.1
RLF and Immediate MDT

Below, we try to analyze the possibility to use the C-RNTI as a specific identifier (temporary identity) for correlation of RLF and MDT at the TCE:
· The combination of C-RNTI, the Cell ID and a corresponding timestamp (the timestamp is only needed to roughly identify the timeframe when a particular C-RNTI was in use, the accuracy should be within the UE context lifetime or C-RNTI re-cycle time) uniquely identifies UE for correlation of  RLF and MDT;

· The eNB knows the C-RNTI of the UE reporting the immediate MDT;

· The eNB knows the last C-RNTI before the RLF of the UE reporting a RLF during re-establishment;

· The last C-RNTI before the RLF occurred (“C-RNTI used in the PCell upon detecting radio link failure or the C-RNTI used in the source PCell upon handover failure” as defined in [4]) is part of the RLF report – this provides the C-RNTI for all RLF reports, including thise retrieved not during re-establishment;
· The RLF timestamp (as “timeSinceFailure field used to indicate the time that elapsed since the connection establishment failure” as defined in [4]) is part of the RLF report. The RLF_Indication procedure used for forwarding of the RLF reports to the eNB where failure occurred (and where it is packed into Trace File) takes time in order of milliseconds and is significantly shorter than C-RNTI re-cycle time.
RLF-Report-r9 ::= 




SEQUENCE {


measResultLastServCell-r9



SEQUENCE {



rsrpResult-r9






RSRP-Range,



rsrqResult-r9






RSRQ-Range


OPTIONAL


},


measResultNeighCells-r9



SEQUENCE {



measResultListEUTRA-r9



MeasResultList2EUTRA-r9


OPTIONAL,



measResultListUTRA-r9



MeasResultList2UTRA-r9


OPTIONAL,



measResultListGERAN-r9



MeasResultListGERAN



OPTIONAL,



measResultsCDMA2000-r9



MeasResultList2CDMA2000-r9

OPTIONAL


}
OPTIONAL,


...,


[[
locationInfo-r10



LocationInfo-r10

OPTIONAL,



failedPCellId-r10





CHOICE {




cellGlobalId-r10





CellGlobalIdEUTRA,




pci-arfcn-r10






SEQUENCE {





physCellId-r10






PhysCellId,





carrierFreq-r10






ARFCN-ValueEUTRA




}



}















OPTIONAL,



reestablishmentCellId-r10

CellGlobalIdEUTRA



OPTIONAL,



timeConnFailure-r10



INTEGER (0..1023)



OPTIONAL,



connectionFailureType-r10

ENUMERATED {rlf, hof}


OPTIONAL,



previousPCellId-r10



CellGlobalIdEUTRA



OPTIONAL


]],


[[
failedPCellId-v1090



SEQUENCE {




carrierFreq-v1090



ARFCN-ValueEUTRA-v9e0



}















OPTIONAL


]],


[[
basicFields-r11




SEQUENCE {




c-RNTI-r11





C-RNTI,




rlf-Cause-r11




ENUMERATED {













t310-Expiry, randomAccessProblem,













rlc-MaxNumRetx, spare1},




timeSinceFailure-r11


TimeSinceFailure-r11



}















OPTIONAL,



previousUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




},




cellGlobalId-r11



CellGlobalIdUTRA


OPTIONAL



}















OPTIONAL,



selectedUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




}



}















OPTIONAL


]]

}
Figure 3.3.1: RLF report content as defined in TS 36.331[4]

Observation 3: All the information needed for correlation of RLF reports and immediate MDT data at the TCE is already available at the eNB and may be provided to the TCE without violating the MDT anonymization requirements. The C-RNTI of the UE reporting the immediate MDT may be added to the MDT log. The C-RNTI (last C-RNTI before the RLF) is already available at the TCE as part of the RLF report.
Proposal 1: Add C-RNTI of the reporting UE to the Immediate MDT log file as a new IE.
Proposal 2: Add C-RNTI (the “last C-RNTI before the RLF occurred) either known to the eNB (during re-establishment procedure) or extracted from the RLF report to the RLF log file as a new IE.

Proposal 3: Add RLF timestamp (converted from the timeSinceFailure extracted from the RLF report) to the RLF log file as a new IE.
3.3.2
RCEF and Logged MDT

Both the RRC Connection Establishment Failure and Logged MDT happen when UE is in the Idle Mode. When UE experiences a RCEF and has the Logged MDT active, the data recorded in the Logged MDT session before and after the RCEF may provide a complete picture and help in the root cause analysis. Therefore, the correlation of RCEF reports and Logged MDT is important.

One possible way to link the RCEF report to the Logged MDT data and avoid correlation (either at the eNB or at the TCE) completely is to record the RCEF as an event in the Logged MDT if Logged MDT session was already active at the UE.
Observation 4: It may be possible to eliminate the need for correlation of RCEF reports and corresponding MDT Logs if RCEF is added as a new event to the ongoing Logged MDT. 
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Figure 3.3.2: Logged MDT and RCEF reporting
Figure 3.3.2 illustrates the scenario where UE is configured for a Logged MDT session by eNB1, goes into Idle Mode and logs MDT measurements. The UE attempts to establish connection to eNB2 and experiences a RCEF. It logs the RCEF Report and continues to log the MDT measurements. The UE successfully establishes connection to eNB3 and indicates the RCEF Report and MDT Log availability. The eNB3 retrieves the RCEF report and  if the RCEF collection session was activated earlier at the eNB3, creates the RCEF Trace File and forwards it to the TCE. The eNB3 also retrieves the MDT Log from the UE and forwards it to the TCE. Since at the time of RCEF occurrence the UE was in the Idle Mode, there is no C-RNTI (at the time of failure) associated with it. The RCEF reporting and MDT Log reporting to the TCE happen independently (RCEF reporting requires an active reporting job at the eNB, MDT Log reporting does not). But it may be possible to logically link RCEF Report and MDT Log indicating that both were retrieved from the same UE without adding the UE identity and violating the MDT anonymization requirements by use of a temporary identifier (e.g. by adding the C-RNTI of the UE at the retrieval time to the MDT log and RCEF report being sent to the TCE).

Observation 5: It may be possible to logically link the RCEF report and MDT Log indicating that both were retrieved from the same UE by use of a temporary identifier (e.g. C-RNTI of the UE at the retrieval time).

Proposal 4: Discuss and agree on the preferred approach to the RCEF correlation with corresponding Logged MDT data - either new event in the logged MDT (UE impact, requires work in RAN2), or logical link between RCEF and MDT log at the retrieval time (e.g. via C-RNTI), or both.
4
Detailed proposal





Proposal 1: Add C-RNTI of the reporting UE to the Immediate MDT log file as a new IE.

Proposal 2: Add C-RNTI (the “last C-RNTI before the RLF occurred) either known to the eNB (during re-establishment procedure) or extracted from the RLF report to the RLF log file as a new IE.

Proposal 3: Add RLF timestamp (converted from the timeSinceFailure extracted from the RLF report) to the RLF log file as a new IE.
Proposal 4: Discuss and agree on the preferred approach to the RCEF correlation with corresponding Logged MDT data - either new event in the logged MDT (UE impact, requires work in RAN2), or logical link between RCEF and MDT log at the retrieval time (e.g. via C-RNTI), or both.
Proposal 5: Include the following text (“modifications”) in the TR 32.836.
	1st Modified Section


7.2.1
Correlate RLF/RCEF and MDT data 
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Figure 7.2.1-1 Correlation the RCEF/ RLF and MDT data 

Correlation at eNB: the RLF and MDT data may be correlated at eNB.

Correlation in TCE: the RLF/RCEF and MDT data may be correlated in TCE.

The NM CCO function can then use the correlated data for further analysis.

7.2.1.1
Correlation at the eNB Scenarios

7.2.1.1.1
Correlation of MDT and RLF Reports

RLF (Radio Link Failure) reports contain information related to the latest connection failure experienced by the UE.  The connection failure can be Radio Link Failure (RLF) or Handover Failure (HOF). The content of the RLF reports, the procedures for report creation and retrieving by the eNB are described in [2] and [3]. The important detail about RLF is that the UE was in RRC Connected state prior to the failure and the MDT measurements preceding the failure are connected mode measurements (Immediate MDT). In this section we analyze the correlation of Immediate MDT data and RLF report.
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Figure 7.2.1.1.1-1: RLF during an active Immediate MDT session (re-establishment to a different eNB)

The figure 7.2.1.1.1-1 illustrates a scenario where a connected mode UE participates in an Immediate MDT session with eNB1 and experiences a Radio Link Failure. The UE creates a RLF report and attempts to re-establish the connection to a different eNB2. The UE indicates to eNB2 that it has a RLF report available. The eNB2 retrieves the RLF report from the UE and after examining it forwards the RLF report in X2 RLF_Indication procedure to the eNB1 where the Radio Link Failure has occurred. The eNB1 may have the RLF collection Trace Job active, therefore it packs the RLF report received from the UE in a Trace File and forwards it to the TCE.

As section 7.2.1 claims, the RLF report and MDT data may be correlated at the eNB. However, a couple of potential problems exist. The operator (or C-SON NM CCO algorithm) is interested in correlating the RLF report not with any MDT data, but with MDT measurements form a very specific interval immediately preceding the Radio Link Failure. In an active Immediate MDT session, the eNB would periodically (specific details are not standardized and are implementation specific) pack the collected measurements received from the UE into Trace Data Files and send them to the TCE. Also, after experiencing the Radio Link Failure, UE may not be able to re-establish the connection immediately (it may take some time e.g. to get out of the coverage hole, etc...) and it is not guaranteed that the RLF report will be retrieved immediately after the first successful connection reestablishment. There is a possibility that eNB1 may pack and send MDT data to the TCE before it receives the RLF report. In this case the correlation of MDT data with RLF report at the eNB will not be possible (no MDT data for the time interval preceding the RLF). Another potential problem is that the RLF report may arrive to the eNB1 even later and the UE context (and corresponding MDT session) for this UE may not exist anymore which also makes the correlation at the eNB impossible.
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Figure 7.2.1.1.1-2: RLF during an active Immediate MDT session (re-establishment to the same eNB)

The figure 7.2.1.1.1-2 illustrates a similar scenario to the one illustrated by figure 7.2.1.1.1-1 with one exception – the UE successfully re-establishes connection to the same eNB. eNB re-activates the Immediate MDT session and retrieves the RLF report. As it was previously mentioned, the UE may not be able to re-establish the connection immediately (it may take some time e.g. to get out of the coverage hole, etc...) and it is possible that eNB has already packed the MDT data for the interval immediately preceding the Radio Link Failure and already sent it to the TCE. However, eNB may “correlate” the retrieved RLF report with the new set of MDT data (both pieces of data came from the same UE), but the correlation will not add any clarity to the RLF investigation (correlation to the wrong MDT data).

7.2.1.1.2
Correlation of MDT, RLF and RCEF Reports

RCEF (RRC Connection Establishment Failure) reports also called “accessibility measurements” (see section 5.1.6 of [2]) are created by the UE when RRC connection establishment procedure fails. The content of the RCEF reports, the procedures for report creation and retrieving by the eNB are described in [2] and [3]. RCEF reports contain information useful for NM CCO and have already been identified in section 4.2.6. The section 7.2.1 states that RLF/RCEF and MDT data may be correlated at the TCE.
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Figure 7.2.1.1.2-1: RLF followed by RCEF during an active Immediate MDT session

Figure 7.2.1.1.2-1 illustrates a scenario where UE experiences a RLF at eNB1 followed by RCEF to eNB2 and then successfully re-establishes connection to an eNB3. It has been agreed in SA5 during online discussion that in such scenarios it is impossible to correlate RLF/RCEF and MDT data at the eNB. It was also mentioned that if there was a mechanism for RCEF forwarding to the base station where the problem has occurred (similar to the RLF_Indication over X2), the correlation of RLF/RCEF and MDT data at the eNB would be possible.
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Figure 7.2.1.1.2-2: RLF followed by RCEF during an active Immediate MDT session (with RCEF_Indication)

Figure 7.2.1.1.2-2 illustrates a hypothetic scenario (currently impossible due to lack of standardized RCEF_Indication procedure or something similar like enhancing the RLF_Indication procedure with RCEF information) where RCEF report retrieved from the UE by the eNB3 is forwarded to the eNB2 where RRC Connection Establishment failed. As it is shown on figure 7.2.1.1.2-2, even with the new RCEF_Indication procedure in place, it is still impossible to correlate RLF/RCEF and MDT at the eNB.

7.2.1.2
Correlation at the TCE Scenarios
Correlation of RLF/RCEF and MDT data at the TCE documented in section 7.2.1 is a possible solution – it is not affected by the problems outlined in the section 7.2.1.1 above. However, the strict user privacy and MDT anonymization requirements make it challenging. We are not allowed to store/forward the UE identities with MDT/RLF/RCEF data to the TCE. In full anonymization mode the UE identities are stripped completely, in partial anonymization only the IMEI-TAC is sent to the TCE. Unfortunately, the IMEI-TAC is not sufficient for per-UE/per-session correlation at the TCE. The TR/TRSR combination can not be used for RLF/RCEF and MDT correlation at the TCE.

3GPP SA3 approved the potential use of temporary identities or pseudonyms (not traceable back to the true UE/user identity). 
7.2.1.2.1
RLF and Immediate MDT

Below, we try to analyze the possibility to use the C-RNTI as a specific identifier (temporary identity) for correlation of RLF and MDT at the TCE:

· The combination of C-RNTI, the Cell ID and a corresponding timestamp (the timestamp is only needed to roughly identify the timeframe when a particular C-RNTI was in use, the accuracy should be within the UE context lifetime or C-RNTI re-cycle time) uniquely identifies UE for correlation of  RLF and MDT;

· The eNB knows the C-RNTI of the UE reporting the immediate MDT;

· The eNB knows the last C-RNTI before the RLF of the UE reporting a RLF during re-establishment;

· The last C-RNTI before the RLF occurred (“C-RNTI used in the PCell upon detecting radio link failure or the C-RNTI used in the source PCell upon handover failure” as defined in [3]) is part of the RLF report – this provides the C-RNTI for all RLF reports, including thise retrieved not during re-establishment;

· The RLF timestamp (as “timeSinceFailure field used to indicate the time that elapsed since the connection establishment failure” as defined in [3]) is part of the RLF report. The RLF_Indication procedure used for forwarding of the RLF reports to the eNB where failure occurred (and where it is packed into Trace File) takes time in order of milliseconds and is significantly shorter than C-RNTI re-cycle time.

RLF-Report-r9 ::= 




SEQUENCE {


measResultLastServCell-r9



SEQUENCE {



rsrpResult-r9






RSRP-Range,



rsrqResult-r9






RSRQ-Range


OPTIONAL


},


measResultNeighCells-r9



SEQUENCE {



measResultListEUTRA-r9



MeasResultList2EUTRA-r9


OPTIONAL,



measResultListUTRA-r9



MeasResultList2UTRA-r9


OPTIONAL,



measResultListGERAN-r9



MeasResultListGERAN



OPTIONAL,



measResultsCDMA2000-r9



MeasResultList2CDMA2000-r9

OPTIONAL


}
OPTIONAL,


...,


[[
locationInfo-r10



LocationInfo-r10

OPTIONAL,



failedPCellId-r10





CHOICE {




cellGlobalId-r10





CellGlobalIdEUTRA,




pci-arfcn-r10






SEQUENCE {





physCellId-r10






PhysCellId,





carrierFreq-r10






ARFCN-ValueEUTRA




}



}















OPTIONAL,



reestablishmentCellId-r10

CellGlobalIdEUTRA



OPTIONAL,



timeConnFailure-r10



INTEGER (0..1023)



OPTIONAL,



connectionFailureType-r10

ENUMERATED {rlf, hof}


OPTIONAL,



previousPCellId-r10



CellGlobalIdEUTRA



OPTIONAL


]],


[[
failedPCellId-v1090



SEQUENCE {




carrierFreq-v1090



ARFCN-ValueEUTRA-v9e0



}















OPTIONAL


]],


[[
basicFields-r11




SEQUENCE {




c-RNTI-r11





C-RNTI,




rlf-Cause-r11




ENUMERATED {













t310-Expiry, randomAccessProblem,













rlc-MaxNumRetx, spare1},




timeSinceFailure-r11


TimeSinceFailure-r11



}















OPTIONAL,



previousUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




},




cellGlobalId-r11



CellGlobalIdUTRA


OPTIONAL



}















OPTIONAL,



selectedUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




}



}















OPTIONAL


]]

}
Figure 7.2.1.2.1: RLF report content as defined in TS 36.331[3]

7.2.1.2.2
RCEF and Logged MDT

Both the RRC Connection Establishment Failure and Logged MDT happen when UE is in the Idle Mode. When UE experiences a RCEF and has the Logged MDT active, the data recorded in the Logged MDT session before and after the RCEF may provide a complete picture and help in the root cause analysis. Therefore, the correlation of RCEF reports and Logged MDT is important.

One possible way to link the RCEF report to the Logged MDT data and avoid correlation (either at the eNB or at the TCE) completely is to record the RCEF as an event in the Logged MDT if Logged MDT session was already active at the UE.
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Figure 7.2.1.2.2: Logged MDT and RCEF reporting
Figure 7.2.1.2.2 illustrates the scenario where UE is configured for a Logged MDT session by eNB1, goes into Idle Mode and logs MDT measurements. The UE attempts to establish connection to eNB2 and experiences a RCEF. It logs the RCEF Report and continues to log the MDT measurements. The UE successfully establishes connection to eNB3 and indicates the RCEF Report and MDT Log availability. The eNB3 retrieves the RCEF report and  if the RCEF collection session was activated earlier at the eNB3, creates the RCEF Trace File and forwards it to the TCE. The eNB3 also retrieves the MDT Log from the UE and forwards it to the TCE. Since at the time of RCEF occurrence the UE was in the Idle Mode, there is no C-RNTI (at the time of failure) associated with it. The RCEF reporting and MDT Log reporting to the TCE happen independently (RCEF reporting requires an active reporting job at the eNB, MDT Log reporting does not). But it may be possible to logically link RCEF Report and MDT Log indicating that both were retrieved from the same UE without adding the UE identity and violating the MDT anonymization requirements by use of a temporary identifier (e.g. by adding the C-RNTI of the UE at the retrieval time to the MDT log and RCEF report being sent to the TCE).

	End of Modifications
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