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1
Decision/action requested

Agree on text for introduction into TR32.859  Study on Alarm Management
2
References

 [1]
3GPP TR 32.859 v0.2.0 Study on Alarm Management
3
Rationale

Material on the concept of Highly Managed Alarms is added
4
Detailed proposal

The following text is proposed to be introduced in clause 9.

	1st Modified Section


9
Alarm Management Lifecycle

ANSI/ISA18.2 [6] emphasizes the need to implement a lifecycle process to manage the alarm systems. 

A basic planning is necessary and the first step is to develop an alarm philosophy that documents the objectives of the alarm system and the processes to meet those objectives. 

The different processes can be grouped into an engineering part (A-E), operational part (F-H,I) and follow up part (J).

The figure below from ANSI/ISA 18.2 [6] presents the main processes in the Alarm Management Lifecycle. Details of this important concept are found in the ISA 18.2 standard.
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Of prime importance and of most complexity of the alarm management processes  is probably the rationalization task that will analyse and prioritize many of the individual alarms.  In telecom most of the classification of alarm severity is done by the equipment vendors and will need to be analysed and often reclassified dependent on the network environment, service offered etc. 

The ANSI /ISA18.2 standard stresses the audit functionality, to regular follow the behaviour of the alarm systems with defined KPIs. Important part of alarm management will be alarm suppression methods presented in clause 11.

Obviously we find a similarity with inheriting eTOM [5] processes. It will be up to the individual operators to tailor its operations and will not be target for standardisation.

However, bad quality alarms, in contrast with “good alarms” will be complex or impossible to handle even in an advanced alarm management environment. 
9.1 Highly Managed Alarms

The alarm severities defined in a mobile system are basically set out of criteria limiting the functionality the network equipment is supporting. Huge amount of alarms classified as Critical are sent to operator’s management centers but are rarely critical from the overall business consequence. They may even not be critical from time to respond.

An operator view may obviously be very different from the alarm severity defined by the equipment vendor.

ANSI / ISA 18.2 has defined one class of alarms call “Highly Managed Alarms”, HMAs. These alarms are the super-duper alarms, catastrophic from operations, security, business or any other top level reason. These alarms should receive special treatment particularly when it comes to viewing their status in the HMI. These are the alarms that may never be missed and must always be given the highest attention. 

Considerable high levels of administrative requirements are applicable for the HMAs. For companies following this standard, detailed documentation and a multitude of special administrative requirements in a precise way need to be fulfilled.

These include: 

· Specific shelving requirements, such as access control with audit trail

· Specific “Out of Service” alarm requirements, such as interim protection, access control, and audit trail

· Mandatory initial and refresher training with specific content and documentation

· Mandatory initial and periodic testing with specific documentation

· Mandatory training around maintenance requirements with specific documentation

· Mandatory audit requirements

The Highly Managed Alarm classes are also subject to special requirements for operator training, frequency of testing, and archiving of alarm records for proof of regulatory compliance.

In Telecom we hardly have the physical catastrophic scenarios or human physical security aspects to handle. However, our services may be a part of a delivery chain that could be vital components in a HMA scene and as such the HMA or part of the HMA concept could apply also for the telco parts.

Millions of mobile customers are now and then affected by major failures in the infrastructure of mobile systems. Assurance management of the continuously increasing complexity of our mobile systems could benefit from concepts like Highly Managed Alarms. We would identify the very most critical equipment and secure that these types of alarms are treated in the most thoughtful way. The HMAs may never be hidden, delayed etc  in e g alarm flooding.

Setup of HMA will include many of the processes identified in the Alarm Management Lifecycle. To implement HMA in the mobile system new requirements on the information services of the 3GPP IRP can be expected.
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