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1
Decision/action requested

Agree on Network Security scenarios.
2
References

[1]
S5-122430, pre SA5#85 stand of MUPPET Super-CR to 32.501, Nokia Siemens Networks

3
Rationale

When eNBs are deployed, the security of the communication between the eNB and the Operator's network needs to be secured in order to achieve integrity, privacy, and authenticity of the communication. This is achieved by connecting from the eNB to Security Gateways on the perimeter of  the Operator's Network. This contribution describes three phases of the PnP process, and how these phases correspond to connecting to Security Gateways. 
4
Detailed proposal

We propose to accept the following changes to TS 32.501 for use in the draft Super-CR [1] to this specification:

	First change


4.3.4
Security Gateway scenarios
The Secure Operator Network is protected by one or several Security Gateways. For each phase in the PnP process, the eNB uses a Security Gateway. 

There are three distinct phases when it comes to connections to the Security Gateways:
Phase 1: When the eNB has obtained IP connectivity, it will contact the RA in order to enrol for a Certificate, optionally update its software, and obtain its initial configuration. This phase needs a connection to a Security Gateway.
Phase 2: When the eNB has updated its software, it typically reboots and therefore loses the connection to the Security Gateway. It will then need to connect to a Security Gateway in order to access the Domain Manager. This Security Gateway may or may not be the same as in Phase 1.
Phase 3: In order for the eNB to connect to the Core Network for the purpose of carrying traffic, it needs to connect to a Security Gateway. This Security Gateway may or may not be the same as in Phase 1 and Phase 2. 
The following figures show two examples on implementations of Security Gateways. 


[image: image1]
Figure 4.3.2-1 Example: Each phase uses its own Security Gateway
The example in figure 4.3.2-1 shows a case where the three phases use three different Security Gateways. Note that when the eNB is fully operational, it has two connections active simultaneously; one to Security Gateway 2 and one connection to Security Gateway 3. 


[image: image2]
Figure 4.3.2-2 Example: All phases share one Security Gateway
The example in figure 4.3.2-2 shows a case where all three phases use the same Security Gateway.

	Next changes


6.5.3
Specification Requirements for Multi-Vendor Plug&Play eNB connection to network

REQ_PnP_FUN_1

The eNB shall have the possibility to connect to a Security Gateway in order to enrol for a Certificate, and to contact the DM in order to update its software and obtain its initial configuration.
REQ_PnP_FUN_2
The eNB shall have the possibility to connect to a Security Gateway in order to reach the Domain Manager. This Security Gateway may or may not be the same as in REQ_PnP_FUN_1.
REQ_PnP_FUN_3
The eNB shall have the possibility to connect to a Security Gateway in order to reach the Core Network. This Security Gateway may or may not be the same as in REQ_PnP_FUN_2.

	End of changes
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