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1
Decision/action requested

Agree to the presented material.
2
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3
Rationale

It was agreed to create a general use case, trying to be specific where items are not contentious and to be general where the decisions on the available options has yet to be made.
4
Detailed proposal

It is proposed to accept the following changes to TS 32.501 and to collect them in the draft Super-CR (latest version was [1] ) to this specification. Changes are marked against [1].
	First change


4.3
Multi-Vendor Plug&Play eNB connection to network Concept
4.3.1
General description

 The basic idea of Plug and Play is to avoid pre-configuration of an eNB as far as possible. In an ideal PnP world an eNB equipment is totally agnostic of its future purpose, its location in the network, its addresses, its basic configuration parameters etc. : All this information is only supplied step by step during the PnP process.

The required information for the new eNB is stored at specific places. The eNB needs to know how to access these places. The PnP process provides this information to the eNB.

The entities involved in the PnP concept are eNB, DHCP server [FFS if DHCP-only without DNS is an option], [FFS: DNS,] Certification Authority server, [FFS: Configuration Server], Element Manager, Security Gateway.

The plug and play includes "Plug and Connect" and Self-Configuration. The basic steps of Plug and Connect are described in clause 6.4.3 .
After Plug and Connect Self-Configuration procedures are used to complete Plug and Play.
	Next changes


6.4.3
Use case Multi Vendor Plug and Connect eNB to network

	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	After physical installation ,connect the eNB to the its Element Manager and to the Cor Network as automatically as possible. 
	

	Actors and Roles
	eNB as user
	

	Telecom resources
	eNB; IP transport network and its elements like DHCP server [FFS if DHCP-only without DNS is an option], [FFS: DNS], CA server, Security Gateway; [FFS: Configuration Server;] OAM network including Element Manager, Core Network 
	

	Assumptions
	There is a functional power supply for the eNB.
(FFS) There may have two DHCP servers and DNS servers.
	

	Pre conditions
	The eNB is physically installed. 

IP connectivity exists between the involved telecom resources. 

The involved telecom resources are functional.
The relevant information is stored and available:
At the eNB: 
1. vendor certificate
2. (FFS) FQDN of SeGW, FQDN of CA server, FQDN of EMS [, FFS: FQDN of Configuration Server]
At the IP autoconfiguration server in the Non-Secure Network: 
1. The IP address or network prefix the eNB needs to autoconfigure its transport IP address.
2. (FFS) IP address of the DNS server in the external network if DNS is present in the external network.

3. (FFS) IP address of the OAM SeGW, IP address of CA server, IP address of EMS

At [(FFS) DNS server in Non-Secure Network]: 
1. IP address of the OAM SeGW, IP address of CA server, IP address of EMS 
2.[ FFS: IP address of Configuration Server]
At the CA server: 
operator certificate.
At [(FFS) IP autoconfiguration server in the Secure network] 
1. IP address or network prefix the eNB needs to autoconfigure its IP address within the Secure Operator Network
2. IP address of EMS
3. (FFS) IP address of the DNS in the Secure Operator Network if  DNS is present in the Secure Operator Network
4. (FFS) IP address of the Configuration Server. 
At [(FFS) DNS server in the Secure network] 
1. IP address of EMS
2. (FFS) IP address of the Configuration Server. 
At [location FFS]:
Initial and final configuration for eNB, initial and final software for eNB.

	

	Begins when 
	The eNB is powered up.
	

	Step 1 (M)
	The eNB finds the correct VLAN to start communicating on.
	

	Step 2 (M)
	The eNB acquires its IP address.
	

	Step 3 (M/O)
	The eNB acquires the IP address of the DNS server.
[FFS: It this a mandatory or optional or not needed step?]
	

	Step 4 (M)
	The eNB acquires the IP address of the RA/CA server and performs Certificate Enrolment.
[FFS: Is this step here or after Step 6?]
	

	Step 5 (M)
	The eNB acquires the IP address of the Security Gateway. 
	

	Step 6 (M)
	The eNB establishes a secure connection (tunnel) to the Security Gateway given by Step 5.

During or following the establishment, the eNB receives its IP address for usage within the Secure Operator Network [FFS: via the IKEv2, a DHCP Relay or another mechanism] [FFS: , and the address of the DNS server within the Secure Operator Network.]
	

	Step 7 (M)
	The eNB acquires the IP address of the Configuration Server.

[this step is FFS]
	Secure connection

	Step 8 (M)
	The eNB acquires the IP address (or FQDN) of the correct Element Manager.
	Secure connection

	Step 9 (M)
	The eNB acquires its initial configuration and software, and possibly restarts. 

The configuration may contain an address to another EM that this specific node shall use as EM.

The configuration may contain an address to a Security Gateway that should be used before connecting to the EM.
	Secure connection

	Step 10 (O)
	The eNB establishes a secure connection (tunnel) to a Security Gateway given in step 9. (Note: needed for relocating the eNB to the correct security GW to be used for that specific EM)
	Secure connection

	
	
	

	Step 11 (O)
	The eNB acquires its final configuration and Software from the Element Manager.
Remark: This step is optional because the initial configuration acquired at step 9 may be already the final one.
	Secure connection

	Step 12 (M)
	The eNB establishes a connection to the Core Network(s) using the transport (VLAN ID, IP addresses) and security parameters provided in steps 9 or 11.
	Secure connection

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	A secure connection exists between the eNB and the Element Manager and the Core Network. Via the former connection the eNB can receive further instructions to become operational and carry user traffic, e.g. the administrativeState is set to “unlocked”.
	

	Traceability
	All requirements of clause 5.2 and 6.5.3 .
	


Table 6.4.3-1

Security aspects – e.g. prevention of unauthorized network access and of fake parameters supplied to the eNBs etc.  -have special importance. Security related sub-steps to establish secure connections are not shown in table 6.4.3-1. More security aspects are described in a specific chapter (see clause 4.3.3). 

	End of changes


