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1
Decision/action requested

Agree to the presented material on the concept and use case of plug and play.
2
References
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S5-121715
pCR to 32.501 on Concept and Use Case of MUPPET
3
Rationale

This pCR contains the concept of and use case for Vendor Plug and Play eNB connection to the network. It is an update of [2], base on comments made to it at SA5#84.
4
Detailed proposal

It is proposed to accept the following changes to TS 32.501 and to collect them in the draft Super-CR (latest version was [1] ) to this specification:
	First change


3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CA

Certification Authority

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System
PnP
Plug&Play

RA 
Registration Authority

SC
Self Configuration
SEG
SEcurity Gateway

	Next changes


4.3
Multi-Vendor Plug&Play eNB connection to network Concept
4.3.1
General description

The basic idea of Plug and Play is to avoid pre-configuration of an eNB as far as possible. In an ideal PnP world an eNB equipment is totally agnostic of its future purpose, its location in the network, its addresses, its basic configuration parameters etc. : All this information is only supplied step by step during the PnP process.

The required information for the new eNB is stored at specific places. The eNB needs to know how to access these places. For this, the eNB acquires their numerical IP addresses by resolving their well-defined FQDNs using DNS. 

The entities involved in the P&P concept are eNB, DHCP server, DNS server, Certification Authority server, Registration Authority server, Vendor Mediator, Element Manager, optionally Security Gateway.

The basic steps of PnP are described in clause 6.4.3 .

	Next changes


6.4.3
Use case Multi Vendor Plug&Play eNB connection to network

	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	Connect the eNodeB after physical installation to the OAM network in an as far as possible automated manner.
	

	Actors and Roles
	eNB as user
	

	Telecom resources
	eNB; IP transport network and its elements like DHCP server, DNS server, RA/CA server, optionally Security Gateway; Vendor Mediator; OAM network including Element Manager, 
	

	Assumptions
	There is a functional power supply for the eNB.
	

	Pre conditions
	The eNodeB is physically installed. 
The Vendor Mediator holds the initial configuration which is required for the eNB to connect to the final OAM domain. 

IP transport networks and its elements if functional. 
OAM network is functional.
The relevant information is stored and available at the appropriate places.
	

	Begins when 
	The eNodeB is powered up.
	

	Step 1 (M)
	The eNodeB acquires a numerical IP address from the DHCP server.
	

	Step 2 (M)
	The eNodeB acquires the numerical IP address of the DNS server from the DHCP server.
	

	Step 3 (M)
	The eNodeB resolves the well-defined FQDN of the RA/CA server to a numerical IP address using DNS.
	

	Step 4 (CM)
	The eNodeB resolves the well-defined FQDN of the Security Gateway to a numerical IP address using DNS. 

Note: The necessity of this step depends on the chosen security set-up (see § [editor’s note: Add correct reference] of this document). 

Condition: This step is mandatory if a Security Gateway is used to set-up the connection to the Vendor Mediator.
	

	Step 5 (M)
	The eNodeB resolves the well-defined FQDN of the Vendor Mediator to a numerical IP address using DNS.
	

	Step 6 (M)
	The eNodeB acquires from the Vendor Mediator e.g. the IP address (or FQDN) of the default gateway, the IP address (or FQDN) of the correct Element Manager, the IP address of the DNS servers within the trusted network etc.

This step shall be performed on a secure connection. 

Remark: During establishment of the secure tunnel the eNB receives its own IP address for usage within the trusted OAM network.
	

	Step 7 (M)
	The eNB establishes a secure connection to the Element Manager. This allows the eNB to later acquire final information for going live in the operator network bearing user traffic, e.g. by using the Self-Configuration and ARCF mechanisms.
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	FFS.
	

	Post Conditions
	A secure connection exists between the eNodeB and the Element Manager. Via this connection the eNodeB can receive further data and instructions to become operational and carry user traffic.
	

	Traceability
	FFS
	


Table 6.4.3-1

Security aspects – e.g. prevention of unauthorized network access and of fake parameters supplied to the eNBs etc.  -have special importance. Security related sub-steps to establish secure connections are not shown in table 6.4.3-1. More security aspects are described in a specific chapter: § [Editor’s note: Add document internal reference]. 

	End of changes











































































































































































































