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Decision/action requested

To discuss the presented scenarios, security issues, proposed solutions and decide on the way forward.
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Rationale

SA5 received LS from RAN2 [1] identifying two cases where MDT security requirements could be violated and requesting to take these cases into consideration. An example of RAN sharing is shown in Figure 1, where two operators share a limited subset of RAN (e.g. in rural areas) while also having non-shared RAN (e.g in non-rural areas). The text in subsections below presents analysis of these cases from the SA5 perspective (the detailed RAN2 analysis may be found in [4]).
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3.1 Scenario 1

The RAN2 LS describes the first scenario: “If a UE is connected to the shared RAN and user consent has been provided to Operator 1 (resulting in the Management Based MDT Allowed information in the UE context set to true), it is possible that the UE is selected/configured for management-based MDT initiated by Operator 2.  This is because the eNB is not required to validate that the MDT is initiated by the same operator to whom user consent was given, resulting in a potential violation of user privacy.”

This scenario violates the Data controller user privacy requirement stated in SA3 LS [2] and [3]: “Consent to collect MDT data is given to specific data controllers. <…>  the UE shall only give MDT data to networks to which the user has given consent and only on authorized request from the operator.”. In the example above, the UE is being selected for an MDT session where the MDT data will be stored (at the TCE) outside of the network to which the user has given his consent. This problem translates into multiple issues:
1. There is no explicit data controller user privacy requirement in TS 32.42x ;

2. UE selection for MDT does not validate if the network where the user consent is available (Management Based MDT Allowed flag is valid for the UE’s rPLMN) matches the network initiating the MDT session (could be identified by the PLMN portion of the Trace Session Reference in MDT activation).
3. There is no explicit link anywhere in TS 32.421/422 between the networks initiating the MDT (identifiable by the PLMN portion of the Trace Session Reference in MDT activation) and the “data controller” or TCE (identified only by the IP address or sinle byte TCE-Id). Technically, nothing prevents an operator from initiating an MDT session “on behalf of another operator” (where TCE IP address belongs to a TCE under control of another operator).

4. A potential problem with TCE Id mapping table if multiple operators are allowed to initiate MDTsessions on the same shared RAN (eNodeB). For example, TCE-Id = 1 may translate into different TCE IP addresses for each operator.

3.2 Scenario 2

The RAN2 LS describes the second scenario: “If a UE is configured for Logged MDT while connected to Operator 1’s (non-shared) RAN and subsequently reselects to the coverage area of the shared RAN without changing RPLMN, it is possible that the UE reports a measurement log to Operator 2 which contains data from Operator 1’s RAN.  This is because the UE does not know which operator of the shared RAN is retrieving the measurement log, resulting in potential user privacy and network spying issues, as well as potential loss of the log.”

This scenario may be split into two sub-scenarios:

a) The Operator 2 controls the eNodeB (where UE re-selected to) and does not “know” anything about the “data controller” (TCE) of the Operator 1. Therefore, retrieving and storing the measurement log in the TCE of Operator 2 creates the following problems:
· Violates the data controller user privacy requirement [2], [3]
· Supplies the measurements from Operator 1 network to the Operator 2 (“network spying”)

b) The Operators 1 and 2 have close cooperation (a use case may be needed to describe the specific details) and the eNodeB (where UE re-selected to) could communicate with the “data controllers” (TCEs) of the Operator 1 (they are reachable/routable). The eNodeB may be either under control of Operator 2 or under a “joint control” of both operators (a use case is needed describing the specific details). In this case the data controller user privacy requirement and network spying issues may potentially be solved by forwarding the measurements log to the TCE of Operator 1. However, the issue 4 in scenario 1 above is also applicable. For example, TCE-Id = 1 may translate into different TCE IP addresses for each operator.
4
Detailed proposal

Based on the above discussion and general agreements at SA5-78 (ensure that all Rel-10 MDT issues are resolved with minimal changes without potentially breaking any new functionalities deferred to Rel-11, and that the Rel-11 MDT enhancements such as ePLMN, etc… will be introduced/discussed with detailed use cases), we propose to address the identified issues (in both – eUTRAN and UTRAN) in the following ways:
Proposal 1: Address Issue 1 by introducing the high level data controller user privacy requirement in Rel-10 TS 32.421.
Proposal 2: Address Issues 2 and 3 by modifying the UE selection procedures (add rPLMN vs TCE PLMN checks) in Rel-10 TS 32.422, adding a new requirement (rPLMN vs TCE PLMN check) in Rel-10 TS 32.421 and an optional parameter “TCE PLMN” in Rel-10 TS 32.422. The absence of this new parameter will imply that TCE PLMN is equal to the Trace PLMN contained in Trace Reference of MDT activation.
Proposal 3: Address Issue 4 by modifying The TCE-Id mapping table (allowing either one TCE-Id mapping table per PLMN or adding a new attribute to the table <IP>-<Id>-<PLMN> or adding a new table <IP>-<PLMN>)  in TS 32.642/646/762/766. This is open for discussion.
Proposal 4: Address the problems of Scenario 2a by restricting the measurements report retrieval (eNodeB/NodeB shall not retrieve the measurements report from an UE whose rPLMN does not match the node’s primary PLMN or a pre-configured TCE PLMN in TCE mapping table) and enforcing a discard (of a retrieved measurements log if the log’s Trace PLMN does not match the node’s primary PLMN or a pre-configured TCE PLMN in TCE mapping table).

Proposal 5: Defer the Scenario 2b to Rel-11 since it does require specific use case details.
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