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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Logged MDT trace:


Collection of UE measurements in idle mode.

Immediate MDT trace:
Collection of UE measurements in connected mode.

Trace UID :


Anonimized identifier associated to a user within a trace session
3.2
Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [4], 3GPP TS 32.101 [1] and the following apply:

AS
Application Server

BGCF
Breakout Gateway Control Function

CSCF
Call Session Control Function

I-CSCF
Interrogating-CSCF

IM CN SS
IP Multimedia Core Network Subsystem

MRFC
Multimedia Resource Function Controller 

P-CSCF
Proxy - CSCF

S-CSCF
Serving-CSCF
TAU
Tracking Area Update
IMEI-TAC
IMEI Type Allocation Code (TAC)
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4.1.1.2a
UTRAN activation mechanisms for area based UE measurement collections without IMSI/IMEI(SV) selection
In case of area based MDT data collection, the UE selection should be done in the radio network at RNC based on the input information received from OAM, like device capability information and area scope. In this case there is no IMSI, IMEI(SV) selection. 

The following figure shows an example scenario how the MDT configuration is done utilising the cell traffic trace functionality:



[image: image1]
1. The EM sends a Trace Session activation request to the RNC. This request includes the parameters for configuring UE measurements:

· The area where the UE measurements should be collected: list of UTRAN cells. Routing Area or Location Area should be converted to UTRAN cells.

· Device capability requirements (e.g. min battery status/free memory, etc.) This parameter may not always be present.

· Job type 

· List of measurements

· Reporting Trigger (only in case of Immediate MDT)

· Report Interval (only in case of Immediate MDT)

· Report Amount (only in case of Immediate MDT)

· Event Threshold (Only in case of Immediate MDT)

· Logging Interval (Only in case of Logged MDT)

· Logging Duration (Only in case of Logged MDT)

· Trace Reference

· IP address of TCE.

· The need to provide anonymization of  user/UE identities
2. When RNC receives the Trace Session activation request from its EM, it shall start a Trace Session and should save the parameters associated to the Trace Session.

3. RNC should retrieve the device capabilities from all UEs active in the cell(s) if device capability requirement is given for the Trace Session and RNC didn’t retrieve the device capabilities before.

4. RNC shall select the suitable UEs for MDT data collection. The selection is based on the device capability requirements received from EM and the actual UE capabilities got from the UEs and on the area received from the OAM and the area where UE is roaming. If device capabilities are not given the UE selection is made based on UE Capability, which indicates if MDT is supported by the UE or not. 

5. RNC shall activate the MDT functionality to the selected UEs. As part of this operation the RNC shall allocate a Trace Recording Session Reference and send at least the following configuration information to the UE in case of Logged MDT:

· Trace Reference

· Trace Recording Session Reference

· TCE Id (The value signalled as IP address of TCE from the EM is mapped to a TCE Id, using a configured mapping in the RNC)

· Logging Interval

· Logging duration

· Absolute time reference

In case of Immediate MDT only the measurements and their parameters needs to be sent to the UE:

· List of measurements

· Reporting trigger

· Report Interval

· Report Amount

· Event threshold (only if event based reporting is configured in reporting trigger)

6. When UE receives the MDT activation it shall start the MDT functionality based on the received configuration parameters. The MDT related measurements are reported to the RNC via RRC signalling. In case of Logged MDT the MDT reporting is done when the network requests the log The MDT log is requested by sending the UEInformationRequest message. The MDT log is sent by the UE in the UEInformationResponse message. 

The UE should report the Trace Reference, Trace Recording Session Reference and IP address of TCE together with the MDT reports to the network in case of Logged MDT.

7. When RNC receives the MDT report from the UE the RNC shall capture it and put it to the trace record. Depending on the configuration, the RNC shall translate the subscriber identities (IMSI, IMEI (SV)) into anonymized subscriber identities (Trace UID, IMEI-TAC) before including them in the Trace Records.
8. The Trace Records shall be forwarded to the Trace Collection Entity indicated in the MDT report received from the UE in case of Logged MDT. The RNC translates the TCE Id received from the UE to the TCE IP address before it forwards the measurement records to the TCE. (The address translation is done by using configured mapping in the RNC.) 

The Immediate MDT measurement configuration is deleted in the UE together with the RRC context when entering idle mode.
The Logged MDT trace session is preserved in the UE until the duration time of the trace session expires, including also multiple idle periods interrupted by idle-connected-idle state transitions. 

The Logged MDT trace session context of the UE is stored in the network as long as the trace session is active, including also the periods when the UE is in connected state.
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4.1.1.6a
E-UTRAN activation mechanisms for area based UE measurement collections without IMSI/IMEI(SV) selection

For area based MDT data collection with no IMSI/IMEI(SV) criteria, the UE selection can  be done in the radio network at eNB based on the input information received from OAM. This mechanism works for the following input parameters:  

· Area information only 

The following figure summarizes the flow how the MDT configuration is done utilising the cell traffic trace functionality for this scenario:
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1. The EM sends a Trace Session activation request to the eNB. This request includes the parameters for configuring UE measurements:

· Job type 

· Area selection condition where the UE measurements should be collected: list of E-UTRAN cells. Tracking Area should be converted to E-UTRAN cell.

· List of measurements

· Reporting Trigger

· Report Interval

· Report Amount

· Event Threshold

· Logging Interval

· Logging Duration

· Trace Reference

· IP address of TCE

· The need to provide anonymization of  user/UE identities
Note that at the same time not all the parameters can be present. The criteria for which parameters are present are described in section 5.10 of this document..

2. When eNB receives the Trace Session activation request from its EM, it shall start a Trace Session and should save the parameters associated to the Trace Session.

3. eNB shall activate the MDT functionality to the selected UEs. eNB shall assign Trace Recording Session Reference corresponding to the selected UE. The eNB shall send at least the following configuration information to the UE in case of Logged MDT:

· Trace Reference

· Trace Recording Session Reference

· TCE Id (The value signalled as IP address of TCE from the EM is mapped to a TCE Id, using a configured mapping in the eNB)

· Logging Interval

· Logging Duration

· Absolut time reference

NOTE:
For UEs currently being in idle mode and camping in the cell the logged MDT configuration cannot be sent. These UEs may be configured when they initiate some activity (e.g., Service Request or Tracking Area Update) at next time.
In case of Immediate MDT the following parameters shall be sent to the UE:

· List of measurements

· Reporting trigger

· Report Interval

· Report Amount

· Event Threshold

Note that at the same time not all the parameters can be present. Conditions of the parameters are described in section 5.10 of this document.

4. When UE receives the MDT activation it shall start the MDT functionality based on the received configuration parameters. 
5. When the eNodeB receives the MDT trace record from UE, the eNodeB shall get the Trace Recording Session Reference, Trace Reference and TCE Id from the record, and send the Trace Recording Session Reference, Trace Reference and TCE IP address in the CELL TRAFFIC TRACE message to the MME via the S1 connection. When MME receives this S1 signalling message containing the Trace Recording Session Reference and Trace Reference, the MME shall check the user consent. If the result of the user consent checking is that user consent is available (as described in section 4.2.8.2 in this documernt), then the MME shall look up the subscriber identities (IMSI, IMEI (SV)) of the given call from its database, and depending on the configuration, send the subscriber identities (IMSI, IMEI (SV)) or anonymized subscriber identities (Trace UID, IMEI-TAC), together with the Trace Recording Session Reference and Trace Reference to the TCE.
6. For Immediate MDT when the eNB receives the MDT report from the UE in the RRC message the eNB shall capture it and put it to the trace record. A UE configured to perform Logged MDT measurements in IDLE indicates the availability of MDT measurements, by means of a one bit indicator, in RRCConnectionSetupComplete message during connection establishment as specified in [2]. The eNB can decide to retrieve the logged measurements based on this indication by sending the UEInformationRequest message to the UE. The UE can answer with the collected MDT logs in UEInformationResponse message.
7. The eNB shall forward the Trace Records to the Trace Collection Entity (TCE). In case of logged MDT, the IP address of the TCE is indicated in the MDT report is translated to the actual IP address of the TCE by the eNB before it forwards the measurement records. (The address translation is using configured mapping in the eNB.) In case of immediate MDT, the IP address of the TCE is indicated for the eNB in the trace configuration. 

The Immediate MDT measurement configuration is deleted in the UE together with the RRC context when entering idle mode.

The Logged MDT trace session is preserved in the UE until the duration time of the trace session expires, including also multiple idle periods interrupted by idle-connected-idle state transitions. 

The Logged MDT trace session context of the UE is stored in the network as long as the trace session is active, including also the periods when the UE is in connected state.
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4.2.2.5
E-UTRAN starting mechanism

In E-UTRAN, after the Cell Traffic Trace has been activated in the monitored cell(s), the eNodeB shall start a Trace Recording Session for new call(s)/session(s) and for already existing call(s)/session(s) (events for existing call(s)/session(s) are not required to be recorded prior to the activation of the cell traffic trace). When the eNodeB starts a Trace Recording Session it shall allocate a Trace Recording Session Reference for the given call or session. The eNodeB shall send the allocated Trace Recording Session Reference, and the Trace Reference and the Trace Collection Entity address in the CELL TRAFFIC TRACE message to the MME via the S1 connection. 

When MME receives this new S1 signalling message containing the Trace Recording Session Reference and Trace Reference, the MME shall look up the IMSI/IMEI(SV) of the given call from its database and, depending on the configuration, shall send the IMSI/IMEI(SV) numbers or anonymized identities (Trace UID, IMEI-TAC) together with the Trace Recording Session Reference and Trace Reference to the Trace Collection Entity.

The format of the file sent to the TCE from the MME is defined in 3GPP TS 32.423 A.2.2.
The figure 4.2.2.5.1 illustrates the procedure
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Figure 4.2.2.5.1
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4.2.8
User consent handling in MDT

4.2.8.1
Signalling based MDT

In case of signalling based  MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. It is the Operator responsibility to collect user consent before initiating an MDT for a specific IMSI or IMEI number. 

Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.

The following figure summarizes the functionality.
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When the IMSI based MDT is activated it is targeted the HSS. Once the user consent availability information is stored in the HSS database, the HSS can check the user consent availability before starting a Trace Session for the given subscriber. If there is no user consent given by the specific user, the HSS should not start a Trace Session for the given subscriber.

As the user consent availability information is stored as part of the subscription data it should also be transferred to the MME/SGSN/MSC-S during update location procedure. This is required if the subscription based MDT is started from MME/SGSN/MSC-S. In that case similar checking is required as in the HSS case. 

It should also be possible to handle user consent revokation. The process of user consent revokation shall be done also via customer care process and the user consent availability information should be updated in the HSS DB when a user consent revokation happens.

If the user consent revokation happens during an ongoing Trace Session with MDT, it is not required to stop and deactivate the Trace Recording Session, Trace Session respectively immediately i.e. to stop an ongoing Trace Recording Session in case of Immediate MDT. A notification to the management system should be sent and the management system should deactivate the Trace Session .

4.2.8.2
Area based MDT

FFS.
4.2.X
Anonimyzation of MDT data
4.2.X.1
Area based MDT

In case of area based MDT the MDT activation is targeted to eNB/RNC. 
For user anonymization purposes, association of MDT data to user / UE identity shall be avoided.
In case of E-UTRAN the subscriber identities are sent by the MME to the TCE. Depending on the configuration, MME shall either:

· translate IMSI into a Trace UID / extract IMEI-TAC from IMEI(SV) before sending to the TCE; or

· not send any identity to the TCE.
In case of UTRAN, the subscriber identities are sent by the RNC to the TCE. Depending on the configuration, RNC shall either

· translate IMSI into a Trace UID / extract IMEI-TAC from IMEI(SV) and replace in all the relevant IEs of the trace record before sending to the TCE; or

· delete any identity in all the relevant IEs of the trace record before sending to the TCE.
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