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1
Decision/action requested

The group is asked to discuss the user consent implementation for management based MDT and get agreement.
2
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3
Rationale

The necessity of User consent for management based MDT was discussed in SA5[1]/SA[2]/ RAN3[3]/SA3[4]. 
It’s mentioned that in SA3 LS[4] :

“- For both, signaling based MDT and management based MDT, user consent is required.

- Users must have the ability to change their consent settings any time.”
Consequently for Management based MDT,
1. There is the need for UE consent check before UE is selected to join the MDT campaign.
2. There is the need for UE user to change the consent status when needed.
There are two steps which are needed to fulfil the user consent requirement for management based MDT:

1. Provision the user consent information

2. Select UE with consideration of the user consent information

Using E-UTRAN activation mechanisms for area based UE measurement collections without IMSI/IMEI(SV) selection as example.This contribution is trying to address the possible solutions for the above two steps.
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1. Provision the user consent information

a) UE user may submit/change the user consent information when needed:

It was agreed that user consent information should be part of the subscription data of the subscriber, which should be provisioned to the HSS database. The method how Operator collects the user consent and how the user can revoke the consent is out of standards scope (i.e. can be via contracts/ web portal or in any means that does not require standardization).”
b) The user consent information will be forwarded to the related eNBs from HSS:
It was agreed in RAN3 LS S5-111307 that “RAN3 discussed how MDT user consent status is sent to the eNB for management based MDT as in R2-111051/R3-110796. RAN3 made a working assumption that a new IE to indicate the user consent status is introduced in the Initial Context Setup procedure and the S1/X2 handover preparation procedure.”
2. Select UE with consideration of the user consent information

a) When eNB received MDT/Trace activation, eNB will need to make “UE selection based on the received parameters”.

b) The user consent information will be considered during the “UE selection” procedure.

i. If eNB has the correpesponding user consent information, eNB will only select consented UE to join the MDT campaign.

ii. If eNB doesn’t have the user consent information, by default eNB will not select the user for security consideration.
4
Detailed proposal
It’s proposed to make the following modification to TS 32.422.
	1st Modified Section


4.2.8
User consent handling in MDT

4.2.8.1
Signalling based MDT

In case of signalling based  MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. It is the Operator responsibility to collect user consent before initiating an MDT for a specific IMSI or IMEI number. 

Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.

The following figure summarizes the functionality.
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When the IMSI based MDT is activated it is targeted the HSS. Once the user consent availability information is stored in the HSS database, the HSS can check the user consent availability before starting a Trace Session for the given subscriber. If there is no user consent given by the specific user, the HSS should not start a Trace Session for the given subscriber.

As the user consent availability information is stored as part of the subscription data it should also be transferred to the MME/SGSN/MSC-S during update location procedure. This is required if the subscription based MDT is started from MME/SGSN/MSC-S. In that case similar checking is required as in the HSS case. 

It should also be possible to handle user consent revokation. The process of user consent revokation shall be done also via customer care process and the user consent availability information should be updated in the HSS DB when a user consent revokation happens.

If the user consent revokation happens during an ongoing Trace Session with MDT, it is not required to stop and deactivate the Trace Recording Session, Trace Session respectively immediately i.e. to stop an ongoing Trace Recording Session in case of Immediate MDT. A notification to the management system should be sent and the management system should deactivate the Trace Session .

4.2.8.2
Area based MDT


In case of area based MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. 
Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.
The following figure summarizes the functionality.










When UE attached to the network, once the user consent availability information is stored in the HSS database, the HSS will forward the user consent information to the corresponding MME/SGSN/MSC-S. 
If it is not a roaming UE, MME/ SGSN/MSC-S will forward the user consent information to the corresponding eNodeB/RNC in the Initial Context Setup procedure or the user consent information will be forwarded in HO preparation procedure between eNBs or RNCs.
If it is a roaming UE, MME/SGSN/MSC-S will not forward the user consent information to the corresponding eNodeB/RNC in any procedures.
When the area based MDT activation is sent to eNodeB/RNC, eNodeB/RNC will check the user consent information before making the UE selection. In case the user consent for UE is not available, eNodeB/RNC shall not select the UE to join MDT campaign.
	End of Modified Section
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